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PREFACE 

 

The internet has changed dramatically from its origins. It has grown from a tool used by a 

small number of universities and government agencies to a worldwide network with more than 3 

billion users. As it has grown, it has changed the way people communicate and do business, 

bringing many opportunities and benefits. Today the Internet continues to grow and expand in 

new and varied ways. It supports innovation and new services such as IP mobility and 

smartphone connectivity. When the Internet started, the majority of connected devices were 

solely computers, whether for personal use or within a company. In the most recent years, 

however, an increasing variety of devices beyond computers, including smartphones, smart cars, 

appliances, vending machines, smart homes, and smart buildings, can connect and share data, we 

need discipline when software is designed and built. We need an engineering approach.  

You can make a difference. The world needs people who understand computer security 

and who can protect computers and networks from criminals and terrorists. Remember, it‘s all 

about securing your sensitive data. If you have sensitive data, you must protect it. To get you 

started, this chapter gives an overview of information systems security concepts and terms that 

you must understand to stop cyberattacks. 

The whole material is organized into four modules each with four units. Each unit lists 

the objectives of the study along with the relevant questions, illustrations and suggested reading 

to better understand the concepts. 

 

Wish you happy reading!!! 
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BLOCK 1 INTRODUCTION  

 
Today‘s Internet is a worldwide network with more than 2 billion users. It includes almost every 

government, business, and organization on Earth. However, having that many users on the same 

network wouldn‘t solely have been enough to make the Internet a game-changing innovation. 

These users needed some type of mechanism to link documents and resources across computers. 

In other words, a user on computer A needed an easy way to open a document on computer B. 

This need gave rise to a system that defines how documents and resources are related across 

network machines. The name of this system is the World Wide Web (WWW). You may know 

it as cyberspace or simply as the Web. Think of it this way: The Internet links communication 

networks to one another. The Web is the connection of websites, webpages, and digital content 

on those networked computers. Cyberspace is all the accessible users, networks, webpages, and 

applications working in this worldwide electronic realm. This block is organized as follows: 

 

Unit 1- Introduction to Information Security- The unit starts with the history of information 

security. CNSS Security Model is also mentioned in this unit. It elaborates the Components of an 

Information System as the entire set of software, hardware, data, people, procedures, and 

networks that enable the use of information resources in the organization. Approaches to 

Information Security Implementation, Security professionals in an organization are also 

discussed here.   

 Unit 2- Risks, Threats, and Vulnerabilities and are explained in detail in this unit. This also 

contains a discussion of the organizational need for information security. Here, we can also see 

description of the threats posed to information security and common attacks associated with 

those threats. 

Unit 3-    This unit describes the evolution of the Internet of Things (IoT). It recognizes the 

impact that the Internet and IoT have on human and business life. New challenges created by IoT 

is explained in detail here. 

Unit 4- is a brief description of management‘s role in the development, maintenance, and 

enforcement of information security policy, standards, practices, procedures, and guidelines. 

Importance of information security blueprint and how it supports the information security 

program is explained in this unit. This unit also describes what contingency planning is and how 

it relates to incident response planning, disaster recovery planning, and business continuity plans. 
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UNIT -1: Introduction to Information Security 
 

Structure 
1.0 Objectives 

1.1 Introduction 

1.2 Evolution of Information Security 

1.3 Characteristics of Information 

1.4 Information System  

1.5 Concepts in Information Security 

1.6 Components of Information security 

1.6.1 Confidentiality 

1.6.2  Integrity 

1.6.3 Availability 

1.7 Balancing Information Security and Access 

1.8 Approaches to information security implementation 

1.9 Security Professionals and the Organization 

1.10 Data responsibilities 

1.11 Communities of interest 

1.12 IT Security Policy Framework 

1.13 Information security: an art or science 

1.14 Check your progress 

1.15 Summary 

1.16 Keywords 

1.17 Questions for self-study 

1.18 References 

1.0 Objectives 

 Define information security 

 Explain the evolution of information security 

 Define key terms and critical concepts of information security 

 Describe the information security roles of professionals within an organization 
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1.1 Introduction 

 Security is protection from adversaries—those who would do harm, intentionally or otherwise—

is the ultimate objective of security. National security is a multilayered system that protects the 

sovereignty of a state, its assets, its resources, and its people. Achieving the appropriate level of 

security for an organization also requires a multifaceted system. A successful organization 

should have multiple layers of security in place to protect its operations, physical infrastructure, 

people, functions, communications, and information.  

Computer security in the early days of computers, specified the need to secure the physical 

location of computer technology from outside threats. This term later came to represent all 

actions taken to preserve computer systems from losses. It has evolved into the current concept 

of information security as the scope of protecting information in an organization has expanded. 

The history of information security begins with the concept of computer security. During these 

early years, information security was a straightforward process composed predominantly of 

physical security and simple document classification schemes. 

Information Security mainly refers to data security, be it in any form. Information Security 

professional is responsible for ensuring that the confidentiality, integrity, and availability (CIA) 

of the data remains. Most of the data today is stored on electronic gadgets, such as desktops, 

servers, or the cloud. However, that was not the case a decade ago. The data was then stored in 

rooms and file cabinets secured by locks before they were transferred online. Information 

Security is comparatively a much broader field than Cyber Security, as it allows one to protect 

not just digitally stored data but the overall confidential and important data that requires security 

and protection. 

Information security protects all forms of data from unauthorized access, modification, deletion. 

It is the foundation of the security of data. Professionals in this domain prioritize data sources 

before dealing with the threats. Cyber security protects digital data from external threats like 

viruses, hackers, and other malicious activities that can take place on the internet. Cyber security 

professionals protect data stored online and deal with advanced and complex threats. 
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1.2 Evolution of Information Security 

The history of information security begins with the concept of computer security. The need for 

computer security arose during World War II when the first mainframe computers were 

developed and used to aid computations for communication code breaking messages from enemy 

cryptographic devices like the Enigma. The 1960s During the Cold War, many more mainframe 

computers were brought online to accomplish more complex and sophisticated tasks. These 

mainframes required a less cumbersome process of communication than mailing magnetic tapes 

between computer centers. The 1970s and 80s During the next decade, ARPANET became more 

popular and saw wider use, increasing the potential for its misuse. In the 1970s, the first personal 

computers appeared, but there were no considerable concerns about Information Security 

because machines were stand-alone and controlled by a single individual, and the software was 

unique.  

The threat to information has greatly increased in the late 1970s following the development of 

cheap and standardized software. The Information Security research before the early 1980s was 

sponsored by the military agencies.  This research significantly influenced future development of 

Information Security. The initial defense-focused approach to Information Security with the 

emphasis on Confidentiality, affected many security-related documents and widely used 

standards. 

With the rise of technology, companies are becoming increasingly vulnerable to threats. There 

are five key factors contributing to these vulnerabilities: 

 Today's interconnected, interdependent, wirelessly networked business environment; 

 Smaller, faster, cheaper computers and storage devices; 

 Decreasing skills necessary to be a computer hacker; 

 International organized crime taking over cybercrime; 

 Lack of management support. 

Today, the Internet brings millions of unsecured computer networks and billions of computer 

systems into continuous communication with each other. The security of each computer‘s stored 

information is contingent on the security level of every other computer to which it is connected. 

Recent years have seen a growing awareness of the need to improve information security, as well 
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as a realization that information security is important to national defense. The growing threat of 

cyberattacks has made governments and companies more aware of the need to defend the 

computerized control systems of utilities and other critical infrastructure. 

1.3 Characteristics of Information 

The value of information comes from the characteristics it possesses. When a characteristic of 

information changes, the value of that information either increases or more commonly, 

decreases. Some characteristics affect information‘s value to users more than others, depending 

on circumstances. For example, timeliness of information can be a critical factor because 

information loses much or all of its value when delivered too late. Though information security 

professionals and end users share an understanding of the characteristics of information, tensions 

can arise when the need to secure information from threats conflicts with the end users‘ need for 

unhindered access to it. Various Characteristics of information are:  

Accuracy: An attribute of information that describes how data is free of errors and has the value 

that the user expects. Information has accuracy when it is free from mistakes or errors and has 

the 

value that the end user expects. If information has been intentionally or unintentionally modified, 

it is no longer accurate. 

Authenticity: An attribute of information that describes how data is genuine or original rather 

than reproduced or fabricated.  Authenticity of information is the quality or state of being 

genuine or original, rather than a reproduction or fabrication. Information is authentic when it is 

in same state in which it was created, placed, stored, or transferred. 

Availability: An attribute of information that describes how data is accessible and correctly 

formatted for use without interference or obstruction. Availability enables authorized users—

people or computer systems—to access information without interference or obstruction and to 

receive it in the required format. 

Confidentiality: An attribute of information that describes how data is protected from disclosure 

or exposure to unauthorized individuals or systems. Information has confidentiality when it is 

protected from disclosure or exposure to unauthorized individuals or systems. Confidentiality 

ensures that only users with the rights, privileges, and need to access information are able to do 
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so. When unauthorized individuals or systems view information, its confidentiality is breached. 

To protect the confidentiality of information, you can use several measures:  

 

 Information classification 

 Secure document storage 

 Application of general security policies 

 Education of information custodians and end users 

Confidentiality, like most characteristics of information, is interdependent with other 

characteristics and is closely related to the characteristic known as privacy. 

Integrity: An attribute of information that describes how data is whole, complete, and 

uncorrupted. Information has integrity when it is whole, complete, and uncorrupted. The 

integrity of information is threatened when it is exposed to corruption, damage, destruction, or 

other disruption of its authentic state. Corruption can occur while information is being stored or 

transmitted. Many computer viruses and worms are designed with the explicit purpose of 

corrupting data. 

Possession: An attribute of information that describes how the data‘s ownership or control is 

legitimate or authorized. The possession of information is the quality or state of ownership or 

control. Information is said to be in one‘s possession if one obtains it, independent of format or 

other characteristics. While a breach of confidentiality always results in a breach of possession, a 

breach of possession does not always lead to a breach of confidentiality. 

Utility: An attribute of information that describes how data has value or usefulness for an end 

purpose. The utility of information is the quality or state of having value for some purpose or 

end. Information has value when it can serve a purpose. If information is available, but is not in a 

meaningful format to the end user, it is not useful. 

1.4 Information System 

An information system consists of the hardware, operating system, and application software 

that work together to collect, process, and store data for individuals and organizations. Thus 

information systems security is the collection of activities that protect the information system 

and the data stored in it. 
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Information System (IS) is much more than computer hardware. It is the entire set of people, 

procedures, and technology that enable business to use information. The six critical components 

of Information System are hardware, software, networks, people, procedures, and data. They 

enable information to be input, processed, output, and stored. Each of these components has its 

own strengths and weaknesses, and its own characteristics and uses. Each component of the IS 

also has its own security requirements. 

Software: The software component of an Information system includes applications (programs), 

operating systems, and assorted command utilities. Software is perhaps the most difficult 

Information system component to secure. The exploitation of errors in software programming 

accounts for a substantial portion of 

the attacks on information. 

Hardware: Hardware is the physical technology that houses and executes the software, stores 

and transports the data, and provides interfaces for the entry and removal of information from the 

system. Physical security policies deal with hardware as a physical asset and with the protection 

of physical assets from harm or theft. Applying the traditional tools of physical security, such as 

locks and keys, restricts access to and interaction with the hardware components of an 

information system. 

Data: Data stored, processed, and transmitted by a computer system must be protected. Data is 

often the most valuable asset of an organization and therefore is the main target of intentional 

attacks. Systems developed in recent years are likely to make use of database management 

systems. When used properly, they should improve the security of the data and the applications 

that rely on the data. Unfortunately, many system development projects do not make full use of 

the database management system‘s security capabilities, and in some cases the database is 

implemented in ways that make them less secure than traditional file systems. 

People: Though often overlooked in computer security considerations, people have always been 

a threat to information security. People can be the weakest link in an organization‘s information 

security program. Unless policy, education and training, awareness, and technology are properly 

employed to prevent people from accidentally or intentionally damaging or losing information, 

they will remain the weakest link. Social engineering can prey on the tendency to cut corners and 

the commonplace nature of human error.  
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Procedures: Procedures are another frequently overlooked component of an Information system. 

Procedures are written instructions for accomplishing a specific task. When an unauthorized user 

obtains an organization‘s procedures, it poses a threat to the integrity of the information. 

Networks: Networking is the Information System component that created much of the need for 

increased computer and information security. When information systems are connected to each 

other to form LANs, and these LANs are connected to other networks such as the Internet, new 

security challenges rapidly emerge. The physical technology that enables network functions is 

becoming more accessible to organizations of every size. 

1.5 Concepts in information security 

Access: A subject or object‘s ability to use, manipulate, modify, or affect another subject or 

object. Authorized users have legal access to a system, whereas hackers must gain illegal access 

to a system. Access controls regulate this ability. 

Asset: The organizational resource that is being protected. An asset can be logical, such as a 

Web site, software information, or data; or an asset can be physical, such as a person, computer 

system, hardware, or other tangible object. Assets, particularly information assets, are the focus 

of what information security efforts are attempting to protect. 

Attack: An intentional or unintentional act that can damage or otherwise compromise 

information and the systems that support it. Attacks can be active or passive, intentional or 

unintentional, and direct or indirect. Someone who casually reads sensitive information not 

intended for his or her use is committing a passive attack. A hacker attempting to break into an 

information system is an intentional attack. A lightning strike that causes a building fire is an 

unintentional attack. A direct attack is perpetrated by a hacker using a PC to break into a system. 

An indirect attack is a hacker compromising a system and using it to attack other systems. Direct 

attacks originate from the threat itself. Indirect attacks originate from a compromised system or 

resource that is malfunctioning or 

working under the control of a threat. 

Control, safeguard, or countermeasure: Security mechanisms, policies, or procedures that can 

successfully counter attacks, reduce risk, resolve vulnerabilities, and otherwise improve security 

within an organization. 
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Exploit: It is a technique used to compromise a system. This term can be a verb or a noun. 

Threat agents may attempt to exploit a system or other information asset by using it illegally for 

their personal gain. Or, an exploit can be a documented process to take advantage of a 

vulnerability or exposure, usually in software, that is either inherent in the software or created by 

the attacker. Exploits make use of existing software tools or custom-made software components.  

Exposure: A condition or state of being exposed; in information security, exposure exists when 

a vulnerability is known to an attacker.  

 Loss: A single instance of an information asset suffering damage or destruction, unintended or 

unauthorized modification or disclosure, or denial of use. When an organization‘s information is 

stolen, it has suffered a loss.  

Protection profile or security posture: The entire set of controls and safeguards, including 

policy, education, training and awareness, and technology, that the organization implements to 

protect the asset. The terms are sometimes used interchangeably with the term security program, 

although a security program often comprises managerial aspects of security, including planning, 

personnel, and subordinate programs.  

Risk: It is the probability of an unwanted occurrence, such as an adverse event or loss. 

Organizations must minimize risk to match their risk appetite—the quantity and nature of risk 

they are willing to accept.  

Subjects and objects of attack: A computer can be either the subject of an attack—an agent 

entity used to conduct the attack—or the object of an attack: the target entity. A computer can 

also be both the subject and object of an attack.  

Threat: Any event or circumstance that has the potential to adversely affect operations and 

assets. The term threat source is commonly used interchangeably with the more generic term 

threat.  

Threat agent: The specific instance or a component of a threat. For example, the threat source 

of ―trespass or espionage‖ is a category of potential danger to information assets, while ―external 

professional hacker‖ is a specific threat agent. A lightning strike, hailstorm, or tornado is a threat 

agent that is part of the threat source known as ―acts of God/acts of nature.‖  

Threat event: An occurrence of an event caused by a threat agent. An example of a threat event 

might be damage caused by a storm. This term is commonly used interchangeably with the term 

attack. 
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Threat source: A category of objects, people, or other entities that represents the origin of 

danger to an asset—in other words, a category of threat agents. Threat sources are always present 

and can be purposeful or undirected. For example, threat agent ―hackers,‖ as part of the threat 

source ―acts of trespass or espionage,‖ purposely threaten unprotected information systems, 

while threat agent ―severe storms,‖ as part of the threat source ―acts of God/acts of nature,‖ 

incidentally threaten buildings and their contents. 

Vulnerability: A potential weakness in an asset or its defensive control system. Some examples 

of vulnerabilities are a flaw in a software package, an unprotected system port, and an unlocked 

door. 

CNSS Security Model, created by John McCumber in 1991, provides a graphical representation 

of the architectural approach widely used in computer and information security. It is known as 

McCumber Cube which is shown below. 

 
 

 

Figure 1.1:  CNSS Security Model- McCumber Cube 

1.6 Components of Information security  

The Committee on National Security Systems (CNSS) defines information security as the 

protection of information and its critical elements, including the systems and hardware that use, 

store, and transmit the information. Figure 1.2 shows that information security include the broad 

areas of information security management, data security, and network security. The CNSS model 

of information security evolved from a concept developed by the computer security industry 

called the C.I.A. triad. 
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The C.I.A. triad(in figure 1.3) has been the standard for computer security in both industry and 

government. This standard is based on the three characteristics of information that give it value 

to organizations:  

 Confidentiality 

 Integrity 

 availability.   

 

 
Figure1.2: Components of information security 

The threats to the confidentiality, integrity, and availability of information have evolved into a 

vast collection of events, including accidental or intentional damage, destruction, theft, 

unintended or unauthorized modification, or other misuse from human or nonhuman threats. This 

vast array of constantly evolving threats has prompted the development of a more robust model 

that addresses the complexities of the current information security environment. 
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Figure 1.3:  CIA Triad 

 

 

 

1.6.1 Confidentiality: Confidentiality means guarding information from everyone except those 

with rights to it. Confidential information includes the following:  

• Private data of individuals  

• Intellectual property of businesses  

• National security for countries and governments  

A security control is something an organization does to help reduce risk. Examples of such 

controls include the following:  

• Conducting annual security awareness training for employees. This helps remind staff 

about proper handling of private data. It also drives awareness of the organization‘s 

framework of security policies, standards, procedures, and guidelines.  

• Putting an IT security policy framework in place. A policy framework is like an outline 

that identifies where security controls should be used.  

• Designing a layered security solution for an IT infrastructure. The more layers or 

compartments that block or protect private data and intellectual property, the more 

difficult the data and property are to find and steal.  

• Performing periodic security risk assessments, audits, and penetration tests on websites 

and IT infrastructure. This is how security professionals verify that they have properly 

installed the controls. 
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• Enabling security incident and event monitoring at your Internet entry and exit points. 

This is like using a microscope to see what is coming in and going out. 

• Using automated workstation and server antivirus and malicious software protection. 

This is the way to keep viruses and malicious software out of your computer.  

• Using more stringent access controls beyond a logon ID and password for sensitive 

systems, applications, and data. Logon IDs with passwords are only one check of the 

user. Access to more sensitive systems should have a second test to confirm the user‘s 

identity.  

• Minimizing software weaknesses in your computers and servers by updating them with 

patches and security fixes. This is the way to keep your operating system and application 

software up to date. Protecting private data is the process of ensuring data confidentiality. 

Organizations must use proper security controls specific to this concern. Some examples 

include the following:  

• Defining organization-wide policies, standards, procedures, and guidelines to protect 

confidential data. These are instructions for how to handle private data.  

• Adopting a data classification standard that defines how to treat data throughout your IT 

infrastructure. This is the road map for identifying what controls are needed to keep data 

safe.  

• Limiting access to systems and applications that house confidential data to only those 

authorized to use that data. 

• Using cryptography techniques to hide confidential data and keep that data invisible to 

unauthorized users.  

• Encrypting data that cross the public Internet.  

• Encrypting data that are stored within databases and storage devices. 

Sending data to other computers using a network means you have to take special steps to keep 

confidential data from unauthorized users. Cryptography is the practice of hiding data and 

keeping it away from unauthorized users. Encryption is the process of transforming data from 

plaintext into ciphertext.  

 

1.6.2 Integrity: Integrity deals with the validity and accuracy of data. Data lacking integrity—

that is, data that are not accurate or not valid—are of no use. For some organizations, data and 
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information are intellectual property assets. Examples include copyrights, patents, secret 

formulas, and customer databases. This information can have great value. Unauthorized changes 

can undermine the data‘s value. This is why integrity is a tenet of systems security.  Sabotage 

and corruption of data integrity are serious threats to an organization, especially if the data are 

critical to business operations. 

 

1.6.3 Availability: Availability is a common term in everyday life. We probably pay attention to 

the availability of your Internet service, TV service, or cell phone service. In the context of 

information security, availability is generally expressed as the amount of time users can use a 

system, application, and data. Common availability time measurements include the following:  

• Uptime—Uptime is the total amount of time that a system, application, and data are 

accessible. Uptime is typically measured in units of seconds, minutes, and hours within a 

given calendar month. Often uptime is expressed as a percentage of time available, e.g., 

99.5 percent uptime.  

• Downtime—Downtime is the total amount of time that a system, application, and data are 

not accessible. Downtime also is measured in units of seconds, minutes, and hours for a 

calendar month.  

• Availability—Availability is a mathematical calculation where A = (Total Uptime) / 

(Total Uptime + Total Downtime).  

• Mean time to failure (MTTF)—MTTF is the average amount of time between failures for 

a particular system. Semiconductors and electronics do not break and have an MTTF of 

many years  

• Mean time to repair (MTTR)—MTTR is the average amount of time it takes to repair a 

system, application, or component.  

• Mean time between failures (MTBF)—MTBF is the predicted amount of time between 

failures of an IT system during operation.  

• Recovery time objective (RTO)—RTO is the amount of time it takes to recover and make 

a system, application, and data available for use after an outage. Business continuity 

plans typically define an RTO for mission-critical systems, applications, and data access.  
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1.7 Balancing Information Security and Access 

Even with the best planning and implementation, it is impossible to obtain perfect information 

security. Information security cannot be absolute: it is a process, not a goal. We can make a 

system available to anyone, anywhere, anytime, through any means. However, such unrestricted 

access poses a danger to the security of the information. On the other hand, a completely secure 

information system would not allow anyone access. To achieve balance—that is, to operate an 

information system that satisfies the user and the security professional—the security level must 

allow reasonable access, yet protect against threats. Because of today‘s security concerns and 

issues, an information system or data processing department can get too entrenched in the 

management and protection of systems. An imbalance can occur when the needs of the end user 

are undermined by obsessive focus on protecting and administering the information systems. 

Information security technologists and end users must recognize that both groups share the same 

overall goals of the organization—to ensure that data is available when, where, and how it is 

needed, with minimal delays or obstacles. In an ideal world, this level of availability can be met 

even after addressing concerns about loss, damage, interception, or destruction. 

1.8 Approaches to Information Security Implementation 

The implementation of information security in an organization cannot happen overnight. 

Securing information assets is an incremental process that requires coordination, time, and 

patience. Information security can begin as a grassroots effort in which systems administrators 

attempt to improve the security of their systems. This is often referred to as a bottom-up 

approach. The key advantage of the bottom-up approach is the technical expertise of individual 

administrators. By working with information systems on a day-to-day basis, these administrators 

possess in-depth knowledge that can greatly enhance the development of an information security 

system. They know and understand the threats to their systems and the mechanisms needed to 

protect them successfully. Unfortunately, the bottom-up approach seldom works because it lacks 

critical features such as participant support and organizational staying power.  

The top-down approach has a higher probability of success. With this approach, the project is 

initiated by upper-level managers who issue policies, procedures, and processes; dictate the goals 
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and expected outcomes; and determine accountability for each required action. This approach 

has strong upper-management support, a dedicated champion, usually dedicated funding, a clear 

planning and implementation process, and the means of influencing organizational culture. The 

most successful kind of top-down approach also involves a formal development strategy known 

as a systems development life cycle. For any organization-wide effort to succeed, management 

must fully support it.  

Systems Development Life Cycle (SDLC) is a methodology for the design and implementation 

of an information system. Use of methodology ensures a rigorous process with a clearly defined 

goal and increases the probability of success. Once a methodology has been adopted, the key 

milestones are established and a team is selected and made accountable for accomplishing the 

project goals. 

 

The traditional SDLC approach consists of six general phases. At the end of each phase of the 

traditional SDLC comes a structured review or reality check, during which the team determines 

if the project should be continued, discontinued, outsourced, postponed, or returned to an earlier 

phase. This determination depends on whether the project is proceeding as expected and whether 

it needs additional expertise, organizational knowledge, or other resources. Once the system is 

implemented, it is maintained and modified over the remainder of its working life. Any 

information systems implementation may have multiple iterations as the cycle is repeated over 

time. Only by constant examination and renewal can any system, especially an information 

security program, perform up to expectations in a constantly changing environment. 

1.9 Security Professionals and the Organization 

Human behavior online, often, is less mature than in normal social settings. This is why the 

demand for systems security professionals is growing so rapidly.  Cyberspace is global and 

entirely without borders, a policy regarding acceptable use of the Internet, cannot be enforced. Its 

use is based on common sense and personal integrity. Ethics are a matter of personal integrity. 

The systems security profession is about doing what is right and stopping what is wrong. Use of 

the Internet is a privilege shared by all. It is a communication medium with no borders, no 

cultural bias, and no prejudice. Users have the privilege to connect. Unfortunately, some people 
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use cyberspace to commit crimes and cause trouble. This has created a global need for systems 

security professionals. 

It takes a wide range of professionals to support a diverse information security program. Senior 

management is the key component and the vital force for a successful implementation of an 

information security program. However, administrative support is also essential to developing 

and executing specific security policies and procedures, and of course technical expertise is 

essential in implementing the details of the information security program.  

The senior technology officer is typically the chief information officer (CIO), although other 

titles such as vice president of information, VP of information technology, and VP of systems 

may be used. The CIO is primarily responsible for advising the chief executive officer, president, 

or company owner on strategic planning that affects the management of information in the 

organization. The CIO translates the strategic plans of the organization as a whole into strategic 

information plans for the information systems or data processing division of the organization. 

Once this is accomplished, CIOs work with subordinate managers to develop tactical and 

operational plans for the division and to enable planning and management of the systems that 

support the organization. 

1.9.1 Information Security Project Team  

The information security project team should consist of people who are experienced in one or 

multiple facets of the required technical and nontechnical areas. Many of the same skills needed 

to manage and implement security are also needed to design it. Members of the security project 

team fill the following roles: 

Champion: A senior executive who promotes the project and ensures its support, both 

financially and administratively, at the highest levels of the organization. 

Team leader: A project manager who may also be a departmental line manager or staff unit 

manager, and who understands project management, personnel management, and information 

security technical requirements. 

Security policy developers: People who understand the organizational culture, existing policies, 

and requirements for developing and implementing successful policies. 
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Risk assessment specialists: People who understand financial risk assessment techniques, the 

value of organizational assets, and the security methods to be used. 

Security professionals: Dedicated, trained, and well-educated specialists in all aspects of 

information security from both a technical and nontechnical standpoint. 

Systems administrators: People with the primary responsibility for administering systems that 

house the information used by the organization. 

End users: Those whom the new system will most directly affect. Ideally, a selection of users 

from various departments, levels, and degrees of technical knowledge assist the team in focusing 

on the application of realistic controls that do not disrupt the essential business activities they 

seek to safeguard. 

The user is the weakest link in security. Even information systems security practitioners can 

make mistakes. Human error is a major risk and threat to any organization. No group can 

completely control any person‘s behavior. For these reasons, every organization must be 

prepared for malicious users, untrained users, and careless users.  

The following strategies can help reduce risk: 

• Check the background of each job candidate carefully.  

• Give each staff member a regular evaluation.  

• Rotate access to sensitive systems, applications, and data among different staff positions.  

• Apply sound application and software testing and review for quality.  

• Regularly review security plans throughout the seven domains of a typical IT system.  

• Perform annual security control audits.  

To build a respected and effective profession, information systems security professionals must 

operate ethically and comply with a code of conduct.  

1.10 Data Responsibilities 

The three types of data ownership and their respective responsibilities are outlined below: 

Data owners: Members of senior management who are responsible for the security and use of a 

particular set of information. The data owners usually determine the level of data classification 

as well as the changes to that classification required by organizational change. The data owners 

work with subordinate managers to oversee the day-to-day administration of the data. 
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Data custodians: Working directly with data owners, data custodians are responsible for the 

information and the systems that process, transmit, and store it. Depending on the size of the 

organization, this may be a dedicated position, such as the CISO, or it may be an additional 

responsibility of a systems administrator or other technology 

manager. The duties of a data custodian often include overseeing data storage and backups, 

implementing the specific procedures and policies laid out in the security policies and plans, and 

reporting to the data owner. 

Data users: Everyone in the organization is responsible for the security of data, so data users are 

included here as individuals with an information security role. 

1.11 Communities of Interest 

Each organization develops and maintains its own unique culture and values. Within each 

organizational culture, there are communities of interest that develop and evolve. While an 

organization can have many different communities of interest, we identify the three that are most 

common and that have roles and responsibilities in information security. In theory, each role 

must complement the other, but this is often not the case in practice. 

Information Security Management and Professionals: The roles of information security 

professionals are aligned with the goals and mission of the information security community of 

interest. These job functions and organizational roles focus on protecting the organization‘s 

information systems and stored information from attacks. 

Information Technology Management and Professionals: The community of interest made up 

of IT managers and skilled professionals in systems design, programming, networks, and other 

related disciplines has many of the same objectives as the information security community. 

However, its members focus more on costs of system creation and operation, ease of use for 

system users, and timeliness of system creation, as well as transaction response time. The goals 

of the IT community and the information security community are not always in complete 

alignment, and depending on the organizational structure, this may cause conflict. 

Organizational Management and Professionals: The organization‘s general management team 

and the rest of the personnel in the organization make up the other major community of interest. 

This large group is almost always made up of subsets of other interests as well, including 

executive management, production management, human resources, accounting, and legal staff, to 
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name just a few. The IT community often categorizes these groups as users of information 

technology systems, while the information security community categorizes them as security 

subjects. In fact, this community serves as the greatest reminder that all IT systems and 

information security objectives exist to further the objectives of the broad organizational 

community. The most efficient IT systems operated in the most secure fashion ever devised have 

no value if they are not useful to the organization as a whole. 

1.12 IT Security Policy Framework 

Cyberspace cannot continue to flourish without some assurances of user security. Several laws 

now require organizations to keep personal data private. Businesses cannot run effectively on 

Internet where anyone can steal their data. IT security is crucial to any organization‘s ability to 

survive. This section introduces an IT security policy framework. The framework consists of 

policies, standards, procedures, and guidelines that reduce risks and threats 

An IT security policy framework contains four main components:  

• Policy—A policy is a short written statement that the people in charge of an organization 

have set as a course of action or direction. A policy comes from upper management and 

applies to the entire organization.  

• Standard—A standard is a detailed written definition for hardware and software and 

how they are to be used. Standards ensure that consistent security controls are used 

throughout the IT system.  

• Procedures—These are written instructions for how to use policies and standards. They 

may include a plan of action, installation, testing, and auditing of security controls.  

• Guidelines—A guideline is a suggested course of action for using the policy, standards, 

or procedures. Guidelines can be specific or flexible regarding use. 

Policies apply to an entire organization. Standards are specific to a given policy. Procedures and 

guidelines help define use. Within each policy and standard, identify the impact for the seven 

domains of a typical IT infrastructure. This will help define the roles, responsibilities, and 

accountability throughout. 
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Foundational IT Security Policies  

The focus of your organization‘s IT security policy framework is to reduce your exposure to 

risks, threats, and vulnerabilities. It is important to relate policy definition and standards to 

practical design requirements. These requirements will properly apply the best security controls 

and countermeasures. Policy statements must set limits as well as refer to standards, procedures, 

and guidelines. Policies define how security controls and countermeasures must be used to 

comply with laws and regulations.  

Examples of some basic IT security policies include the following:  

• Acceptable use policy (AUP) - The AUP defines the actions that are and are not allowed 

with respect to the use of organization-owned IT assets. This policy is specific to the User 

Domain and mitigates risk between an organization and its employees 

• Security awareness policy - This policy defines how to ensure that all personnel are 

aware of the importance of security and behavioral expectations under the organization‘s 

security policy. This policy is specific to the User Domain and is relevant when you need 

to change organizational security awareness behavior.  

• Asset classification policy - This policy defines an organization‘s data classification 

standard. It tells what IT assets are critical to the organization‘s mission. It usually 

defines the organization‘s systems, uses, and data priorities and identifies assets within 

the seven domains of a typical IT infrastructure.  

• Asset protection policy - This policy helps organizations define a priority for mission-

critical IT systems and data. This policy is aligned with an organization‘s business impact 

analysis (BIA) and is used to address risks that could threaten the organization‘s ability to 

continue operations after a disaster.  

• Asset management policy - This policy includes the security operations and management 

of all IT assets within the seven domains of a typical IT infrastructure.  

• Vulnerability assessment and management - This policy defines an organization-wide 

vulnerability window for production operating system and application software. You 

develop organization-wide vulnerability assessment and management standards, 

procedures, and guidelines from this policy.  
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• Threat assessment and monitoring - This policy defines an organization-wide threat 

assessment and monitoring authority. You should also include specific details regarding 

the LAN-to-WAN Domain and AUP compliance in this policy. Organizations need to 

tailor their IT security policy framework to their environment. After conducting a 

security assessment of their IT setup, many organizations align policy definitions to gaps 

and exposures. Policies typically require executive management and general legal 

counsel review and approval 

1.13 Information Security: an Art or Science? 

Given the level of complexity in today‘s information systems, the implementation of information 

security has often been described as a combination of art and science. System technologists, 

especially those with a gift for managing and operating computers and computer-based systems, 

have long been suspected of using more than a little magic to keep the systems running as 

expected. In information security, such technologists are sometimes called security artisans. 

Everyone who has studied computer systems can appreciate the anxiety most people feel when 

faced with complex technology. Consider the inner workings of the computer: with the mind-

boggling functions performed by the 1.4 billion transistors found in a CPU, the interaction of the 

various digital devices over the local networks and the Internet, and the memory storage units on 

the circuit boards, it‘s a miracle they work at all. 

  

 Security as Art 

The administrators and technicians who implement security can be compared to a painter applying oils 

to canvas. A touch of color here, a brush stroke there, just enough to represent the image the artist 

wants to convey without overwhelming the viewer—or in security terms, without overly restricting 

user access. There are no hard and fast rules regulating the installation of various security mechanisms, 

nor are there many universally accepted complete solutions. While many manuals exist to support 

individual systems, no manual can help implement security throughout an entire interconnected system. 

This is especially true given the complex levels of interaction among users, policy, and technology 

controls. 
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Security as Science 

Technology developed by computer scientists and engineers—which is designed for rigorous 

performance levels—makes information security a science as well as an art. Most scientists agree that 

specific conditions cause virtually all actions in computer systems. Almost every fault, security hole, 

and systems malfunction is a result of the interaction of specific hardware and software. If the 

developers had sufficient time, they could resolve and eliminate all of these faults. The faults that 

remain are usually the result of technology malfunctioning for any of a thousand reasons. There are 

many sources of recognized and approved security methods and techniques that provide sound 

technical security advice. Best practices, standards of due care, and other tried-and-true methods can 

minimize the level of guesswork necessary to secure an organization‘s information and systems. 

Security as a Social Science 

A third view to consider is information security as a social science, which integrates components of art 

and science and adds another dimension to the discussion. Social science examines the behavior of 

people as they interact with systems, whether they are societal systems or, as in this context, 

information systems. Information security begins and ends with the people inside the organization and 

the people who interact with the system, intentionally or otherwise. What remains are those faults that 

are not really faults.  Although the science of the system may be exact, its use—the human side of 

systems—is not. End users who need the very information that security personnel are trying to protect 

may be the weakest link in the security chain. By understanding some behavioral aspects of 

organizational science and change management, security administrators can greatly reduce the levels of 

risk caused by end users and create more acceptable and supportable security profiles. These measures, 

coupled with appropriate policy and training issues, can substantially improve the performance of end 

users and result in a more secure information system. 

1.14 Check your progress 

1. How data is free of errors and has the value that the user expects, is described by  

______ attribute of information. 

2. Information security not required for Mainframe systems(True/False) 

3. List the components of information system 

4. Name the attribute of information that describes how data is protected from disclosure 

to unauthorized individuals  
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5. Most valuable asset of an organization 

6. __________ is the probability of an unwanted occurrence of an adverse event 

7. Practice of hiding data and keeping it away from unauthorized users is __________ 

Answers to Check your progress 

1. Accuracy  

2. False 

3. Hardware, software, data , people, procedures, network  

4. Confidentiality 

5. Data 

6. Risk 

7. Cryptography 

1.15 Summary 

 Information security evolved from the early field of computer security. 

 Information security is the protection of information assets that use, store, or transmit 

information through the application of policy, education, and technology. 

 Information system (IS) is the entire set of software, hardware, data, people, procedures, 

and networks that enable the use of information resources in the organization. 

 The critical characteristics of information, including confidentiality, integrity, and 

availability (CIA triad), must be protected at all times. This protection is implemented by 

multiple measures that include policies, education, training and awareness, and 

technology. 

 Each organization has a culture in which communities of interest are united by similar 

values and share common objectives. The three communities in information security 

are general management, IT management, and information security management. 

 Information security has been described as both an art and a science, and it comprises 

many aspects of social science as well. 
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1.16 Keywords 

 Information system- An information system consists of the hardware, operating system, 

and application software that work together to collect, process, and store data for 

individuals and organizations. 

 Confidentiality: Confidentiality means guarding information from everyone except those with 

rights to it. 

 Integrity: Integrity deals with the validity and accuracy of data 

 Availability: describes how data is accessible and correctly formatted for use without 

interference or obstruction 

 IT security policy framework- contains four main components: Policy, Standard, 

procedure, and guidelines 

1.17 Questions for self-study 

1. What are the components of information system? Explain. 

2. Explain four main components of IT security policy framework. 

3. What are the characteristics of information? 

4. Briefly describe three types of data ownership and their respective responsibilities. 

5. List different types of attack on information. 

6. What is threat? 

7. What is vulnerability? 

8. What is encryption?  

9. Describe the three components of the CIA triad. 

10. Explain IT security policy framework. 
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2.0 Objectives 

After studying this unit, you will be able to: 

 Discuss the organizational need for information security  

 List and describe the threats posed to information security and common attacks 

associated with those threats  
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 List the common development failures and errors that result from poor software security 

efforts 

2.1 Introduction 

The primary mission of an information security program is to ensure that information assets—

information and the systems that house them—remain safe and useful. Organizations expend a 

lot of money and thousands of hours to maintain their information assets. If threats to these 

assets didn‘t exist, those resources could be used exclusively to improve the systems that contain, 

use, and transmit the information. However, the threat of attacks on information assets is a 

constant concern, and the need for information security grows along with the sophistication of 

the attacks.  Information security performs four important functions for an organization:  

• Protecting the organization’s ability to function. The three communities of interest—

general management, IT management, and information security management—are each 

responsible for facilitating the information security program that protects the 

organization‘s ability to function. 

• Protecting the data and information the organization collects and uses (physical 

data or electronic data). Without data, an organization loses its record of transactions and 

its ability to deliver value to customers. Any business, educational institution, or 

government agency that operates within the modern context of connected and responsive 

services relies on information systems. Even when transactions are not online, 

information systems and the data they process enable the creation and movement of 

goods and services. Therefore, data security—protecting data in transmission, in 

processing, and at rest (storage)—is a critical aspect of information security. 

• Enabling the safe operation of applications running on the organization’s IT 

systems. Today‘s organizations are under immense pressure to acquire and operate 

integrated, efficient, and capable applications. A modern organization needs to create an 

environment that safeguards these applications, particularly those that are important 

elements of the organization‘s infrastructure operating system platforms, certain 

operational applications, electronic mail (e-mail), and instant messaging applications, like 

text messaging. 
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• Safeguarding the organization’s technology assets. To perform effectively, 

organizations must employ secure infrastructure hardware appropriate to the size and 

scope 

of the enterprise. 

2.2 Risks, Threats and Vulnerabilities 

Here we discuss the dangers of cyberspace and how to address those dangers. It explains how to 

identify and combat the dangers common in information systems and IT infrastructures. To 

understand how to make computers more secure, you first need to understand the concepts of 

risks, threats, and vulnerabilities.  

Risk is the likelihood that something bad will happen to an asset. is the level of exposure to 

some event that has an effect on an asset. In the context of IT security, an asset can be a 

computer, a database, or a piece of information. Examples of risk include the following:  

• Losing data  

• Losing business because a disaster has destroyed your building  

• Failing to comply with laws and regulations  

Threat is any action that could damage an asset. Information systems face both natural and 

human-induced threats. The threats of flood, earthquake, or severe storms require organizations 

to create plans to ensure that business operation continues and that the organization can recover. 

A business continuity plan (BCP) gives priorities to the functions an organization needs to keep 

going. A disaster recovery plan (DRP) defines how a business gets back on its feet after a major 

disaster such as a fire or hurricane. Human-caused threats to a computer system include viruses, 

malicious code, and unauthorized access. A virus is a computer program written to cause damage 

to a system, an application, or data. Malicious code, or malware, is a computer program written 

to cause a specific action to occur, such as erasing a hard drive. These threats can harm an 

individual, business, or organization.  

Vulnerability is a weakness that allows a threat to be realized or to have an effect on an asset. 

To understand what a vulnerability is, think about lighting a fire. Lighting a fire is not 

necessarily bad. If you are cooking a meal on a grill, you will need to light a fire in the grill. The 

grill is designed to contain the fire and should pose no danger if used properly. On the other 
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hand, lighting a fire in a computer data center will likely cause damage. A grill is not vulnerable 

to fire, but a computer data center is. A threat by itself does not always cause damage; there must 

be a vulnerability for a threat to be realized. Vulnerabilities can often result in legal liabilities. 

Any vulnerability that allows a threat to be realized may result in legal action. Since computers 

must run software to be useful, and since human write software, software programs inevitably 

contain errors. Thus, software vendors must protect themselves from the liabilities of their own 

vulnerabilities with an End-User License Agreement (EULA). A EULA takes effect when the 

user opens the package and installs the software. All software vendors use EULAs. That means 

the burden of protecting IT systems and data lies on internal information systems security 

professionals. 

2.3 Threats and attacks 

To protect your organization‘s information, one must:  

 Be familiar with the information to be protected and the systems that store, transport, 

and process it; and  

 Know the threats you face.  

To make sound decisions about information security, management must be informed about the 

various threats to an organization‘s people, applications, data, and information systems. A threat 

represents a potential risk to an information asset, whereas an attack represents an ongoing act 

against the asset that could result in a loss. Threat agents damage or steal an organization‘s 

information or physical assets by using exploits to take advantage of vulnerabilities where 

controls are not present or no longer effective. Unlike threats, which are always present, attacks 

exist only when a specific act may cause a loss.  

 

 2.4 Categories of Threats 

 

Table 2.1 gives a list of general categories of threats that represent a clear and present danger to 

an organization‘s people, information, and systems. Each organization must prioritize the threats 

it faces based on the particular security situation in which it operates, its organizational strategy 

regarding risk, and the exposure levels of its assets.   
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Table 2.1: General categories of threats 

 Category of Threat Examples 

Compromise to Intellectual Property Piracy, copyright infringement 

Deviations in quality of service ISP, power or WAN service problems 

Espionage or trespass Unauthorized access and/or data 

collection 

Forces of nature Fire, floods, earth quake, lightening 

Human error or failure Accidents, employee mistakes 

Information extortion Blackmail, information disclosure 

Sabotage or vandalism Destruction of systems or information  

Software attacks Viruses, worms, macros, denial of service 

Technical hardware failures or errors Equipment failure 

Technical software failures or errors Bugs, code problems, unknown loopholes 

Technical obsolesces Antiqued or outdated technologies 

Theft Illegal confiscation of tool or information 

 

2.4.1 Compromises to Intellectual Property 

Many organizations create or support the development of intellectual property (IP) as part of 

their business operations. IP includes trade secrets, copyrights, trademarks, and patents. IP is 

protected by copyright law and other laws, carries the expectation of proper attribution or credit 

to its source, and potentially requires the acquisition of permission for its use, as specified in 

those laws. For example, use of some IP may require specific payments or royalties before a 

song can be used in a movie or before the distribution of a photo in a publication. The 

unauthorized appropriation of IP constitutes a threat to information security. Employees may 

have access privileges to a variety of IP, including purchased and developed software and 

organizational information, as many employees typically need to use IP to conduct day-to-day 

business. 
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Organizations often purchase or lease the IP of other organizations, and must abide by a 

purchase or licensing agreement for its fair and responsible use. The most common IP breach is 

the unlawful use or duplication of software-based intellectual property, more commonly known 

as software piracy. Because most software is licensed to a particular purchaser, its use is 

restricted to a single user or to a designated user in an organization. If a user copies the program 

to another computer without securing another license or transferring the license, the user has 

violated the copyright.       

2.4.2 Deviations in Quality of Service 

An organization‘s information system depends on the successful operation of many 

interdependent support systems, including power grids, data and telecommunications networks, 

parts suppliers, service vendors, and even janitorial staff and garbage haulers. Any of these 

support systems can be interrupted by severe weather, employee illnesses, or other unforeseen 

events. Deviations in quality of service can result from such accidents as a backhoe taking out an 

ISP‘s fiber-optic link. The backup provider may be online and in service, but may be able to 

supply only a fraction of the bandwidth the organization needs for full service. This degradation 

of service is a form of availability disruption. Irregularities in Internet service, communications, 

and power supplies can dramatically affect the availability of information and systems. 

2.4.3 Espionage or Trespass 

Espionage or trespass is a well-known and broad category of electronic and human activities that 

can breach the confidentiality of information. When an unauthorized person gains access to 

information an organization is trying to protect, the act is categorized as espionage or trespass. 

Attackers can use many different methods to access the information stored in an information 

system. Some information-gathering techniques are legal—for example, using a Web browser to 

perform market research. These legal techniques are collectively called competitive intelligence. 

When information gatherers employ techniques that cross a legal or ethical threshold, they are 

conducting industrial espionage. 

 

When foreign governments are involved, these activities are considered espionage and a 

threat to national security. Some forms of espionage are relatively low tech. One example, called 

shoulder surfing. This technique is used in public or semipublic settings when people gather 
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information they are not authorized to have. Instances of shoulder surfing occur at computer 

terminals, desks, and ATMs; on a bus, airplane, or subway, where people use smartphones and 

tablet PCs; and in other places where employees may access confidential information. Shoulder 

surfing flies in the face of the unwritten etiquette among professionals who address information 

security in the workplace. 

 

Hackers: Acts of trespass can lead to unauthorized real or virtual actions that enable information 

gatherers to enter premises or systems without permission. Controls sometimes mark the 

boundaries of an organization‘s virtual territory. These boundaries give notice to trespassers that 

they are encroaching on the organization‘s cyberspace. Sound principles of authentication and 

authorization can help organizations protect valuable information and systems. These control 

methods and technologies employ multiple layers or factors to protect against unauthorized 

access and trespass. The classic perpetrator of espionage or trespass is the hacker, who is 

frequently glamorized in fictional accounts as a person who stealthily manipulates a maze of 

computer networks, systems, and data to find information that solves the mystery and heroically 

saves the day. 

Hackers are grouped into two general categories: the expert hacker and the novice hacker. The 

expert hacker is usually a master of several programming languages, networking protocols, and 

operating systems, and exhibits a mastery of the technical environment of the chosen targeted 

system.  A new category of hacker has emerged over the last few years. The professional hacker 

seeks to conduct attacks for personal benefit or the benefit of an employer, which is typically a 

crime organization or illegal government operation. The professional hacker should not be 

confused with the penetration tester, who has authorization from an organization to test its 

information systems and network defense, and is expected to provide detailed reports of the 

findings. The primary differences between professional hackers and penetration testers are the 

authorization provided and the ethical professionalism displayed. 

 

Password Attacks 

Password attacks fall under the category of espionage or trespass just as lock-picking falls under 

breaking and entering. Attempting to guess or reverse-calculate a password is often called 

cracking. There are a number of alternative approaches to password cracking: 
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Brute Force: The application of computing and network resources to try every possible 

password combination is called a brute force password attack. Brute force password attacks are 

rarely successful against systems that have adopted the manufacturer‘s recommended security 

practices.  

Dictionary Attacks: The dictionary password attack, or simply dictionary attack, is a variation 

of the brute force attack that narrows the field by using a dictionary of common passwords and 

includes information related to the target user, such as names of relatives or pets, and familiar 

numbers such as phone numbers, addresses, and even Social Security numbers.  

Rainbow Tables: A far more sophisticated and potentially much faster password attack is 

possible if the attacker can gain access to an encrypted password file, such as the Security 

Account Manager (SAM) data file.  

Social Engineering Password Attacks: While social engineering is discussed in detail later in the 

section called ―Human Error or Failure,‖ it is worth mentioning here as a mechanism to gain 

password information. Attackers posing as an organization‘s IT professionals may attempt to 

gain access to systems information by contacting low-level employees and offering to help with 

their computer issues.   

2.4.4 Forces of Nature 

Forces of nature can present some of the most dangerous threats because they usually occur with 

little warning and are beyond the control of people. These threats, which include events such as 

fires, floods, earthquakes, landslides, mudslides, windstorms, sandstorms, solar flares, and 

lightning as well as volcanic eruptions and insect infestations, can disrupt not only people‘s lives 

but the storage, transmission, and use of information. Because it is not possible to avoid threats 

from forces of nature, organizations must implement controls to limit damage and prepare 

contingency plans for continued operations, such as disaster recovery plans, business continuity 

plans, and incident response plans. Another term you may encounter, force majeure, can be 

translated as ―superior force,‖ which includes forces of nature as well as civil disorder and acts 

of war. 

 

Fire: A structural fire can damage a building with computing equipment that comprises all or 

part of an information system. Damage can also be caused by smoke or by water from sprinkler 
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systems or firefighters. This threat can usually be mitigated with fire casualty insurance or 

business interruption insurance. 

Floods: Water can overflow into an area that is normally dry, causing direct damage to all or part 

of the  information system or the building that houses it. A flood might also disrupt operations by 

interrupting access to the buildings that house the information system. This threat can sometimes 

be mitigated with flood insurance or business interruption insurance. 

Earthquakes: Earthquakes can cause direct damage to the information system or, more often, to 

the building that houses it. They can also disrupt operations by interrupting access to the 

buildings that house the information system.   

Lightning: Lightning is an abrupt, discontinuous natural electric discharge in the atmosphere. 

Lightning usually damages all or part of the information system and its power distribution 

components. 

Landslides or Mudslides: The downward slide of a mass of earth and rock can directly damage 

the information system or, more likely, the building that houses it.  

Tornados or Severe Windstorms: A tornado is a rotating column of air that can be more than a 

mile wide and whirl at destructively high speeds. Usually accompanied by a funnel-shaped 

downward extension of a cumulonimbus cloud, tornados can directly damage all or part of the 

information system or, more likely, the building that houses it. Tornadoes can also interrupt 

access to the buildings that house the information system.  

Hurricanes, Typhoons, and Tropical Depressions: A severe tropical cyclone that originates in 

equatorial regions of the Atlantic Ocean or Caribbean Sea is referred to as a hurricane, and one 

that originates in eastern regions of the Pacific Ocean is called a typhoon.  

Tsunamis: A tsunami is a very large ocean wave caused by an underwater earthquake or 

volcanic eruption. These events can directly damage the information system or the building that 

houses it.  

Electrostatic Discharge: Electrostatic discharge (ESD), also known as static electricity, is 

usually little more than a nuisance. However, the mild static shock we receive when walking 

across a carpet can be costly or dangerous when it ignites flammable mixtures and damages 

costly electronic components. 
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Dust Contamination: Some environments are not friendly to the hardware components of 

information systems. Accumulation of dust and debris inside systems can dramatically reduce 

the effectiveness of cooling mechanisms and potentially cause components to overheat.   

Solar Activity: While most of us are protected by the earth‘s atmosphere from the more 

dramatic effects of solar activity, such as radiation and solar flares, our communications satellites 

bear the brunt of such exposure.  

2.4.5 Human Error or Failure 

 This category includes acts performed without intent or malicious purpose or in ignorance by an 

authorized user. When people use information systems, mistakes happen. Similar errors happen 

when people fail to follow established policy. Inexperience, improper training, and incorrect 

assumptions are just a few things that can cause human error or failure. Regardless of the cause, 

even innocuous mistakes can produce extensive damage. One of the greatest threats to an 

organization‘s information security is its own employees, as they are the threat agents closest to 

the information. Because employees use data and information in everyday activities to conduct 

the organization‘s business, their mistakes represent a serious threat to the confidentiality, 

integrity, and availability of data relative to threats from outsiders. Employee mistakes can easily 

lead to revelation of classified data, entry of erroneous data, accidental deletion or modification 

of data, storage of data in unprotected areas, and failure to protect information. Leaving 

classified information in unprotected areas, such as on a desktop, on a Web site, or even in the 

trash can, is as much a threat as a person who seeks to exploit the information, because the 

carelessness can create a vulnerability and thus an opportunity for an attacker. However, if 

someone damages or destroys data on purpose, the act belongs to a different threat category. 

Human error or failure often can be prevented with training, ongoing awareness activities, and 

controls. These controls range from simple activities, such as requiring the user to type a critical 

command twice, to more complex procedures, such as verifying commands by a second party.  

 

Social Engineering 

In the context of information security, social engineering is used by attackers to gain system 

access or information that may lead to system access. There are several social engineering 
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techniques, which usually involve a perpetrator posing as a person who is higher in the 

organizational hierarchy than the victim.   

Advance-fee Fraud:  Another social engineering attack called the advance-fee fraud (AFF), 

internationally known as the 4-1-9 fraud, is named after a section of the Nigerian penal code. The 

perpetrators of 4-1-9 schemes often use the names of fictitious companies, such as the Nigerian 

National Petroleum Company.    

Phishing:  Many other attacks involve social engineering. One such attack is described by 

the Computer Emergency Response Team/Coordination Center (CERT/CC): CERT/CC has 

received several incident reports concerning users receiving requests to take an action that results 

in the capturing of their password. The request could come in the form of an e-mail message, a 

broadcast, or a telephone call. The latest ploy instructs the user to run a ―test‖ program, 

previously installed by the intruder, which will prompt the user for his or her password. 

2.4.6 Information Extortions 

Information extortion, also known as cyberextortion, is common in the theft of credit card 

numbers. The latest type of attack in this category is known as ransomware. Ransomware is a 

malware attack on the host system that denies access to the user and then offers to provide a key 

to allow access back to the user‘s system and data for a fee. There are two types of ransomware: 

lock screen and encryption. Lock screen ransomware denies access to the user‘s system simply 

by disabling access to the desktop and preventing the user from bypassing the ransom screen that 

demands payment. Encryption ransomware is far worse, in that it encrypts some or all of a user‘s 

hard drive and then demands payment. Common phishing mechanisms to get a user to download 

ransomware include popups indicating that illegal information or malware was detected on the 

user‘s system, threatening to notify law enforcement, or offering to delete the offending material 

if the user clicks a link or button. 

2.4.7 Sabotage or Vandalism 

This category of threat involves the deliberate sabotage of a computer system or business, or acts 

of vandalism to destroy an asset or damage the image of an organization. These acts can range 

from petty vandalism by employees to organized sabotage against an organization. Although 

they might not be financially devastating, attacks on the image of an organization are serious. 
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Vandalism to a Web site can erode consumer confidence, diminishing an organization‘s sales, 

net worth, and reputation.   

Online Activism: There are innumerable reports of hackers accessing systems and damaging or 

destroying critical data. Hacked Web sites once made front-page news, as the perpetrators 

intended. Compared to Web site defacement, vandalism within a network is more malicious in 

intent and less public. Today, security experts are noticing a rise in another form of online 

vandalism, hacktivist or cyber activist operations. 

Cyber terrorism and Cyberwarfare:  A much more sinister form of hacking is cyber terrorism. 

The United States and other governments are developing security measures intended to protect 

critical computing and communications networks as well as physical and power utility 

infrastructures. Cyber terrorism has thus far been largely limited to acts such as the defacement 

of NATO Web pages during the war in Kosovo. Some industry observers have taken the position 

that cyber terrorism is not a real threat, but instead is merely hype that distracts from more 

concrete and pressing information security issues that do need attention. 

Positive Online Activism:  Not all online activism is negative. Social media outlets, such as 

Facebook, MySpace, Twitter, and YouTube, are commonly used to perform fundraising, raise 

awareness of social issues, gather support for legitimate causes, and promote involvement. 

Modern business organizations try to leverage social media and online activism to improve their 

public image and increase awareness of socially responsible actions. 

2.4.8 Software Attacks 

Deliberate software attacks occur when an individual or group designs and deploys software to 

attack a system. This attack can consist of specially crafted software that attackers trick users 

into installing on their systems. This software can be used to overwhelm the processing 

capabilities of online systems or to gain access to protected systems by hidden means. 

Malware is referred to as malicious code or malicious software. Attacks that use software, like 

redirect attacks and denial-of-service attacks, also fall under this threat. Malicious code attacks 

include the execution of viruses, worms, Trojan horses, and active Web scripts with the intent to 

destroy or steal information. The most state-of-the-art malicious code attack is the polymorphic 

worm, or multivector worm. Other forms of malware include covert software applications—bots, 

spyware, and adware that are designed to work out of users‘ sight or be triggered by an 
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apparently innocuous user action. Bots are often the technology used to implement Trojan 

horses, logic bombs, back doors, and spyware.  

One of the most common methods of virus transmission is via e-mail attachment files. Most 

organizations block e-mail attachments of certain types and filter all e-mail for known viruses.   

Viruses can be classified by how they spread themselves. Among the most common types of 

information system viruses are the macro virus, which is embedded in automatically executing 

macro code used by word processors, spreadsheets, and database applications, and the boot virus, 

which infects the key operating system files in a computer‘s boot sector. Viruses may be 

classified as memory-resident viruses or non-memory-resident viruses, depending on whether 

they persist in a computer system‘s memory after they have been executed. Resident viruses are 

capable of reactivating when the computer is booted and continuing their actions until the system 

is shut down, only to restart the next time the system is booted. 

At one time, hoaxes amounted to little more than pranks, although occasionally a sting was 

attached. The perpetrator of the hoax may then offer to sell a fake antivirus program to correct 

the fake malware. 

Back Doors: Using a known or newly discovered access mechanism, an attacker can gain access 

to a system or network resource through a back door. Viruses and worms can have a payload that 

installs a back door or trap door component in a system, allowing the attacker to access the 

system at will with special privileges.    

E-mail Attacks: Spam is unsolicited commercial e-mail. While many consider spam a trivial 

nuisance rather than an attack, it has been used as a means of enhancing malicious code attacks.   

Many organizations attempt to cope with the flood of spam by using e-mail filtering 

technologies.   

 Communications Interception Attacks: Common software-based communications attacks 

include several subcategories designed to intercept and collect information in transit. These types 

of attacks include sniffers, spoofing, pharming, and man-in-the-middle attacks. The emergence 

of the Internet of Things (IoT)—the addition of communications and interactivity to everyday 

objects—increases the possibility of these types of attacks.  
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Pharming: Pharming attacks often use Trojans, worms, or other virus technologies to attack an 

Internet browser‘s address bar so that the valid URL the user types is modified to be that of an 

illegitimate Web site. The key difference between pharming and the social engineering attack 

called phishing is that the latter requires the user to actively click a link or button to redirect to 

the illegitimate site, whereas pharming attacks modify the user‘s traffic without the user‘s 

knowledge or active participation. 

Man-in-the-Middle: In the well-known man-in-the-middle attack, an attacker monitors (or 

sniffs) packets from the network, modifies them, and inserts them back into the network. In a 

TCP hijacking attack, also known as session hijacking, the attacker uses address spoofing to 

impersonate other legitimate entities on the network  

Any system connected to the Internet and providing TCP-based network services (such as a Web 

server, FTP server, or mail server) is vulnerable to DoS attacks. DoS attacks can also be 

launched against routers or other network server systems if these hosts enable other TCP 

services, such as echo. The current software marketplace has several established vendors, such as 

Symantec Norton Antivirus, Kaspersky Antivirus, AVG Antivirus, and McAfee VirusScan, 

which provide applications to help control computer viruses. Microsoft‘s Malicious Software 

Removal Tools is freely available to help users of Windows operating systems remove viruses 

and other types of malware. 

2.4.9 Technical Hardware Failure or Errors 

Technical hardware failures or errors occur when a manufacturer distributes equipment 

containing a known or unknown flaw. These defects can cause the system to perform outside of 

expected parameters, resulting in unreliable service or lack of availability. Some errors are 

terminal—that is, they result in the unrecoverable loss of the equipment. Some errors are 

intermittent in that they only manifest themselves periodically, resulting in faults that are not 

easily repeated. Thus, equipment can sometimes stop working or work in unexpected ways.   

The Intel Pentium CPU Failure: One of the best-known hardware failures is that of the Intel 

Pentium II which had a defect that resulted in a calculation error under certain circumstances. 

Intel initially expressed little concern for the defect, and stated that it would take an inordinate 

amount of time to identify a calculation that would interfere with the reliability of the results.   
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Mean Time Between Failure: In hardware terms, failures are measured in mean time between 

failure (MTBF) and mean time to failure (MTTF). While MTBF and MTTF are sometimes used 

interchangeably, MTBF presumes that the item can be repaired or returned to service, whereas 

MTTF presumes the item must be replaced.  The most commonly failing piece of computer 

hardware is the hard drive, which currently has an average MTBF of approximately 500,000 

hours. 

 

2.4.10 Technical Software Failure or Errors 

Large quantities of computer code are written, debugged, published, and sold before all their 

bugs are detected and resolved. Sometimes, combinations of certain software and hardware 

reveal new failures that range from bugs to untested failure conditions. Sometimes these bugs are 

not errors, but purposeful shortcuts left by programmers for benign or malign reasons. 

Collectively, shortcut access routes into programs that bypass security checks are called trap 

doors, and they can cause serious security breaches. Some software development failures and 

errors result in software that is difficult or impossible to deploy in a secure fashion. The most 

common of these failures have been identified as ―deadly sins in software security.‖  They are 

listed below. 

Buffer Overruns: Buffers are used to manage mismatches in the processing rates between two 

entities involved in a communication process. During a buffer overrun, an attacker can make the 

target system execute instructions or take advantage of some other unintended consequence of 

the failure.  

 Catching Exceptions: One of the marks of effective software is the ability to catch and resolve 

exceptions—unusual situations that require special processing. If the program doesn‘t manage 

exceptions correctly, the software may not perform as expected.   

Command Injection: The problem of command injection is caused by a developer‘s failure to 

ensure that command input is validated before it is used in the program Cross-Site Scripting 

(XSS) Cross-site scripting allows the attacker to acquire valuable information, such as account 
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credentials, account numbers, or other critical data. Often an attacker encodes a malicious link 

and places it in the target server, making it look less suspicious.   

 

Failure to Handle Errors: What happens when a system or application encounters a scenario 

that it is not prepared to handle?   Failure to handle errors can cause a variety of unexpected 

system behaviors. Programmers are expected to anticipate problems and prepare their application 

code to handle them. 

Failure to Protect Network Traffic: With the growing popularity of wireless networking comes 

a corresponding increase in the risk that wirelessly transmitted data will be intercepted. Most 

wireless networks are installed and operated with little or no protection for the information that is 

broadcast between the client and the network wireless access point.  Traffic on a wired network 

is also vulnerable to interception in some situations. On networks using hubs instead of switches, 

any user can install a packet sniffer and collect communications to and from users on that 

network. 

Programmers are responsible for integrating access controls into programs and keeping secret 

information out of them.  The integration of secret information—such as the ―hard coding‖ of 

passwords, encryption keys, or other sensitive information—can put that information at risk of 

disclosure. 

Failure to Use Cryptographically Strong Random Numbers: Most modern cryptosystems, 

like many other computer systems, use random number generators.    

Format String Problems: Computer languages often are equipped with built-in capabilities to 

reformat data while they output it. The formatting instructions are usually written as a ―format 

string.‖ Unfortunately, some programmers may use data from untrusted sources as a format 

string.  An attacker may embed characters that are meaningful as formatting directives (such as 

%x, %d, %p, etc.) into malicious input.   

Improper Use of SSL: Programmers use Secure Sockets Layer (SSL) to transfer sensitive data, 

such as credit card numbers and other personal information, between a client and server  

Integer Bugs (Overflows/Underflows) Although mathematical calculation theoretically can deal 

with numbers that contain an arbitrary number of digits, the binary representations used by 

computers are of a particular fixed length.   
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Neglecting Change Control: Developers use a process known as change control to ensure that 

the working system delivered to users represents the intent of the developers. Early in the 

development process, change control ensures that developers do not work at cross purposes by 

altering the same programs or parts of programs at the same time.   

Poor Usability: Employees prefer doing things the easy way. When faced with an ―official way‖ 

of performing a task and an ―unofficial way‖—which is easier—they prefer the latter. The best 

solution to address this issue is to provide only one way—the secure way. Integrating security 

and usability, adding training and awareness, and ensuring solid controls all contribute to the 

security of information.   

Race Conditions: A race condition is a failure of a program that occurs when an unexpected 

ordering of events in its execution results in a conflict over access to the same system resource.  

SQL Injection:  SQL injection occurs when developers fail to properly validate user input 

before using it to query a relational database. 

Trusting Network Address Resolution:  The DNS is a function of the World Wide Web that 

converts a URL into the IP address of the Web server host. This distributed model is vulnerable 

to attack or ―poisoning.‖ DNS cache poisoning involves compromising a DNS server and then 

changing the valid IP address associated with a domain name into one the attacker chooses, 

usually a fake Web site designed to obtain personal information or one that accrues a benefit to 

the attacker. 

Unauthenticated Key Exchange: One of the biggest challenges in private key systems, which 

involve two users sharing the same key, is securely getting the key to the other party. Sometimes 

an ―out of band‖ courier is used, but at other times a public key system, which uses both a public 

and private key, is used to exchange the key.   

Use of Magic URLs and Hidden Forms: HTTP is a stateless protocol in which computer 

programs on either end of the communication channel cannot rely on a guaranteed delivery of 

any message.   

Use of Weak Password-Based Systems: Failure to require sufficient password strength and to 

control incorrect password entry is a serious security issue. Password policy can specify the 

acceptable number and type of characters, the frequency of mandatory changes, and even the 

reusability of old passwords.   
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Web Client-Related Vulnerability (XSS) One of the issues in programming Web based 

applications is bugs that affect either the client side or the server side.   

 Web Server-Related Vulnerabilities (XSS, XSRF, and Response Splitting) The same cross-

site scripting attacks that can infect a client system can also be used to attack Web servers. 

Cross-site request forgery (XSRF or CSRF) attacks cause users to attack servers they access 

legitimately, on behalf of an outside attacker.   

2.4.11 Technological Obsolescence 

Antiquated or outdated infrastructure can lead to unreliable and untrustworthy systems. 

Management must recognize that when technology becomes outdated, there is a risk of losing 

data integrity from attacks. Management‘s strategic planning should always include an analysis 

of the technology currently in use. Ideally, proper planning by management should prevent 

technology from becoming obsolete, but when obsolescence is clear, management must take 

immediate action. IT professionals play a large role in the identification of probable 

obsolescence. Recently, the software vendor Symantec retired support for a legacy version of its 

popular antivirus software, and organizations that wanted continued product support were 

obliged to upgrade immediately to a different version of antivirus software. In organizations 

where IT personnel had kept management informed of the coming retirement, these replacements 

were made more promptly and at lower cost than in organizations where the software was 

allowed to become obsolete.  

2.4.12 Theft 

The value of information is diminished when it is copied without the owner‘s knowledge. 

Physical theft can be controlled easily using a wide variety of measures, from locked doors to 

trained security personnel and the installation of alarm systems. Electronic theft, however, is a 

more detected; if it has any importance at all, its absence is noted. When electronic information 

is stolen, the crime is not always readily apparent. If thieves are clever and cover their tracks 

carefully, the crime may remain undiscovered until it is too late. 

Theft is often an overlapping category with software attacks, espionage or trespass, information 

extortion, and compromises to intellectual property. A hacker or other individual threat agent 
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could access a system and commit most of these offenses by downloading a company‘s 

information and then threatening to publish it if not paid. The increasing use of mobile 

technology, including smartphones, tablet PCs, and laptops, increases the risk of data theft. More 

disconcerting than the loss of data is the chance that the user has allowed the mobile device to 

retain account credentials, allowing the thief to use legitimate access to get into business or 

personal accounts that belong to the victim. 

2.5 Check your progress 

1. What is  virus? 

2. Unauthorized duplication, installation, or distribution of copyrighted computer software is 

__________________ 

3. The collection and analysis of information about an organization‘s business competitors, to 

gain an unfair competitive advantage is _____________   

4. Phishing is social engineering attack (True/False)? 

Answers to check your progress 

1. A virus is a computer program written to cause damage to a system, an application, 

or data.  

2. Software piracy 

3. Industrial espionage 

4. True 

2.6 Summary 

 Information Security Threats are possible malicious attacks that might result in sensitive data 

being exposed. They can harm the system through a security breach, including unlawful data 

access and disruption of digital operations.  

 Information Security Threats aim at corrupting or stealing data to disrupt an organization‘s 

systems or Data privacy.  

 Security Threats come in all shapes and sizes, such as software attacks, theft of intellectual 

property, identity theft, equipment or information theft, sabotage, and information extortion. 
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2.7 Keywords 

Industrial espionage: The collection and analysis of information about an organization‘s 

business competitors, to gain an unfair competitive advantage   

Shoulder surfing: The direct, covert observation of individual information or system use. 

Hacker: A person who accesses systems and information without authorization and often 

illegally. 

Trespass: Unauthorized entry into the real or virtual property of another party. 

Cracker: A hacker who intentionally removes or bypasses software copyright protection 

designed to prevent unauthorized duplication or use.  

Software piracy: The unauthorized duplication, installation, or distribution of copyrighted 

computer software, which is a violation of intellectual property 

2.8 Questions for self study 

1. Differentiate between risk and vulnerability. 

2. How does threat and attacks affect organization‘s information?  

3. List any five categories of threat. 

4. How does Espionage or trespass breach the confidentiality of information? Explain. 

5. How does forces of nature affects the information system? Explain. 

6. How does human failure or error affects the information system? Explain. 

7. Write a note on Information extortion. 

8. Write a note on Sabotage or Vandalism. 

9. Describe briefly about software attacks.  

10. Discuss about technical hardware and software failures. 

11. Explain  ‗deadly sins in software security‘. 

12. Write a note on electronic theft.  
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UNIT -3: The Internet of Things Is Changing How We Live 
 

Structure 
3.0 Objectives 

3.1 Introduction 

3.2  Evolution of the Internet of Things 

3.3 IoT  Impact on Human and Business Life 

3.3.1 How people like to communicate 

3.3.2 IoT Applications That Impact Our Lives 

3.4 E-commerce 

3.5 E-business Strategy 

3.6 IP mobility 

3.7 Mobile applications 

3.8 Challenges Created by the IoT 

3.8.1 Security 

3.8.2 Privacy 

3.8.3 Interoperability and Standards 

3.8.4 Legal and Regulatory Issues 

3.8.5 E-Commerce and Economic Development Issues 

3.9       Check your progress 

3.10 Summary 

3.11 Keywords 

3.12 Questions for self-study 

3.13 References 

3.0 Objectives 

 Describe the evolution of the Internet of Things (IoT)  

 Recognize the impact that the Internet and IoT have on human and business life  

 Understand how businesses transform into e-business models  

 Explain how IP mobility is driving IoT to include both personal and business 

environments  

 List and explain the new challenges created by the IoT 
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3.1 Introduction 

Internet of Things (IoT) describes a system where the Internet is directly connected to the 

physical world and does not need any human help or interference. The IoT can be viewed as a 

global infrastructure for the information society, enabling advanced services by interconnecting 

(physical and virtual) things based on existing and evolving interoperable information and 

communication technologies. Things are objects of the physical world (physical things) or of the 

information world (virtual world) which are capable of being identified and integrated into 

communication networks. They have associated information, which can be static and dynamic. 

The fundamental objective of IoT is to obtain and analyze data from things (devices) that were 

previously disconnected from most data processing tools. This data is generated by physical 

things (devices) deployed at the very edge of the network - such as motors, light bulbs, 

generators, pumps, and relays - that perform specific tasks to support a business process. IoT is 

about connecting these unconnected devices (things) and sending their data to the cloud or 

Internet to be analyzed. The influence of IoT reaches across an entire ecosystem of things from 

consumer products to advanced manufacturing automation solutions. From industry to industry, 

IoT solutions impact the way companies design, manufacture, operate, and service products, as 

well as, redefine and optimize existing business processes across the value chain. 

The following are the main characteristics of IoT: 

Interconnectivity: With regard to the IoT, anything can be interconnected with the global 

information and communication infrastructure.  

Heterogeneity: The devices in the IoT are heterogeneous as based on different hardware 

platforms and networks. They can interact with other devices or service platforms through 

different networks.  

Dynamic changes: The state of devices change dynamically, e.g., sleeping and waking up, 

connected and/or disconnected as well as the context of devices including location and speed. 

Moreover, the number of devices can change dynamically. 

The use of these internet connected devices will become more and more common, as they offer a 

variety of benefits. However, like all good things, there are drawbacks. The biggest drawback to 



47 

 

IoT devices is your security and privacy. Scholars and social observers and pessimists have 

doubts about the promises of the IoT computing revolution, in the areas of privacy and security.  

 

3.2 Evolution of the Internet of Things 

People, families, businesses, educators, and government all communicate differently than they 

did before, and nearly everyone has easy access to the Internet. With high-speed networks now 

extending to the mobile user, the opportunities are limitless. This led to a surge in connecting 

mobile endpoints such as smartphones and tablets. People, businesses, and now their devices are 

connecting to the Internet. Today, the term IoT is used to describe how a wide variety of objects, 

devices, sensors, and everyday items can connect and be accessed. The following technology and 

market trends are drivers for IoT:  

IP-based networking is globally adopted—The Internet provides global connectivity for any 

user, business, or device.  

Connectivity is everywhere—Broadband Internet connectivity is provided free in many public 

areas and as a benefit for customers in cities globally.  

Smaller and faster computing—Smaller semiconductors and faster chips results in faster 

computing and smaller device sizes.  

Cloud computing is growing—Cloud services allow for faster and easier access to data and 

content. 

Data analytics feeds the growth—Capturing and studying the analytics of what, how, when, 

and why devices connect and communicate on the Internet feed analytics for enhancing service 

and performance. 

The IoT provides an avenue for things to connect. This connectivity encompasses both personal 

and business life. IoT applications are being developed and hosted in secure cloud 

infrastructures. This can support a one-to-many delivery model via Internet. Application service 

providers (ASPs) are software companies that build applications hosted in the cloud and on the 

Internet. Users don‘t have to buy software and install it on their workstations or laptop 

computers; rather, they run the applications hosted in a cloud using a secure browser. This is 

sometimes referred to as Software as a Service (SaaS) computing. 
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3.3 IoT’s Impact on Human and Business Life 

People choose to use technology and be connected to the Internet. This choice has transformed 

our day-to-day lives personally, socially, and professionally. The Internet impacts our personal, 

social, and business lives. When we awake in the morning, we use an Internet device to check 

the weather, the news, and social media sites. When we get to the office, we check our business 

emails and respond accordingly. Prior to the widespread use of the Internet people seemed 

content to talk on landline telephones and watch TVs that used analog equipment. There was no 

World Wide Web to provide instant access to information. News was available in newspapers, 

on television, or on the radio. To talk to people in real time, you had to get them to a landline 

telephone. The advent of pagers and voice-messaging systems helped with real-time access and 

with storing and forwarding information. Eventually, cell phones replaced pagers, allowing 

people to reach practically anyone, no matter where they were. 

3.3.1 How People Like to Communicate 

Social media drive how we as individuals communicate with family members, friends, and 

business associates. The prevalence of social media sharing (e.g., LinkedIn for professional 

contacts and Facebook for personal contacts) blurs the line between business and personal. 

Today‘s hyperconnected individual communicates in two basic ways:  

• Real-time communications—When you need to talk to someone right now, real-time 

communication is the preferred mode, whether you are reacting to a life-threatening 

situation, conducting financial transactions such as buying stock or securities, or 

responding to a security breach.  

• Store-and-forward communications—When you do not need an immediate response 

from someone you choose to contact, store-and-forward communications may be used. 

Store-and-forward communication occurs in near real time. Voicemail and email are 

examples of store-and-forward communications. Both forms of communication store the 

message for later retrieval. Voicemail can even be converted into audio files and sent to 

your email inbox. This is an example of unified messaging (UM) in which all of your 

messages (both voice and email) can be accessed via email. 
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3.3.2 IoT Applications that impact our lives 

Once the foundation for people-to-people communications was laid, opportunities for IoT 

applications rode on top of that. The following are some common IoT applications that can 

impact our daily lives: 

• Health monitoring and updating—Sensors can monitor human vital statistics and securely 

send data analytics to a bedside application or mobile application.   

• Home security and smart home control systems—Homeowners can have near real-time 

access to home security systems, access to home surveillance video camera feeds, and 

full control over home heating and air-conditioning settings to maximize energy 

efficiency.    

• Online family member calendars—Families can use tools to help plan shared rides and 

other activities that require parent/child coordination.   

• Near real-time tracking and monitoring of family members via global positioning 

systems (GPS)—Parents concerned about where their children are can enable GPS 

tracking and monitoring through their smartphone and cellular phone service provider. 

GPS tracking applications and mobile applications provide parents with near real-time 

location finding of their children using their smartphone as the tracking device.  

• Online banking, bill paying, and financial transactions—Homeowners can now fully 

automate bill payments using online banking systems and applications via autopay 

deductions directly from their checking accounts.   

• Online e-commerce purchases for household goods, food, services— Homeowners now 

have the ability to purchase goods and services online and pick them up at a retail store or 

have them drop-shipped to their front door.   

• Automobiles with smart computers and ―always-on‖ Wi-Fi Internet access—Car 

shopping must-haves have evolved beyond miles per gallon and now include many 

advanced features and functions, such as:  

• Automobile diagnostics that can be securely uploaded to the manufacturer prior to a car 

service appointment for preassessment analysis   

• Retail stores—Stores, banks, restaurants, and manufacturers must have a World Wide 

Web presence direct to their customers. Coupled with an online catalog system and 
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ability to accept secure electronic payments with self-pickup or delivery to your front 

door  

• Virtual workplace—Businesses and companies that are in the people or professional 

services business line do not need to come to a physical office unless it is for important 

meetings or presentations. Today, the IoT supports all communication types, including 

full two-way video conferencing and collaboration with colleagues that are located 

remotely or teleworking from home. 

• Remote sensors for utility/environmental/infrastructure monitoring— Businesses that 

require monitoring of things such as electric meters, water levels etc 

• City and public service traffic-monitoring applications—Smart cities can monitor and 

report on real-time traffic conditions and redirect traffic flow during rush-hour conditions 

with near real-time updates to mobile applications accessible to smart cars. City parking 

garages can pinpoint available parking spots.  

• E-commerce  is the sale of goods and services on the Internet.   

• New ―Anything as a Service‖ IoT applications—As new IoT applications and mobile 

applications are developed, businesses can latch onto the Anything as a Service (AaaS) 

delivery model, which allows businesses to transform themselves into an IoT service 

offering.  

3.4 E-Commerce  

Once the Internet became ubiquitous, advertising, sales, and marketing were no longer confined 

to television, radio, newspapers and magazines, and direct mail. Marketing is about finding new 

customers, keeping them, and providing better goods and services. The Internet made these 

activities possible with online convenience. The Internet has realigned business challenges. 

These new challenges include the following:  

• Growing the business through the Internet  

• Changing an existing conventional business into an e-business  

• Building secure and highly available websites and e-commerce portals  

• Building a web-enabled customer-service strategy  

• Finding new customers  
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With Internet marketing Companies such as Amazon, Dell, Apple, Western Union, eBay, 

Priceline.com, Domino‘s Pizza, and UPS have all created e-business models. Each uses websites 

as the main way to reach global customers. Their customers make purchases with enhanced 

customer-service delivery built into the websites. Self-service is the name of the game. Many 

online activities, such as account management, can be self-serve. Real-time access to customer 

service agents via VoIP and IM chat can enhance the experience for high-value customers.  

E-commerce  is the sale of goods and services on the Internet.  IoT is transforming the B2C 

service delivery model—Companies are transforming the way they deliver customer service via 

the Internet. This business-to-consumer (B2C) transformation is led by new web applications, 

mobile applications, that are providing online access to their products and services.  Online 

customers buy goods and services from a vendor‘s website. They enter private data and 

checking account or credit card information to make payment. E-commerce supports two 

business models: business-to-consumer (B2C) and business-to-business (B2B):  

• Business-to-consumer (B2C)—Businesses create an online storefront for customers to 

purchase goods and services directly from their website.  

• Business-to-business (B2B)—Businesses build online systems with links for 

conducting sales with other businesses, usually for integrated supply-chain purchases 

and deliveries.  

E-commerce systems and applications demand strict confidentiality, integrity, and availability 

(CIA) security controls. Organizations must use solid security controls to protect their 

information from all attackers on the Internet. This is especially true if private data and credit 

card information cross the Internet. To comply with the Payment Card Industry Data Security 

Standard (PCI DSS), businesses must conduct security assessments and use the correct controls 

to protect cardholder data. The Internet created a global online marketplace nearly overnight. 

3.5 E-business strategy  

E-business strategy changes business functions and operations into web-enabled applications. E-

business strategies include marketing and selling goods and services on the Internet. An e-

business strategy typically includes these elements:  

• E-commerce solution—This might be an online catalog and system for purchasing 

goods and services in a secure transaction.  
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• Internet marketing strategy—Internet marketing strategies involve search engine 

optimization (SEO), which uses embedded meta tags and keywords to help search 

engines sort results; customer lead generation, in which marketers request customer 

information from information websites and white-paper downloads; email blasts, in 

which advertisements and discount coupons are emailed directly to prospects; and 

push marketing, which involves direct sales and marketing based on user interest.  

• E-customer service-delivery strategy -This is a self-serve and online customer 

service strategy.  

• Payment and credit card transaction processing -Secure online payment 

processing and credit card transaction processing must be encrypted with strict back-

end system security controls to prevent unauthorized access to private customer data. 

 

Building an e-business strategy involves more than simply building a website. An e-business 

owner must understand how to find new business partners and new customers globally through 

the Internet. Without an e-business strategy or migration plan to get there, a business will lose to 

Internet-savvy competitors. An Internet marketing strategy is a key part of a business‘s success. 

It is all about getting more eyeballs to your websites and keeping them there. Internet marketing 

strategies use search engine strategies, joint marketing agreements, and content that is fresh and 

in demand. Bricks-and-mortar business models are out of date as the sole model in today‘s global 

market. Businesses must have an online e-business presence that provides customers with 

continuous access to information, products, and services.  

As businesses include the Internet in their business models, they increase their exposure to online 

risks, threats, and vulnerabilities. Remember, connecting to the Internet means exposing yourself 

to hackers and cyber thieves. Secure web applications, secure front-end and back-end systems, 

and encryption of private customer data are critical security controls that each organization must 

implement to reduce risk. This is not to say that bricks-and-mortar stores are not needed or are 

wholly obsolete.  

3.6  IP Mobility 

Communication devices have changed as much as the techniques people use to communicate. 

Previous changes to communicating involved adopting newer computers and connecting to 
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networks. Voice communication generally occurred using telephones. For many years, 

telephones did little more than support voice communication. Over the past several years, 

personal communication devices and mobile phones have become very powerful. Use of cell 

phones exploded in the 1990s as people began to use them to extend their mobility. Today‘s 

mobile phones, smartphones, and PDAs have grown to match the power and flexibility of many 

small computers. A PDA is a lightweight, handheld, usually stylus-driven computer used as a 

personal organizer, with calendar, address book, and the like. Software publishers have 

responded with many programs targeted for the portable device market. Tablets, smartphones, 

and netbooks have emerged to fill a need for lightweight portable devices. A growing number of 

people carry these devices instead of larger laptops for everyday use 

One of the big trends affecting organizations of all sizes is the growing use of personal 

communication devices. As users came to rely on their personal devices, employees came to 

expect to keep connectivity while at work. Organizations able to permit the devices still had to 

employ some control over the use of these devices through policy. This policy popularly became 

known as Bring Your Own Device (BYOD).  

There are many uses for mobile devices and applications. Some of the earliest applications were 

really just lightweight web apps. Users connected to the web server using a lightweight browser 

on their mobile device. Later smartphones and PDAs supported native applications that did not 

require continuous network connections. Some applications must be connected at all times, but 

others do not need to be. The mobile device must connect to a network to synchronize data with 

the server but does not need to maintain a constant connection. Applications that do not require 

continuous network connection make it possible to work with mobile data aboard, for example, 

an aircraft or other remote location. One of the earliest uses of mobile devices was to take work 

away from the workplace. Mobile workers quickly became the drivers for migrating applications 

to mobile devices. General applications that help manage email and schedules were among the 

first to be made available. 

3.7 Mobile Applications 

Many organizations tried to meet the needs of new mobile user demands by simply enabling 

their applications for the Web. Most mobile devices included limited web browsers and could 
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run a few applications. This approach opened many applications to users who could previously 

access the applications only by using in-house computers. Unfortunately, functionality often 

suffered. Applications that were not written for web browsers often end up being confusing and 

frustrating for users. Many applications failed due to bad interface design for mobile users. 

Medical applications were a good fit for mobile applications from the early days of mobile 

devices. Medical personnel need to interact with patients and their data continually. Patient 

information can include demographics, history, diagnosis, and treatment. Each caregiver who 

interacts with a patient must have access to the patient‘s information to provide appropriate care. 

It is difficult and expensive to place a computer in every room, so medical practices and 

hospitals realized early on that mobile devices provide the ability to grant access to the necessary 

information without having to invest in many computers and network infrastructure.    

 

Mobile devices can now operate like wired devices without being restricted by a physical 

boundary. This is both an advantage and a potential danger. Traditional network management is 

often based on the knowledge of where devices are located. Devices that move around freely can 

be more difficult to track down, let alone to secure. Mobile users want to connect to networks 

just as if they were physically plugged into the network in their office. Mobile IP makes this 

possible. Using Mobile IP, users can move between segments on a LAN and stay connected 

without the interruption that would normally happen using standard TCP/IP. Users will not even 

realize that their devices might move from one network to another as they move about. Users can 

maintain a connection to the network as long as the mobile device stays within network 

coverage. The network device can switch between cellular and Wi-Fi and still provide 

transparent connections.   

3.8 New Challenges Created by the IoT 

The five key challenges that the IoT must overcome are:  

• Security—How do you keep the bad guys out if you enable the IoT for your personal 

and professional life?  

• Privacy—How do you protect your family‘s identity and privacy data from theft or 

unauthorized access that can lead to identity theft?  
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• Interoperability and standards—How well do IoT manufacturers and ASP 

developers ensure that devices communicate securely?  

• Legal and regulatory compliance—What role do the international, federal, and state 

levels contribute toward legal, tax, and regulatory requirements regarding IoT-related 

business transactions that involve payment for goods and services?  

• E-commerce and economic development issues—What are the economic rules of 

engagement for conducting business on the World Wide Web? How is IoT 

connectivity and information sharing to be deployed globally?   

3.8.1 Security 

Remember, the security triad consists of confidentiality, integrity, and availability (CIA). What if 

an individual or a business connects something to the Internet without security in mind? What if 

there is nothing of value or of a sensitive nature to steal; do you still connect? What should a user 

or a business do before connecting to the Internet? These same questions hold true for devices 

that connect via the IoT. The Internet is already filled with hackers and bad guys. Security and 

data breaches are occurring every day. 

The following summarizes the security challenges of IoT devices:  

• IoT devices such as sensors or consumer items (Internet-connected TV) are deployed in 

large quantities. Depending on the criticality of the application, an outage could impact 

many endpoints if attacked.  

• IoT devices are ubiquitous and can have wide reach into the user or household 

population. For example, electrical meters that are Internet connected introduce a critical 

infrastructure vulnerability if an attack could be replicated and pushed to individual 

endpoints.  

• IoT devices that are not updated or maintained properly may permit vulnerabilities to 

become entry points into your network or organization. This is the equivalent of a vendor 

announcing an End of Life (EOL) support timeline for a product or software application.  

• IoT upgrades can be difficult to distribute and deploy, leaving gaps in the remediation of 

IoT devices or endpoints. Cars that have Wi-Fi access and onboard computers require 

software patches and upgrades from the manufacturer. This maintenance must be 

performed for all cars requiring the upgrade to remediate a software vulnerability.  
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• IoT devices typically do not provide the user or owner with any inside visibility or 

knowledge of how the device works and connects to the Internet. Vendors or service 

providers that have remote access to an IoT device may be able to pull information or 

data from your IoT device without your permission. Review of the product warranty and 

IoT communications and data sharing with a service provider may be part of your use 

agreement.  

• IoT devices typically are not physically secure and can be located anywhere in public 

areas or outside your house. Your home‘s electrical panel, cable TV, or fiber optic cable 

points of entry are typically not that secure. Security is lacking for Wi-Fi-connected IoT 

devices on public or open Wi-Fi networks.  

• Environmental IoT devices are typically out in the open capturing readings and 

measurements for scientific reasons or research reasons. If an IoT device can act as a 

point of entry into an IP data network, a vulnerability in one device is compounded if 

there are many IoT devices out there.    

3.8.2 Privacy  

Users must have a level of trust to use the Internet and IoT devices. More important is a respect 

for privacy. A user‘s rights must be clearly defined, and a user‘s private data must also be clearly 

defined for all IoT devices. The IoT is creating new concerns for privacy and what private data 

are and who owns those data. Who owns the actual data within an IoT device, the owner of the 

device (you) or the manufacturer? What about metadata of the data itself? Does metadata belong 

to the owner of the IoT device or the manufacturer that is collecting it via the Internet, as defined 

in the warranty and software license agreement that is assumed when the device user purchased 

the product? Metadata about the use patterns and information about the IoT device are beneficial 

to the manufacturer. But are these data yours? The definition of data and who owns data must be 

clearly understood before you purchase and connect the device to the Internet. 

 The following privacy challenges must be addressed by manufacturers and defined in the right-

of-use and end user software licensing agreement:  

• Privacy policy statement—An actual legal definition of the user‘s privacy rights as 

documented in the manufacturer‘s privacy policy statement. This privacy policy 

statement must accompany any online form where privacy data is input by an individual.  
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• Definition of data, metadata, or analytical data use and rights—This is an actual 

definition that defines what data, metadata, or analytical data are and what they may be 

used for, and if permission is required by the user for use of those data.  

• Ability for a user to provide consent to a manufacturer‘s or application service provider‘s 

privacy policy statement—Users must be able to read the statement online and accept or 

decline the privacy policy‘s terms and conditions. Once a user provides consent, it is 

typically more painful to remove that consent. Some companies make you write a formal 

written removal of consent with no online capability.  

• Determine the domain of privacy—If you permit geolocation tracking of you and your 

smartphone or IP mobile device and another application service provider uses that 

information about you and where you go, is that infringing on your privacy rights? What 

if you didn‘t even know those data were being collected? Remember, IoT devices can 

collect information about people with granular specificity. Data profiles can be created, 

thus creating new threats and patterns of behavior that you, the owner, may not want 

leaked or used by another party.   

3.8.3 Interoperability and Standards  

Interoperability and standards are key to implementing a consistent IoT device, connectivity, and 

communications environment. Without it, application service providers, IoT device 

manufacturers, and customers would be discouraged from implementing and connecting IoT 

devices. ISPs and end-user customers all adopted the use of TCP/IP version 4 communications 

protocol to ensure interoperability for end-to-end IP communications. 

Interoperability, standards, protocols, and definitions are needed for early development and 

implementation of IoT devices. The following are key challenges that must be addressed with 

interoperability and standards:  

• Some manufacturers want to design and deploy proprietary IoT devices and 

solutions—This is a strategy to lock in early adopter customers and businesses to 

their own solutions. This creates technology silos that do not permit for information 

sharing and requires a gateway or intermediary solution to share information. If the 

data are in a shareable format, it is possible for applications to share IoT device data. 

Application program interfaces (APIs) or other software interfaces may be needed for 
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noncompatible IoT devices and applications to share information between them. This 

hinders the implementation and acceptance of IoT.  

• Cost factors to implement functional, operational, technical, and security capabilities 

into IoT devices and applications—Cost is always a key consideration in designing 

and implementing an IoT go-to-market strategy. Price points must be low and 

affordable, knowing that the masses will drive volume purchases for IoT device 

connectivity. Vendors and manufacturers must weigh the cost of interoperability into 

the IoT device itself versus getting the product out in the marketplace with immediate 

adoption.  

• Time-to-market risk—There is no doubt that a first-to-market advantage exists for 

the global-scale IoT device marketplace. Vendors and manufacturers have been 

playing this game ever since technology was invented. How fast you get ahead of the 

interoperability and standards curve is based on where most of the user and business 

community is regarding use of proprietary or open standards-based IoT technology 

deployments. Without a time-to-market stress point, there would be no issue of going 

out on a limb regarding building product and releasing product before interoperability 

and standards can be globally adopted and accepted.  

• Technology outdated risk—IoT vendors, manufacturers, and software developers 

each take risks when developing IoT technical solutions and products without 

interoperability and standards definitions fully defined and adopted. This situation 

forces an early design to use open and widely available standards or proprietary 

solutions and techniques. Obviously, the more open and flexible your architecture, the 

easier it is to adapt and alter technical interoperability and standard technology 

decisions during the design phase of IoT device and solutions development.  

3.8.4 Legal and Regulatory Issues 

 The deployment of IoT devices on the public open Internet introduces some immediate concerns 

from a regulatory and legal perspective. Some of these concerns have never existed before. With 

regulatory compliance throughout the United States now in full effect for many vertical 

industries, how are users and businesses to deploy IoT-centric devices and solutions in a 

compliant manner? This poses an interesting question for those vertical industries under a 
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compliance law such as HIPAA for healthcare, FERPA for higher education, FISMA for the 

federal government, the Federal Financial Institutions Examination Council (FFIEC) for banking 

and finance, and PCI DSS v3.1.1 as a standard to follow for secure credit card transaction 

processing. 

 

With regulatory compliance, we are concerned about properly handling sensitive data and 

ensuring its confidentiality. Sensitive data are uniquely defined for users and individuals under 

these compliance laws. But what about IoT device data? IoT devices use the Internet to 

communicate. Depending on where the server or IoT application resides, your IoT data are 

traversing physical networks and crossing state boundaries. That means your private data are 

subject to the privacy laws of the state you live in as well as the state that the IoT hosting 

company resides in. It is this movement of data that can quickly cause a legal issue. 

Who is collecting your IoT device data? Who is collecting your behavior patterns throughout 

your IoT devices? What is the collector doing with your IoT device and behavior data? This is a 

brand-new legal and privacy issue with IoT data discrimination. The data collected from your 

IoT devices tell a specific story about you and your use of that IoT device. These data can be 

used for good things as well as used against you in a discriminating manner. 

3.8.5 E-Commerce and Economic Development Issues 

IoT is an e-commerce and economic enabler for less developed countries seeking to connect to 

the Internet. IoT technology has a significant impact on developing economies, given that it can 

transform countries into e-commerce-ready nations. Industrial and critical infrastructure 

solutions that incorporate the IoT may help underdeveloped countries accelerate their global 

Internet and e-commerce presence. This includes implementation of IoT critical infrastructure 

solutions that monitor agriculture, energy, water availability, industrialization, and management 

of the environment and natural resources. The IoT can help cities, counties, and countries deploy 

critical infrastructure technologies to accelerate economic development and growth. Food, water, 

agriculture, and farming all can be supported with IoT devices, sensors, and monitors to help 

countries build new foundations for agriculture and food processing. Using the IoT to track and 

monitor progress is a viable solution for governments to deploy as they build critical 
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infrastructure and provide basic necessities for their people and businesses. The following are 

examples that the IoT brings to e-commerce and economic development for countries:  

• Infrastructure resources—Foundational to the deployment of the IoT, a 

communication infrastructure and broadband Internet network are needed within that 

country. This is the foundation for IoT device connectivity and communications in a 

global marketplace. 

• Foundational investments—Countries seeking to invest in critical infrastructures 

may be able to leapfrog past other countries that are struggling with regulatory and 

legal issues in regard to accelerating deployments.  

• Technical and industry development—New skills are needed to bring new 

technologies and economic solutions to bear using the Internet and the IoT as a key 

economic driver. As IoT technology and industry interoperability and standards 

mature, so will IoT device deployment and user and business adoption.  

• Policy and regulatory definitions—Countries and emerging economies are 

positioned to create and implement policies and regulations to help ensure that 

security and privacy become part of the deployment. 

3.9 Check your progress 

1. What is IoT? 

2. What industries can benefit from IoT? 

3. B2C stands for ___________ 

4. What is e-commerce? 

Answers to check your progress 

1. IoT refers to the internet of things. It is a system of interrelated physical devices that are each 

assigned a unique identifier. 

2. Healthcare, agriculture, manufacturing, automotive, public transportation, utilities and 

energy, environmental, smart cities, smart homes, and consumer devices etc  

3. Business- to-Customer 

4. E-commerce is the sale of goods and services on the Internet 
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3.10 Summary 

The IoT can be viewed as a global infrastructure for the information society, enabling advanced 

services by interconnecting (physical and virtual) things based on existing and evolving 

interoperable information and communication technologies. Social media drive how we as 

individuals communicate with family members, friends, and business associates. E-business 

strategy changes business functions and operations into web-enabled applications. This include 

marketing and selling goods and services on the Internet. Challenges Created by the IoT are 

Security, Privacy, Interoperability and Standards, Legal and Regulatory Issues, and E-Commerce 

and Economic Development Issues 

3.11 Keywords 

 Social Media: Social media refers to the means of interactions among people in which they 

create, share, and/or exchange information and ideas in virtual communities and networks. 

 IoT - Internet of Things 

 E-commerce -sale of goods and services on the Internet 

 BYOD -Bring Your Own Device  

  E-Business (electronic business) is any process that a business organization conducts over a 

computer-mediated network. 

3.12 Questions for self study 

1. Give an account on evolution of Internet of Things (IOT). 

2. What are the characteristics of IoT? 

3. Explain the impact of IoT on human and business life. 

4. Name the elements of e-business strategy. 

5. Describe Ee-business strategy. 

6. Describe the new challenges created by IoT. 

7. Discuss IOT Security and Privacy measures.  

8. Explain the key challenges that must be addressed with interoperability and standards of 

IoT devices.  

9. Explain E-Commerce and Economic Development Issues related with IoT. 
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UNIT -4: Planning for Security 

Structure 
 

4.0 Objectives 

4.1 Introduction 

4.2 Information Security Planning and Governance 

4.3 Information Security Policy, Standards, and Practices 

4.4 The Information Security Blueprint 

4.5 Security Education, Training, and Awareness Program 

4.6 Continuity Strategies 

4.7 Check your progress 

4.8 Summary 

4.9 Keywords 

4.10 Questions for self-study 

4.11 References 

4.0 Objectives 

 Describe management‘s role in the development, maintenance, and enforcement of 

information security policy, standards, practices, procedures, and guidelines  

 Explain what an information security blueprint is, identify its major components, and 

explain how it supports the information security program  

 Discuss how an organization institutionalizes its policies, standards, and practices using 

education, training, and awareness programs  

 Describe what contingency planning is and how it relates to incident response planning, 

disaster recovery planning, and business continuity plans 
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4.1 Introduction 

An organization‘s information security effort succeeds only when it operates in conjunction with 

the organization‘s information security policy. An information security program begins with 

policy, standards, and practices, which are the foundation for the information security 

architecture and blueprint. The creation and maintenance of these elements require coordinated 

planning. The role of planning in modern organizations is hard to overemphasize. All but the 

smallest organizations engage in some planning: strategic planning to manage the allocation of 

resources and contingency planning to prepare for the uncertainties of the business environment.  

 

4.2 Information Security Planning and Governance 

 

Strategic planning sets the long-term direction to be taken by the organization and each of its 

components. Strategic planning should guide organizational efforts and focus resources toward 

specific, clearly defined goals. After an organization develops a general strategy, it generates an 

overall strategic plan by extending that general strategy into plans for major divisions. Each level 

of each division then translates those plan objectives into more specific objectives for the level 

below. To execute this broad strategy, the executive team must first define individual 

responsibilities. (The executive team is sometimes called the organization‘s C-level, as in CEO, 

COO, CFO, CIO, and so on.) 

Once the organization‘s overall strategic plan is translated into strategic plans for each major 

division or operation, the next step is to translate these plans into tactical objectives that move 

toward reaching specific, measurable, achievable, and time-bound accomplishments. The process 

of strategic planning seeks to transform broad, general, sweeping statements into more specific 

and applied objectives. Strategic plans are used to create tactical plans, which in turn are used to 

develop operational plans.  

 

Tactical planning focuses on short-term undertakings that will be completed within one or two 

years. The process of tactical planning breaks each strategic goal into a series of incremental 

objectives. Each objective in a tactical plan should be specific and should have a delivery date 

within a year of the plan‘s start. Budgeting, resource allocation, and personnel are critical 
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components of the tactical plan. Tactical plans often include project plans and resource 

acquisition planning documents (such as product specifications), project budgets, project 

reviews, and monthly and annual reports. The chief information security officer (CISO) and 

security managers use the tactical plan to organize, prioritize, and acquire resources necessary 

for major projects and to provide support for the overall strategic plan.  

Managers and employees use operational planning derived from tactical planning to organize the 

ongoing, day-to-day performance of tasks. An operational plan includes the necessary tasks for 

all relevant departments as well as communication and reporting requirements, which might 

include weekly meetings, progress reports, and other associated tasks. These plans must reflect 

the organizational structure, with each subunit, department, or project team conducting its own 

operational planning and reporting. Frequent communication and feedback from the teams to the 

project managers and/or team leaders, and then up to the various management levels, will make 

the planning process more manageable and successful. 

 

Information Security Governance 

Governance describes the entire function of controlling, or governing, the processes used by a 

group to accomplish some objective. It represents the strategic controlling function of an 

organization‘s senior management, which is designed to ensure informed, prudent strategic 

decisions made in the best interest of the organization.  

Just like governments, corporations and other organizations have guiding documents— corporate 

charters or partnership agreements—as well as appointed or elected leaders or officers, and 

planning and operating procedures. These elements in combination provide corporate 

governance. Each operating unit within an organization also has controlling customs, processes, 

committees, and practices. The information security group‘s leadership monitors and manages all 

of the organizational structures and processes that safeguard information. Information security 

governance then applies these principles and management structures to the information security 

function.  

The governance of information security is a strategic planning responsibility whose importance 

has grown in recent years. To secure information assets, management must integrate information 

security practices into the fabric of the organization, expanding corporate governance policies 

and controls to encompass the objectives of the information security process. Information 
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security objectives must be addressed at the highest levels of an organization‘s management 

team in order to be effective and sustainable. A broader view of information security 

encompasses all of an organization‘s information assets, including the knowledge managed by 

those IT assets.  

According to the Information Technology Governance Institute (ITGI), information security 

governance includes all of the accountabilities and methods undertaken by the board of directors 

and executive management to provide:  

• Strategic direction  

• Establishment of objectives  

• Measurement of progress towards those objectives  

• Verification that risk management practices are appropriate  

• Validation that the organization‘s assets are used properly  

 

Information Security Governance Outcomes  

Effective communication among stakeholders is critical to the structures and processes used in 

governance at every level, especially in information security governance. This requires the 

development of constructive relationships, a common language, and a commitment to the 

objectives of the organization. The five goals of information security governance are:  

1. Strategic alignment of information security with business strategy to support 

organizational objectives 2. Risk management by executing appropriate measures to 

manage and mitigate threats to information resources  

2. Resource management by using information security knowledge and infrastructure 

efficiently and effectively  

3. Performance measurement by measuring, monitoring, and reporting information security 

governance metrics to ensure that organizational objectives are achieved  

4. Value delivery by optimizing information security investments in support of 

organizational objectives. 
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4.3 Information Security Policy, Standards, and Practices 

Management from all communities of interest, including general staff, information technology, 

and information security, must make policies the basis for all information security planning, 

design, and deployment. Policies direct how issues should be addressed and how technologies 

should be used. In addition, policy should never contradict law; policy must be able to stand up 

in court, if challenged; and policy must be properly administered through dissemination and 

documented acceptance. Otherwise, an organization leaves itself exposed to significant liability. 

Security policies are the least expensive control to execute, but the most difficult to implement 

properly. They have the lowest cost in that their creation and dissemination require only the time 

and effort of the management team. Even if the management team hires an outside consultant to 

help develop policy, the costs are minimal compared to those of technical controls. 

 
Figure 4.1: Policies, standards, guidelines, and procedures 

Policies function like laws in an organization because they dictate acceptable and unacceptable 

behavior there, as well as the penalties for failure to comply. Like laws, policies define what is 

right and wrong, the penalties for violating policy, and the appeal process. Standards, on the 

other hand, are more detailed statements of what must be done to comply with policy. They have 

the same requirements for compliance as policies. Standards may be informal or part of an 

organizational culture, as in de facto standards. Or, standards may be published, scrutinized, and 

ratified by a group, as in formal or de jure standards. Practices, procedures, and guidelines 

effectively explain how to comply with policy.  
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Enterprise Information Security Policy 

An enterprise information security policy (EISP) is also known as a general security policy, 

organizational security policy, IT security policy, or information security policy. The EISP is an 

executive-level document, usually drafted by or in cooperation with the organization‘s chief 

information officer. The EISP usually needs to be modified only when there is a change in the 

strategic direction of the organization. The EISP guides the development, implementation, and 

management of the security program. It sets out the requirements that must be met by the 

information security blueprint or framework. It defines the purpose, scope, constraints, and 

applicability of the security program. It also assigns responsibilities for the various areas of 

security, including systems administration, maintenance of the information security policies, and 

the practices and responsibilities of users.  

 

Issue-Specific Security Policy (ISSP) An organizational policy that provides detailed, targeted 

guidance to instruct all members of the organization in the use of a resource, such as one of its 

processes or technologies. 

As an organization supports routine operations by executing various technologies and processes, 

it must instruct employees on their proper use. In general, the issue-specific security policy, or 

ISSP, 

1. addresses specific areas of technology as listed below,  

2. requires frequent updates, and  

3. contains a statement about the organization‘s position on a specific issue. 

An ISSP may cover the following topics, among others:  

• E-mail 

• Use of the Internet and World Wide Web  

• Specific minimum configurations of computers to defend against worms and viruses  

• Prohibitions against hacking or testing organization security controls  

• Home use of company-owned computer equipment  

• Use of personal equipment on company networks (BYOD: bring your own device)  

• Use of telecommunications technologies, such as fax and phone  

• Use of photocopy equipment  
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• Use of portable storage devices such as USB memory sticks, backpack drives, game 

players, music players, and any other device capable of storing digital files  

• Use of cloud-based storage services that are not self-hosted by the organization or 

engaged under contract;  

Systems-Specific Security Policy (SysSP) 

Managerial Guidance SysSPs A managerial guidance SysSP document is created by 

management to guide the implementation and configuration of technology and to address the 

behavior of employees in ways that support information security. For example, while the method 

for implementing a firewall belongs in the technical specifications SysSP, the firewall‘s 

configuration must follow guidelines established by management.   

 

Policy Management 

policy administrator An employee responsible for the creation, revision, distribution, and 

storage of a policy in an organization. A component of policy or law that defines an expected end 

date for its applicability. Policies are living documents that must be managed. It is unacceptable 

to create such an important set of documents and then shelve them. These documents must be 

properly distributed, read, understood, agreed to, uniformly applied, and managed. Good 

management practices for policy development and maintenance make for a more resilient 

organization.  

 

Schedule of Reviews Policies can only retain their effectiveness in a changing environment if 

they are periodically reviewed for currency and accuracy and then modified accordingly. Policies 

that are not kept current can become liabilities as outdated rules are enforced (or not) and new 

requirements are ignored.  A properly organized schedule of reviews should be defined and 

published as part of the document. Typically, a policy should be reviewed at least annually to 

ensure that it is still an effective control. 
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4.4 The Information Security Blueprint 

 

Once an organization has developed its information security policies and standards, the 

information security community can begin developing the blueprint for the information security 

program. If any policies, standards, or practices have not been completed, management must 

determine whether to proceed nonetheless with the development of the blueprint. After the 

information security team has inventoried the organization‘s information assets and then 

assessed and prioritized threats to those assets, it must conduct a series of risk assessments using 

quantitative or qualitative analyses, feasibility studies, and cost-benefit analyses. These 

assessments, which include determining each asset‘s current protection level, are used to decide 

whether to proceed with any given control. Armed with a general idea of vulnerabilities in the 

organization‘s information technology systems, the security team develops a design blueprint 

that is used to implement the security program. 

This information security blueprint is the basis for the design, selection, and implementation of 

all security program elements, including policy implementation, ongoing policy management, 

risk management programs, education and training programs, technological controls, and 

program maintenance. The security blueprint builds on top of the organization‘s information 

security policies. It is a detailed implementation of an information security framework. The 

blueprint specifies tasks and the order in which they are to be accomplished, just as an architect‘s 

blueprint serves as the design template for the construction of a building. The framework (also 

known as an information security model) is the philosophical foundation from which the 

blueprint is designed, like the style or methodology in which an architect was trained. 

Spheres of Security  

The spheres of security, shown in Figure 4.2, are the foundation of the security framework. 

Generally speaking, the spheres of security illustrate how information is under attack from a 

variety of sources. The sphere of use, on the left side of Figure 4.2, illustrates the ways in which 

people access information. For example, people read hard copies of documents and access 

information through systems. Information, as the most important asset in this model, is at the 

center of the sphere. Information is always at risk from attacks whenever it is accessible by 

people or computer systems. Networks and the Internet are indirect threats, as exemplified by the 

fact that a person attempting to access information from the Internet must traverse local 
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networks. The sphere of protection, as shown by the shaded bands on the right side of Figure 4.2, 

illustrates that a layer of protection must exist between each layer of the sphere of use. For 

example, ―Policy and law‖ and ―Education and training‖ are protections placed between people 

and the information. Controls are also implemented between systems and the information, 

between networks and the computer systems, and between the Internet and internal networks. 

This reinforces the concept of defense in depth. A variety of controls can be used to protect the 

information. The items of control shown in the figure are not intended to be comprehensive, but 

they illustrate some of the safeguards that can protect the systems closer to the center of the 

sphere. Because people can directly access each ring as well as the information at the core of the 

mode access by relying on people requires a different approach to security than the side that uses 

technology. The members of the organization must become a safeguard that is effectively 

trained, implemented, and maintained, or they too will present a threat to the information.  

 

 

Figure 4.2: Spheres of security 

 

Information security is designed and implemented in three layers: policies, people (education, 

training, and awareness programs), and technology. These layers are commonly referred to as 

PPT. Each layer contains controls and safeguards to protect the information and information 

system assets that the organization values. But, before any technical controls or other safeguards 
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can be implemented, the policies that define the management philosophies behind the security 

process must be in place. 

In choosing a methodology you might use to develop an information security blueprint, you 

should adapt or adopt a recognized or widely accepted information security model backed or 

promoted by an established security organization or agency. This exemplar framework can 

outline steps for designing and implementing information security in the organization. Several 

published information security frameworks from government agencies and other sources are 

there. Because each information security environment is unique, the security team may need to 

modify or adapt pieces from several frameworks. Experience teaches that what works well for 

one organization may not precisely fit another. 

The ISO 27000 Series, and NIST Security Models are available 

 

Levels of Controls  

Information security safeguards provide three levels of control: managerial, operational, and 

technical.  

Managerial controls set the direction and scope of the security process and provide detailed 

instructions for its conduct. In addition, these controls address the design and implementation of 

the security planning process and security program management. They also address risk 

management and security control reviews describe the necessity and scope of legal compliance, 

and set guidelines for the maintenance of the entire security life cycle.  

Operational controls address personnel security, physical security, and the protection of 

production inputs and outputs. In addition, operational controls guide the development of 

education, training, and awareness programs for users, administrators, and management. Finally, 

they address hardware and software systems maintenance and the integrity of data.  

Technical controls are the tactical and technical implementations of security in the organization. 

While operational controls address specific operating issues, such as developing and integrating 

controls into the business functions, technical controls include logical access controls, such as 

identification, authentication, authorization, accountability (including audit trails), cryptography, 

and the classification of assets and users. 
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A basic tenet of security architectures is the layered implementation of security. To achieve 

defense in depth, an organization must establish multiple layers of security controls and 

safeguards, which can be organized into policy, training and education, and technology.  

Security Perimeter A security perimeter is the border of security that protects all internal 

systems from outside threats. Unfortunately, the perimeter does not protect against internal 

attacks from employee threats or onsite physical threats. In addition, the emergence of mobile 

computing devices, telecommuting, and cloud-based functionality has made the definition and 

defense of the perimeter increasingly more difficult. This has led some security experts to 

declare the security perimeter extinct and call for an increased focus on improved system-level 

security and active policing of networked assets.  

4.5 Security Education, Training, and Awareness Program 

  

Once your organization has defined the policies that will guide its security program and selected 

an overall security model by creating or adapting a security framework and a corresponding 

detailed implementation blueprint, it is time to implement a security education, training, and 

awareness (SETA) program. The SETA program is the responsibility of the CISO and is a 

control measure designed to reduce incidents of accidental security breaches by employees. 

Employee errors are among the top threats to information assets, so it is well worth developing 

programs to combat this threat. SETA programs are designed to supplement the general 

education and training programs that many organizations use to educate staff about information 

security. For example, if an organization detects that many employees are opening questionable 

e-mail attachments, those employees must be retrained. As a matter of good practice, systems 

development life cycles must include user training during the implementation phase. Practices 

used to take control of the security and privacy of online data are sometimes called cyber 

hygiene. The SETA program consists of three elements: security education, security training, and 

security awareness. An organization may not be able or willing to undertake all three of these 

elements, and it may outsource elements to local educational institutions. The purpose of SETA 

is to enhance security by doing the following:  
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• Improving awareness of the need to protect system resources  

• Developing skills and knowledge so computer users can perform their jobs more 

securely  

• Building in-depth knowledge as needed to design, implement, or operate security 

programs for organizations and systems 

 

Security Education: Everyone in an organization needs to be trained and made aware of 

information security, but not everyone needs a formal degree or certificate in information 

security. When management agrees that formal education is appropriate, an employee can 

investigate courses in continuing education from local institutions of higher learning. Several 

universities have formal coursework in information security.  

Security Training: Security training provides employees with detailed information and hands-

on instruction to prepare them to perform their duties securely. Management of information 

security can develop customized in-house training or outsource the training program.  

Security Awareness: A security awareness program is one of the least frequently implemented 

but most beneficial programs in an organization. A security awareness program is designed to 

keep information security at the forefront of users‘ minds. These programs don‘t have to be 

complicated or expensive. Good programs can include newsletters, security posters videos, 

bulletin boards, flyers, and trinkets. Trinkets can include security slogans printed on mouse pads, 

coffee cups, T-shirts, pens, or any object frequently used during the workday that reminds 

employees of security. In addition, a good security awareness program requires a dedicated 

person who is willing to invest time and effort to promoting the program, and a champion willing 

to provide the needed financial support. The security newsletter is the most cost-effective method 

of disseminating security information and news to employees. Newsletters can be distributed via 

hard copy, e-mail, or intranet. Topics can include new threats to the organization‘s information 

assets, the schedule for upcoming security classes, and the addition of new security personnel. 

The goal is to keep the idea of information security in users‘ minds and to stimulate users to care 

about security. If a security awareness program is not actively implemented, employees may 

begin to neglect security matters and the risk of employee accidents and failures is likely to 

increase. 
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4.6 Continuity Strategies 

A contingency plan is prepared by the organization to anticipate, react to, and recover from 

events that threaten the security of information. Various types of contingency plans are available 

to respond to adverse events, including incident response plans, disaster recovery plans, and 

business continuity plans. Plans for incident response, disaster recovery, and business continuity 

are components of contingency planning (figure 4.3).  

 

Figure 4.3: Components of contingency planning 

Business Continuity plan (BC plan): The documented product of business continuity planning; 

a plan that shows the organization‘s intended efforts to continue critical functions when 

operations at the primary site are not feasible.  

Business continuity planning (BCP) :the actions taken by senior management to develop and 

implement the BC policy, plan, and continuity teams.  

Business resumption planning (BRP) :The actions taken by senior management to develop and 

implement a combined DR and BC policy, plan, and set of recovery teams.  

Contingency plan:  The documented product of contingency planning; a plan that shows the 

organization‘s intended efforts in reaction to adverse events. Contingency planning (CP) the 

actions taken by senior management to specify the organization‘s efforts and actions if an 
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adverse event becomes an incident or disaster. This planning includes incident response, disaster 

recovery, and business continuity efforts, as well as preparatory business impact analysis. 

Contingency planning management team (CPMT): The group of senior managers and project 

members organized to conduct and lead all CP efforts.  

Disaster An adverse event that could threaten the viability of the entire organization. A disaster 

may either escalate from an incident or be initially classified as a disaster 

 

Disaster recovery plan (DR plan):  The documented product of disaster recovery planning; a 

plan that shows the organization‘s intended efforts in the event of a disaster.  

Disaster recovery planning (DRP): The actions taken by senior management to specify the 

organization‘s efforts in preparation for and recovery from a disaster. Incident An adverse event 

that could result in loss of an information asset or assets, but does not currently threaten the 

viability of the entire organization.  

Incident response plan (IR plan): The documented product of incident response planning; a 

plan that shows the organization‘s intended efforts in the event of an incident. incident response 

planning (IRP) The actions taken by senior management to develop and implement the IR policy, 

plan, and computer security incident response team. 

A key role for all managers is contingency planning (CP). Managers in the IT and information 

security communities are usually called on to provide strategic planning to assure the continuous 

availability of information systems. Unfortunately for managers, however, the probability that 

some form of attack will occur—from inside or outside, intentional or accidental, human or 

nonhuman, annoying or catastrophic—is very high. Thus, managers from each community of 

interest must be ready to act when a successful attack occurs.   

 A roster for this team may consist of the following members:  

• Champion: As with any strategic function, the contingency planning project must 

have a high-level manager to support, promote, and endorse the findings of the 

project. This could be the CIO or ideally the CEO.  

• Project manager: A mid-level manager or even the CISO must lead the project and 

make sure a sound planning process is used, a complete and useful project plan is 

developed, and resources are prudently managed to reach the goals of the project.  
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• Team members: The team members should be managers or their representatives from 

the various communities of interest: business, information technology, and 

information security.  

  

Business Impact Analysis 

Business Impact Analysis (BIA) -An investigation and assessment of the various adverse events 

that can affect the organization, conducted as a preliminary phase of the contingency planning 

process, which includes a determination of how critical a system or set of information is to the 

organization‘s core processes and recovery priorities.  The next phase in developing the 

contingency planning process, after developing the CP policy, is the business impact analysis 

(BIA). The BIA, a preparatory activity common to both CP and risk management, helps 

determine which business functions and information systems are the most critical to the success 

of the organization.   

 

4.6 Check your progress 

1. What is information security policy? 

2. The EISP guides the development, implementation, and management of the security 

program. (True / False) 

3. What is meant by ACL? 

4. The security blueprint builds on top of the organization‘s information security policies 

(True / False) 

5. ________ is the detailed implementation of an information security framework. 

6. A plan that shows the organization‘s intended efforts in reaction to adverse events is 

________ 

Answers to Check your progress 

1. An information security policy provides rules for protection of the organization‘s 

information assets. 

2. True 

3. Access Control Lists -An access control list (ACL) consists of details about user access 
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and use permissions and privileges for an organizational asset or resource 

4. True 

5. Information security blueprint 

6. Contingency plan 

4.7 Summary 

 The security plan is a living document, that is, it requires reviews or maintenance at 

specified intervals to ensure it is current and up to date with regulatory requirements or 

major changes in the topology of the network. 

 An information security program begins with policy, standards, and practices, which are the 

foundation for the information security architecture and blueprint. 

 This information security blueprint is the basis for the design, selection, and 

implementation of all security program elements, including policy implementation, ongoing 

policy management, risk management programs, education and training programs, 

technological controls, and program maintenance.  

 Information security safeguards provide three levels of control: managerial, operational, 

and technical. 

 The SETA program consists of three elements: security education, security training, and 

security awareness. 

 Contingency plan -a plan that shows the organization‘s intended efforts in reaction to 

adverse events 

 Business Impact Analysis (BIA) -An investigation and assessment of the various adverse 

events that can affect the organization, conducted as a preliminary phase of the contingency 

planning process, which includes a determination of how critical a system or set of 

information is to the organization‘s core processes and recovery priorities. 

4.8 Keywords 

 Guidelines:  Nonmandatory recommendations the employee may use as a reference in 

complying with a policy 

 Practices: Examples of actions that illustrate compliance with policies.  

 Procedures Step-by-step instructions designed to assist employees in following policies, 
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standards, and guidelines 

 Enterprise Information Security Policy (EISP) The high-level information security policy 

that sets he strategic direction, scope, and tone for all of an organization‘s security efforts 

 Business continuity planning (BCP) :the actions taken by senior management to develop 

and implement the BC policy, plan, and continuity teams.  

 Business resumption planning (BRP) :The actions taken by senior management to 

develop and implement a combined DR and BC policy, plan, and set of recovery teams.  

4.9 Questions for self study 

1. Explain the Components of contingency planning 

2. What are the goals of information security governance? 

3. Define information security blueprint 

4. Explain the levels of control in Information security 
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PREFACE 

 

The internet has changed dramatically from its origins. It has grown from a tool used by a 

small number of universities and government agencies to a worldwide network with more than 3 

billion users. As it has grown, it has changed the way people communicate and do business, 

bringing many opportunities and benefits. Today the Internet continues to grow and expand in 

new and varied ways. It supports innovation and new services such as IP mobility and 

smartphone connectivity. When the Internet started, the majority of connected devices were 

solely computers, whether for personal use or within a company. In the most recent years, 

however, an increasing variety of devices beyond computers, including smartphones, smart cars, 

appliances, vending machines, smart homes, and smart buildings, can connect and share data, we 

need discipline when software is designed and built. We need an engineering approach.  

You can make a difference. The world needs people who understand computer security 

and who can protect computers and networks from criminals and terrorists. Remember, it’s all 

about securing your sensitive data. If you have sensitive data, you must protect it. To get you 

started, this chapter gives an overview of information systems security concepts and terms that 

you must understand to stop cyberattacks. 

The whole material is organized into four modules each with four units. Each unit lists 

the objectives of the study along with the relevant questions, illustrations and suggested reading 

to better understand the concepts. 

 

Wish you happy reading!!! 
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BLOCK 2 INTRODUCTION  

The four units of Block 2 are organized as follows: 

Unit 5 - Malicious Attacks, Threats, and Vulnerabilities  

Risks, threats, and vulnerabilities in the IT infrastructure are explained here. It is essential that 

organizations and individual users identify their own risks, threats, and vulnerabilities and 

implement a plan to mitigate them. There are many types of threats. These include 

confidentiality threats, integrity threats, and availability threats. They are discussed in detail here. 

Malicious attacks can originate from active threats that include brute-force, masquerading, IP 

address spoofing, session hijacking, replay, man-in-the-middle, and dictionary password attacks. 

Counter measures for these are also discussed in this unit. 

 

Unit 6 - The Drivers of the Information Security Business 

This unit presented business drivers for information systems security. Security is an integral part 

of any organization. BCP and DRP readiness ensures that an organization can perform its 

primary business functions, even in the event of a disaster, and that it will do so by protecting all 

of its assets, including its data. A sound security infrastructure provides the assurance that the 

organization has employed the necessary controls to comply with all necessary laws, regulations, 

and other security requirements. This unit also discusses the endpoint device security controls. 

This unit summarizes that security keeps an organization viable and allows it to conduct 

business.  

 

Unit 7 - Access Controls 

Unit 7 explains that access controls are ways to permit or deny access to certain resources. 

Access controls specify who users are, what they can do, which resources they can get to, and 

what operations they can carry out. Access control systems use several technologies, including 

passwords, hardware tokens, biometrics, and certificates. Four parts of access control - 

identification, authorization, authentication, and accountability are discussed here. We will see 

how access is granted or rejected based on the authorizations defined. This unit also describes 

formal models of access control, access control methodologies and challenges, and the effects of 

access control breaches. 



 

 

 

Unit 8 - Security Operations and Administration 

This unit addresses all the aspects of security operations and administration. Security operations 

and administration entail a wide breadth of tasks and functions, and the security professional is 

expected to have a working familiarity with each of them. This include maintaining a secure 

environment for business functions and the physical security of an organization. 
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UNIT -5: Malicious Attacks, Threats, and Vulnerabilities 
Structure 
 

5.0 Objectives 

5.1 Introduction 

5.2 Assets of organization to protect 

5.3 Hackers 

5.4 Attack Tools used for cyber attacks 

5.5 Security Breach 

5.6 Risks, Threats, and Vulnerabilities 

5.7 Malicious Attack 

5.8 Malicious Software 

5.9 Common Types of Attacks 

5.10 Countermeasures 

5.11 Check your progress 

5.12 Summary 

5.13 Keywords 

5.14 Questions for self-study 

5.15 References 

 

5.0 Objectives 

After studying this unit, you will be able to 

 Identify the Assets of organization to protect 

 Explain the components risk, threats, and vulnerabilities  

 Describe types of attacks and the tools used 

 Explain the and countermeasures 
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5.1 Introduction 

The Internet is an untamed new frontier. There are many bad people wanting to steal your data. 

If your device and sensitive information are connected to the Internet, there is potential for loss 

or damage. Unlike in your everyday life, in cyberspace there is no real law of the land. Criminal 

acts that lead to destruction and theft occur regularly. These acts affect businesses, individuals, 

and governments. Malicious attacks result in billions of dollars in damages each year. 

Fortunately, many companies and individuals like you are working hard to protect IT assets from 

attacks. The discussion point here is how to identify security vulnerabilities, protect your 

organization from threats, and keep your computers safe from malicious attacks. 

We can see examples of the malicious attacks that security professionals face every day. Data 

breaches are occurring in the public sector and the private sector. No organization or individual 

is safe from the risk of stolen digital data or a loss of your digital identity. Although these attacks 

grabbed the attention of the news media and the public, most victims of cyber-attacks don’t 

publicize the incidents at all. Every day, systems around the world are under threat. In most 

cases, the only people who ever know about these attacks are security professionals and IT 

personnel. Security professionals are responsible for protecting their systems from threats and for 

handling malicious attacks when they do occur. One of the most effective ways to protect 

computer systems is to ensure that vulnerabilities are mitigated throughout the IT infrastructure, 

quickly and efficiently.  

5.2 Assets of organization to protect 

An asset in an organization is any item that has value. Although all items in an organization have 

some value, the term asset generally applies to those items that have substantial value. An 

organization’s assets can include the following:  

 Customer data - Name, address, phone, date of birth, cardholder data, protected health 

care information.  

 IT assets and network infrastructure - Hardware, software, and services.  

 Intellectual property - Sensitive data such as patents, source code, formulas, or 

engineering plans.  
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 Finances and financial data - Bank accounts, credit card data, and financial transaction 

data.  

 Service availability and productivity - The ability of computing services and software to 

support productivity for humans and machinery.  

 Reputation—Corporate compliance and brand image. 

Customer Data: News sources love to report on the quantity of data elements stolen in a data 

breach. Loss of customer private data, cardholder data, or electronic protected health care data 

elements rise to top of newsworthy headlines because of the impact. In the digital era of today, 

customer private data is vulnerable to theft and abuse by another individual. Customer private 

data may include first and last name, home address, phone number, date of birth or cardholder 

data. 

IT and Network Infrastructure: Hardware and software are key pieces of any organization’s 

infrastructure. IT infrastructure framework. Components may connect to a network or to the 

Internet. Threats can exist, both internal to the IT infrastructure and external, given that the IT 

infrastructure is connected to the Internet. Damage to data caused by new threats includes 

armored virus, ransomware, and cryptolocker malware, which can cost corporations time and 

money to fix or replace. Armored viruses have hardened code that makes it difficult to reverse-

engineer and build an antivirus for the malware. Ransomware is a new form of malware linked 

to a time clock, forcing the victim organization to pay a ransom to prevent its data from being 

deleted. Cryptolocker is a specific form of ransomware that encrypts critical files or data until 

the victim pays a ransom to obtain the decryption keys.  

Intellectual Property: Intellectual property is the center of many organizations. Intellectual 

property is an asset of an organization. It can be a unique business process or actual data such as 

customer data. Examples of intellectual property include such things as patents, drug formulas, 

engineering plans, scientific formulas, and recipes. In a digital world, data constitute the most 

valuable asset. The more data you have, the more valuable you are. Data breaches or data losses 

are occurring every day in every aspect of life. This type of loss includes identity theft, business 

theft, or intellectual property theft. The core issue from an IT security perspective is protecting 

the theft of intellectual property and preventing its release to competitors or to the public. The 

theft of intellectual property can nullify an organization’s competitive advantage, so protecting it 

is a top-of-mind consideration for any organization. 
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Finances and Financial Data: Financial assets are among the highest-profile assets in any 

organization. These assets can take various forms. They can be real financial assets, such as bank 

accounts, trading accounts, purchasing accounts, corporate credit cards, and other direct sources 

of money or credit. Financial data can include customer credit card numbers, personal financial 

information, or usernames and passwords for banking or investment accounts. Loss of financial 

assets due to malicious attacks is a worst-case scenario for all organizations. Not only does it 

represent significant physical loss, but it can also have long-term effects on a company’s 

reputation and brand image.  

Service Availability and Productivity: Computer applications provide specific services that 

help organizations conduct business operations. It is important that critical services be available 

for use when organizations need them. Downtime is the time during which a service is not 

available due to failure or maintenance. Often administrators will schedule intentional downtime 

in advance. Administrators carefully manage any impact that downtime does have so that it does 

not disrupt critical business operations. Unintentional downtime is usually the result of technical 

failure, human error, or attack. Technical failure and human error are the most common causes of 

unintentional downtime.  

Reputation: One of the most important things that information security professionals try to 

protect is their organization’s reputation and brand image. Companies that suffer from security 

breaches and malicious attacks that expose any assets are likely to face serious negative 

consequences in the public eye.  

5.4 Hackers 

The term hacker often describes someone who breaks into a computer system without 

authorization. In most cases that means the hacker tries to take control of a remote computer 

through a network or by software cracking. The term hacker generally describes a person who 

enjoys exploring and learning how to modify something, particularly related to computer 

systems. Hackers, for good or bad, are considered to be experts and tinkerers, but because of the 

way the media negatively portrays the term, hackers are often the subject of some controversy. 

We can categorize hackers as follows:  

 Black-hat hackers: A black-hat hacker tries to break IT security and gain access to systems 

with no authorization in order to prove technical prowess. Black-hat hackers generally 
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exploit holes in systems, but they generally do not attempt to disclose vulnerabilities they 

find to the administrators of those systems. They tend to promote the free and open use of 

computing resources as opposed to the notion of security.  

 White-hat hackers: A white-hat hacker, or ethical hacker, is an information systems security 

professional who has authorization to identify vulnerabilities and perform penetration testing. 

The difference between white-hat hackers and black-hat hackers is that white-hat hackers 

will identify weaknesses for the purpose of fixing them, and black-hat hackers find 

weaknesses just for the fun of it or to exploit them.  

 Gray-hat hackers: A gray-hat hacker is a hacker with average abilities who may one day 

become a black-hat hacker but could also opt to become a white-hat hacker. Another 

common definition is a hacker who will identify but not exploit discovered vulnerabilities, 

yet may still expect a reward for not disclosing the vulnerability openly.  

Hackers are different from crackers. A cracker has a hostile intent, possesses sophisticated skills, 

and may be interested in financial gain. Crackers represent the greatest threat to networks and 

information resources. These threats usually involve fraud, theft of data, destruction of data, 

blockage of access, and other malicious activity. However, the activities of hackers can also 

cause damage and loss. 

5.5 Attack Tools used by cyber attackers 

Protecting an organization’s assets and IT infrastructure requires that you have some idea of how 

attackers think. Knowing how an attack is conducted and what tools are used will help you build 

a defense plan. In fact, many organizations use the same tools that attackers use to help identify 

weaknesses they need to address. Computer criminals and cyber attackers use a number of 

hardware and software tools to discover exploitable weaknesses and other tools to perform the 

actual attack. These tools and techniques can include the following:  

Protocol Analyzers: A protocol analyzer or packet sniffer (or just sniffer) is a software program 

that enables a computer to monitor and capture network traffic. Attackers can capture and 

compromise passwords and clear text data. Protocol analyzers come in both hardware versions 

and software versions, or a combination of both. Sniffers operate in promiscuous mode, which 

means that every data packet can be seen and captured by the sniffer.  
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Port Scanners: A port scanner is a tool used to scan IP host devices for open ports that have 

been enabled. Port scanners are used to identify open ports or applications and services that are 

enabled on the IP host device. This provides attackers with valuable information that can be used 

in the attack.  

OS Fingerprint Scanners: An operating system (OS) fingerprint scanner is a software program 

that allows an attacker to send a variety of packets to an IP host device, hoping to determine the 

target device’s operating system (OS) from the responses. A software vulnerability is a bug or 

weakness in the program. An exploit is something that an attacker can do once a vulnerability is 

found.  

Vulnerability Scanners: A vulnerability scanner is a software program that is used to identify 

and, when possible, verify vulnerabilities on an IP host device. From this information, a 

vulnerability scanner compares known software vulnerabilities in its database with what it has 

just found. The vulnerability scanner lists all known software vulnerabilities and prioritizes them 

as critical, major, or minor.  

Exploit Software: Exploit software is an application that incorporates known software 

vulnerabilities, data, and scripted commands to ―exploit‖ a weakness in a computer system or IP 

host device. It is a program that can be used to carry out some form of malicious intent. This 

includes things like a denial of service attack, unauthorized access, a brute-force password 

attack, or buffer overflow. An attacker will use exploit software when performing vulnerability 

assessments and intrusive penetration testing. Vulnerability assessments might identify a 

weakness; penetration testing positively verifies the weakness by working to exploit it. 

Wardialers: A wardialer is a computer program that dials telephone numbers, looking for a 

computer on the other end. The program works by automatically dialing a defined range of 

phone numbers. It then logs and enters into a database those numbers that successfully connect to 

the modem. Although wardialing is a rather old attack method, it is still useful for finding access 

points to computers.  

Password Crackers: The purpose of password cracking is to uncover a forgotten or unknown 

password. A password cracker is a software program that performs one of two functions: a brute-

force password attack to gain unauthorized access to a system or recovery of passwords stored as 

a cryptographic hash on a computer system.  
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Keystroke Loggers: A keystroke logger is a type of surveillance software or hardware that can 

record to a log file every keystroke a user makes with a keyboard. The keystroke logger might 

store the log file locally for later retrieval or send it to a specified receiver.  

 

5.6 What Is a Security Breach? 

 In spite of the most aggressive steps to protect computers from attacks, attackers sometimes get 

through. Any event that results in a violation of any of the confidentiality, integrity, or 

availability security tenets is a security breach. Some security breaches disrupt system services 

on purpose. Others are accidental and may result from hardware or software failures. Regardless 

of whether a security breach is accidental or malicious, it can affect an organization’s ability to 

conduct business as well as affecting the organization’s credibility. Activities that can cause a 

security breach include the following:  

 Denial of service (DoS) attacks  

 Distributed denial of service (DDoS) attacks  

 Unacceptable web-browsing behavior  

 Wiretapping  

 Use of a backdoor to access resources  

 Accidental data modifications  

Denial of Service Attacks: Denial of service (DoS) attacks result in downtime or inability of a 

user to access a system. DoS attacks impact the availability tenet of information systems 

security. A DoS attack is a coordinated attempt to deny service by occupying a computer to 

perform large amounts of unnecessary tasks. This excessive activity makes the system 

unavailable to perform legitimate operations. When a disk fills up, the system locks an account 

out, a computer crashes, or a CPU slows down, the result is denial of service—hence the name. 

DoS attacks generally originate from a single computer. Once you detect a DoS attack, you can 

stop it easily.  

Two common types of DoS attacks are as follows:  

 Logic attacks—Logic attacks use software flaws to crash or seriously hinder the 

performance of remote servers.  
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 Flooding attacks—Flooding attacks overwhelm the victim computer’s CPU, memory, or 

network resources by sending large numbers of useless requests to the machine. 

Distributed Denial of Service Attacks: The distributed denial of service (DDoS) attack is a 

type of DoS attack that also impacts a user’s ability to access a system. A DDoS attack overloads 

computers and prevents legitimate users from gaining access. DDoS attacks differ from regular 

DoS attacks in their scope. In a DDoS attack, attackers hijack hundreds or even thousands of 

Internet computers, planting automated attack agents on those systems.  

Unacceptable Web Browsing: A violation of an organization’s acceptable use policy (AUP), 

such as an employee’s unacceptable web browsing, can itself be a security breach. The AUP 

defines the actions that are security breaches.  

Wiretapping: Attackers can tap telephone lines and data communication lines. Wiretapping can 

be active, where the attacker makes modifications to the line. It can also be passive, where an 

unauthorized user simply listens to the transmission without changing the contents. Two methods 

of active wiretapping are as follows:  

 Between-the-lines wiretapping: This type of wiretapping does not alter the messages sent by 

the legitimate user but inserts additional messages into the communication line when the 

legitimate user pauses.  

 Piggyback-entry wiretapping: This type of wiretapping intercepts and modifies the original 

message by breaking the communications line and routing the message to another computer 

that acts as a host.  

Although the term wiretapping is generally associated with voice telephone communications, 

attackers can also use wiretapping to intercept data communications (sniffing).  

Backdoors: Software developers sometimes include hidden access methods, called backdoors, in 

their programs. The problem is that backdoors don’t always stay hidden. When an attacker 

discovers a backdoor, he or she can use it to bypass existing security controls such as passwords, 

encryption, and so on. Where legitimate users log on through front doors using a user ID and 

password, attackers use backdoors to bypass these normal access controls.  

Data Modifications: Data that are purposely or accidentally modified impact the integrity tenet 

of information systems security. This is also considered a security breach. An incomplete 

modification can occur when multiple processes attempt to update data without observing basic 
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data integrity constraints. The best way to avoid data modification issues is to validate data 

before storing that data and to ensure that your programs adhere to strict data integrity rules.  

 

Additional Security Challenges: 

Additional challenges to ensuring safe and secure communications can originate from 

spam, hoaxes, spyware, and even local information stored by web browsers. A combination of 

these challenges is also possible.  

Spam and Spim: Spam is unwanted email. Spim consists of instant messages or IM chats. Most 

spam and spim are commercial advertising—often for get-rich-quick schemes, dubious products, 

or other services. Sending spam costs very little because the recipient covers most of the costs 

associated with spam. 

Hoaxes: A hoax is some act intended to deceive or trick the receiver. In this context, hoaxes 

normally travel in email messages. Often these messages contain warnings about devastating 

new viruses. Although hoaxes do not automatically infect systems the way viruses or Trojan 

horses do, dealing with them is time consuming. The best way to handle hoaxes is to ask users 

not to spread them by forwarding them to others.  

Cookies: To help a web server track a user’s history, web browsers allow the web server to store 

a cookie on the user’s hard drive. A cookie contains details gleaned from past visits to a website. 

These details might include the user’s username, credit card information the user has entered, 

and so on. Cookies are sometimes controversial because they allow a web server to transmit files 

to a person’s computer for storage on that person’s hard drive.  

5.7 Risks, Threats and Vulnerabilities 

Risks, threats, and vulnerabilities go together. Risk is the probability that something bad is going 

to happen. A threat is any action that can damage or compromise an asset. A vulnerability is a 

weakness in the design or software code itself. A vulnerability that can be exploited is a threat. If 

a vulnerability exists in a system, so does the possibility of a threat. Any threat against a 

vulnerability creates a risk that a negative event may occur. One can’t eliminate threats, but   can 

protect against vulnerabilities. That way, even though a threat still exists, it cannot exploit the 

vulnerability. The key to protecting assets from the risk of attack is to eliminate or address as 
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many vulnerabilities as possible.  We can find many threats and vulnerabilities within an IT 

infrastructure.  

Identifying and responding to threats and vulnerabilities can be a complicated process. In some 

cases, a threat may be too expensive or time-consuming to eliminate. Our goal should be to 

reduce the occurrence of as many threats as possible, but we should also carefully assess whether 

the cost of protecting some assets is greater than the value of the assets themselves.   

Threats can come from an individual, a group of individuals, or an organization. A threat to a 

computing device is any action, either accidental or malicious, that can have a negative effect on 

the assets and resources of an individual or organization. The asset might be hardware, software, 

databases, files, data, or the physical network itself. A threat is significant from a security 

viewpoint. The goal of computer security is to provide insights, methodologies, and techniques 

that deal with threats. One can achieve this goal by developing policies that help computer and 

network system administrators, designers, developers, and users avoid undesirable system 

characteristics and weaknesses. We can identify threats and rank them according to their 

importance and impact. Each organization may rank a threat higher or lower than another 

organization does based on its impact to that organization. The most common threats, in no 

particular order, include the following:  

 Malicious software  

 Hardware or software failure   

 Internal attacker  

 External attacker  

 Natural disaster  

 Industrial espionage  

Not all threats are malicious. Although some threats may be intentional, others may be 

accidental. Accidental threats might include hardware failure or a software problem caused by a 

lack of controls.  

Threat Targets  

Using his or her favorite search engine, an attacker can find precise instructions for breaching 

nearly any protocol, operating system, application, device, or hardware environment. For this 

reason, we must monitor all threats very closely. We never know where one might come from 

next. It may be a professional cybercriminal or someone within our own four walls. The safest 
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bet is to monitor all threat targets constantly and carefully. The first step in developing a 

monitoring plan is to identify where in the seven domains of an IT infrastructure threats are 

likely to occur. The need for a comprehensive security plan across all domains should be clear. 

Threat Types  

To secure information, we must protect its confidentiality, integrity, and availability (CIA). The 

three major threat types directly threaten each of the CIA tenets. They are as follows:  

 Disclosure threats  

 Alteration threats  

 Denial or destruction threats  

Disclosure Threats Disclosure occurs any time unauthorized users access private or confidential 

information that is stored on a network resource or while it is in transit between network 

resources. Disclosure can also occur when a computer or device containing private or 

confidential data, such as a database of medical records, is lost or stolen.  

Two techniques that attackers employ to illegally obtain or modify data are as follows:  

 Sabotage—Sabotage is the destruction of property or obstruction of normal operations. 

Technically, sabotage attacks the availability property of information security.  

 Espionage—Espionage is the act of spying to obtain secret information, typically to aid 

another nation state.  

Terrorists and enemy agents might well be involved in activities to obtain sensitive government 

information that they can use to perpetuate future attacks. Sabotage is not a silent attack, but 

espionage can occur without any obvious trace. In many organizations, a great deal of stored 

information is unavailable to the public. This information can include personal information on a 

user’s computer or confidential records stored in a massive database. The effects of the 

disclosure of this information can vary. One of the most difficult things about combating these 

types of threats, however, is that unauthorized users can intercept unprotected data without 

leaving any trace of their activities. For this reason, security research and development have 

focused on the disclosure threat and its countermeasures. 

Alteration Threats  

An alteration threat violates information integrity. This type of attack compromises a system by 

making unauthorized changes to data on a system, either intentionally or unintentionally. This 

change might occur while the data are stored on a network resource or while they are moving 
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between two resources. Intentional changes are usually malicious. Unintentional changes are 

usually accidental. People can, and often do, make mistakes that affect the integrity of computer 

and network resources. It’s a good idea to put techniques in place that enable us to track or audit 

these changes as they happen. That way, one can have a record of who, what, when, where, and 

how modifications were made.  

Advance preparation can reduce the severity of alteration threats. For example, if we have a 

backup or copy of the data, then the impact of a breach may be less severe than if a backup is not 

available. However, data recovery should always be the last resort. A far better approach is to 

avoid an alteration attack in the first place. Protecting our information is always better than 

repairing or recovering it.  

Denial or Destruction Threats: Denial or destruction threats make assets or resources 

unavailable or unusable. Any threat that destroys information or makes it unavailable violates the 

availability tenet of information security. A denial or destruction attack is successful when it 

prevents an authorized user from accessing a resource either temporarily or permanently. A DoS 

attack is an example of a denial or destruction threat.    

5.8 Malicious Attack 

An attack on a computer system or network asset succeeds by exploiting a vulnerability in the 

system. There are four general categories of attack. An attack can consist of all or a combination 

of these four categories:  

 Fabrications - Fabrications involve the creation of some deception in order to trick 

unsuspecting users.  

 Interceptions - An interception involves eavesdropping on transmissions and redirecting 

them for unauthorized use 

 Interruptions - An interruption causes a break in a communication channel, which blocks 

the transmission of data.   

 Modifications - A modification is the alteration of data contained in transmissions or 

files.  

Security threats can be active or passive. Both types can have negative repercussions for an IT 

infrastructure. An active attack involves a modification of the data stream or attempts to gain 
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unauthorized access to computer and networking systems. An active attack is a physical 

intrusion. In a passive attack, the attacker does not make changes to the system. This type of 

attack simply eavesdrops on and monitors transmissions.  

Following is a description of several of the most common types of malicious attacks. 

 

Birthday Attacks  

Once an attacker compromises a hashed password file, a birthday attack is performed. A birthday 

attack is a type of cryptographic attack that is used to make brute-force attack of one-way hashes 

easier. It is a mathematical exploit that is based on the birthday problem in probability theory. 

Brute-Force Password Attacks  

One of the most tried-and-true attack methods is the brute-force password attack. In a brute-force 

password attack, the attacker tries different passwords on a system until one of them is 

successful. Usually the attacker employs a software program to try all possible combinations of a 

likely password, user ID, or security code until it locates a match. This occurs rapidly and in 

sequence. This type of attack is called a brute-force password attack because the attacker simply 

hammers away at the code.  

Dictionary Password Attacks  

A dictionary password attack is a simple attack that relies on users making poor password 

choices. In a dictionary password attack, a simple password-cracker program takes all the words 

from a dictionary file and attempts to log on by entering each dictionary entry as a password. 

Users often engage in the poor practice of selecting common words as passwords.  

IP Address Spoofing Spoofing  

It a type of attack in which one person, program, or computer disguises itself as another person, 

program, or computer to gain access to some resource. A common spoofing attack involves 

presenting a false network address to pretend to be a different computer. An attacker may change 

a computer’s network address to appear as an authorized computer in the target’s network. If the 

administrator of the target’s local router has not configured it to filter out external traffic with 

internal addresses, the attack may be successful. IP address spoofing can enable an attacker to 

access protected internal resources.  
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Hijacking  

Hijacking is a type of attack in which the attacker takes control of a session between two 

machines and masquerades as one of them. There are a few types of hijacking:  

Man-in-the-middle hijacking - In this type of hijacking the attacker uses a program to take 

control of a connection by masquerading as each end of the connection. For example, if Geetha 

and Raj want to communicate, the attacker pretends to be Geetha when talking with Raj and 

pretends to be Raj when talking to Geetha. Neither Geetha nor Raj know they are talking to the 

attacker. The attacker can collect substantial information and can even alter data as they flow 

between Mary and Fred.  

Browser or URL hijacking - In a browser or URL hijacking attack, the user is directed to a 

different website than what he or she requested, usually to a fake page that the attacker has 

created. This gives the user the impression that the attacker has compromised the website when 

in fact the attacker simply diverted the user’s browser from the actual site.  

Session hijacking - In session hijacking, the attacker attempts to take over an existing 

connection between two network computers. This steals the session from one of the legitimate 

users. To get rid of the legitimate user who initiated the hijacked session, the attacker overloads 

one of the communicating devices with excess packets so that it drops out of the session. 

 

Replay Attacks  

Replay attacks involve capturing data packets from a network and retransmitting them to 

produce an unauthorized effect. The receipt of duplicate, authenticated IP packets may disrupt 

service or have some other undesired consequence. Systems can be broken through replay 

attacks when attackers reuse old messages or parts of old messages to deceive system users. This 

helps intruders to gain information that allows unauthorized access into a system.  

Man-in-the-Middle Attacks  

A man-in-the-middle attack takes advantage of the multi-hop process used by many types of 

networks. In this type of attack, an attacker intercepts messages between two parties before 

transferring them on to their intended destination. Web spoofing is a type of man-in-the-middle 

attack in which the user believes a secure session exists with a particular web server. In reality, 

the secure connection exists only with the attacker, not the web server.  
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Masquerading  

In a masquerade attack, one user or computer pretends to be another user or computer. 

Masquerade attacks usually include one of the other forms of active attacks, such as IP address 

spoofing or replaying. Attackers can capture authentication sequences and then replay them later 

to log on again to an application or operating system 

Eavesdropping 

 Eavesdropping, or sniffing, occurs when a host sets its network interface on promiscuous mode 

and copies packets that pass by for later analysis. It is possible to attach hardware and software to 

monitor and analyze all packets on that segment of the transmission media without alerting any 

other users. Candidates for eavesdropping include satellite, wireless, mobile, and other 

transmission methods.  

Social Engineering  

Attackers often use a deception technique called social engineering to gain access to resources in 

an IT infrastructure. In nearly all cases, social engineering involves tricking authorized users into 

carrying out actions for unauthorized users. The success of social engineering attacks depends on 

the basic tendency of people to want to be helpful. Social engineering places the human element 

in the security breach loop and uses it as a weapon. Personnel who serve as initial contacts within 

an organization, such as receptionists and administrative assistants, are often targets of social 

engineering attacks. Attackers with some knowledge of an organization’s structure will often 

also target new, untrained employees as well as those who do not seem to understand security 

policies. Eliminating social engineering attacks can be difficult, but here are some techniques to 

reduce their impact:  

 Ensure that employees are educated on the basics of a secure environment.  

 Develop a security policy and computer use policy.  

 Enforce a strict policy for internal and external technical support procedures. 

 Require the use of identification for all personnel.  

 Limit the data accessible to the public.  

 Be very careful when using remote access.  

 Teach personnel the techniques for sending and receiving secure email.  

 Shred all documents that may contain confidential or sensitive information 
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Phreaking  

Phone phreaking, or simply phreaking, is a slang term that describes the activity of a subculture 

of people who study, experiment with, or explore telephone systems, telephone company 

equipment, and systems connected to public telephone networks. Phreaking is the art of 

exploiting bugs and glitches that exist in the telephone system.  

 

Phishing Fraud is a growing problem on the Internet.  

Phishing is a type of fraud in which an attacker attempts to trick the victim into providing private 

information such as credit card numbers, passwords, dates of birth, bank account numbers, 

automated teller machine (ATM) PINs, and Social Security numbers. A phishing scam is an 

attempt to commit identity theft via email or instant message. The message appears to come from 

a legitimate source, such as a trusted business or financial institution, and includes an urgent 

request for personal information. 

 

Pharming  

Pharming is another type of attack that seeks to obtain personal or private financial information 

through domain spoofing. A pharming attack doesn’t use messages to trick victims into visiting 

spoofed websites that appear legitimate, The result is that when a user enters the poisoned 

server’s web address into his or her address bar, that user navigates to the attacker’s site. The 

user’s browser still shows the correct website, which makes pharming difficult to detect—and 

therefore more serious. Where phishing attempts to scam people one at a time with an email or 

instant message, pharming enables scammers to target large groups of people at one time through 

domain spoofing. 

5.9 Malicious Software 

Not all software performs beneficial tasks. Some software infiltrates one or more target 

computers and follows an attacker’s instructions. These instructions can include causing damage, 

escalating security privileges, divulging private data, or even modifying or deleting data. This 

type of software is malicious software, or malware for short. The purpose of malware is to 

damage or disrupt a system. The effects of malware can range from slowing down a PC to 

causing it to crash, enabling the theft of credit card numbers, and worse. Simply surfing the 
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Internet, reading email, or downloading music or other files can infect a personal computer with 

malware—usually without the user’s knowledge. Malware exists in two main categories: 

infecting programs and hiding programs. 

 

Infecting programs 

Infecting programs actively attempt to copy themselves to other computers. Their main purpose 

is to carry out an attacker’s instructions on new targets. Malware of this type includes the 

following:  

 Viruses  

 Worms  

Viruses : A computer virus is a software program that attaches itself to or copies itself into 

another program on a computer. The purpose of the virus is to trick the computer into following 

instructions not intended by the original program developer. A computer virus acts in a similar 

fashion to a biological virus. It ―infects‖ a host program and may cause that host program to 

replicate itself to other computers. The virus cannot exist without a host, and it can spread from 

host to host in an infectious manner. The first virus recorded was the Creeper virus, written by 

researcher Bob Thomas in 1971. The Creeper copied itself to other networked computers, 

displaying the message ―I’m the creeper, catch me if you can!‖ Thomas designed the virus as an 

experimental self-replicating program to see how such programs would affect computers on a 

network. 

 

Worms  

A worm is a self-contained program that replicates and sends copies of itself to other computers, 

generally across a network, without any user input or action. The worm’s purpose may be simply 

to reduce network availability by using up bandwidth, or it may take other nefarious actions. The 

main difference between a virus and a worm is that a worm does not need a host program to 

infect. The worm is a standalone program. The first worm reported to spread ―in the wild‖ was 

the Morris worm. Robert Tappan Morris wrote the Morris worm in 1988. The Morris worm 

attacked a buffer overflow vulnerability.   
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Hiding Programs 

As their name implies, hiding programs hide in the computer, carrying out the attacker’s 

instructions while avoiding detection. Malware that tends to hide includes the following:  

 Trojan horses  

 Rootkits  

 Spyware  

 

Trojan Horses: A Trojan horse, also called a Trojan, is malware that masquerades as a useful 

program. Its name comes from the fabled Trojan horse in The Aeneid. Trojan horse programs 

use their outward appearance to trick users into running them. They look like programs that 

perform useful tasks, but actually, they hide malicious code. Once the program is running, the 

attack instructions execute with the user’s permissions and authority. The first known computer 

Trojan was Animal, released in 1974. Today’s Trojans do far more than just save copies of 

themselves. Trojans can hide programs that collect sensitive information, open backdoors into 

computers, or actively upload and download files. The list of possibilities is endless. 

 

Rootkits: Rootkits are newer than other types of malware. They did not appear until around 

1990. A rootkit modifies or replaces one or more existing programs to hide traces of attacks. 

Although rootkits commonly modify parts of the operating system to conceal traces of their 

presence, they can exist at any level—from a computer’s boot instructions up to the applications 

that run in the operating system. Once installed, rootkits provide attackers with easy access to 

compromised computers to launch additional attacks. Rootkits exist for a variety of operating 

systems, including Linux, UNIX, and Microsoft Windows. Because there are so many different 

types of rootkits, and because they effectively conceal their existence once installed on a 

machine, they can be difficult to detect and remove. Preventing unauthorized access that can 

enable an attacker to install a rootkit is far more effective than attempting to remove an installed 

rootkit. 

Spyware: Spyware is a type of malware that specifically threatens the confidentiality of 

information. It gathers information about a user through an Internet connection, without his or 

her knowledge. Spyware is sometimes bundled as a hidden component of freeware or shareware 

programs that users download from the Internet, similar to a Trojan horse. Spyware can also 
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spread via peer-to-peer file swapping. Spyware has been around since the late 1990s, increasing 

in popularity after 2000.  Once installed, spyware monitors user activity on the Internet. Spyware 

can also gather information such as email addresses and even passwords and credit card 

numbers. The spyware can relay these data to the author of the spyware. The author might use 

the data simply for advertising or marketing purposes but could employ it to facilitate identity 

theft. In addition to stealing information, spyware steals from users by using their Internet 

bandwidth to transmit this information to a third party, as well as by consuming their computers’ 

memory resources.  

5.10 Common Types of Attacks 

 

Depending on the attacker’s goal and objective, many different types of attacks can suit their 

needs and abilities.  

These attacks can be summarized in three categories:  

 Attacks on availability - These attacks impact access or uptime to a critical system, 

application, or data. 

 Attacks on people - These attacks involve using coercion or deception to get another 

human to divulge information or to perform an action (e.g., clicking on a suspicious URL 

link or opening an email attachment from an unknown email address).  

 Attacks on IT assets - These attacks include penetration testing, unauthorized access, 

privileged escalation, stolen passwords, deletion of data, or performing a data breach. 

 

Social Engineering Attacks Social engineering is the art of one human attempting to coerce or 

deceive another human into doing something or divulging information. Criminals and hustlers 

use social engineering tactics to get humans to divulge information about themselves or someone 

else. Here is a summary of social engineering attacks:  

 Authority - Using a position of authority to coerce or persuade an individual to divulge 

information.  

 Consensus/social proof - Using a position that ―everyone else has been doing it‖ as proof 

that it is okay or acceptable to do.  
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 Hoaxes - Creating a con or a false perception in order to get an individual to do 

something or divulge information. 

 Impersonation - Pretending to be someone else (e.g., an IT help desk support person, a 

delivery person, a bank representative).  

 Intimidation - Using force to extort or pressure an individual into doing something or 

divulging information.  

 Scarcity - Pressuring another individual into doing something or divulging information 

for fear of not having something or losing access to something.  

 Shoulder surfing - Looking over the shoulder of a person typing into a computer screen.  

 Tailgating - Following an individual closely enough to sneak past a secure door or access 

area. •  

 Trust - Building a human trust bond over time and then using that trust to get the 

individual to do something or divulge information.  

 Urgency - Using urgency or an emergency stress situation to get someone to do 

something or divulge information (e.g., claiming that there’s a fire in the hallway might 

get the front desk security guard to leave her desk).  

 

Wireless Network Attacks Wireless network attacks involve performing intrusive monitoring, 

packet capturing, and penetration tests on a wireless network. Given the rapid deployment of 

wireless network connectivity in both public and private places, the mobile user is under constant 

threat. Wireless networks may be compromised as a network access point into your IT 

infrastructure. Implementation of proper wireless networking security controls is the key to 

mitigate the risks, threats, and vulnerabilities that arise from wireless networks.  

 

Web Application Attacks Web application attacks involve performing intrusive penetration 

tests on public-facing web servers, applications, and back-end databases. Given the rapid 

deployment of e-commerce and customer or member portals and websites, access to private data, 

sensitive data, and intellectual property is abundant. Many different tactics are used by hackers 

and perpetrators when attempting to penetrate and attack web applications. Web applications that 

are public facing on the Internet are subject to a host of web application attacks, including:  
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 Arbitrary/remote code execution - Having gained privileged access or sys admin rights 

access, the attacker can run commands or execute a command at will on the remote 

system.  

 Buffer overflow - Attempting to push more data than the buffer can handle, thus creating 

a condition where further compromise might be possible.  

 Client-side attack—Using malware on a user’s workstation or laptop, within an internal 

network, acting in tandem with a malicious server or application on the Internet (outside 

the protected network).  

 Cookies and attachments - Using cookies or other attachments (or the information they 

contain) to compromise security.  

 Cross-site scripting (XSS) - Injecting scripts into a web application server to redirect 

attacks back to the client. This is not an attack on the web application but rather on users 

of the server to launch attacks on other computers that access it.  

 Malicious add-ons - Using software plug-ins or add-ons that run additional malicious 

software on legitimate programs or applications.  

 SQL injection - Injecting Structured Query Language (SQL) commands to obtain 

information and data in the back-end SQL database.  

 XML injection - Injecting XML tags and data into a database in an attempt to retrieve 

data.  

 Zero-day - Exploiting a new vulnerability or software bug for which no specific defenses 

yet exist. 

 

5.11 Counter measures 

 

There are no simple measures to protect an organization from computer attacks. We must focus 

on countermeasures that detect vulnerabilities, prevent attacks, and respond to the effects of 

successful attacks. This is not easy—but it is better than the alternative. Dealing with computer 

and network attacks is a cost of doing business in the IT field. Although smart attackers and 

intruders continue to invent new methods of attacking computer and network resources, many 

are well known and can be defeated with a variety of available tools. The best strategy is to 
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identify vulnerabilities and reduce them to avoid attacks in the first place. Avoiding attacks 

should be the highest priority. Even so, some attacks will succeed. Response to attacks should be 

as aggressive, proactive, and reactive as the attack itself. One can respond to attacks by 

developing plans to rapidly restore computer and network resources if they are attacked, closing 

holes in the organization’s defenses, and obtaining evidence for prosecution of offenders. Of 

course, one should use the lessons learned from an attack to protect the network from similar 

attacks. Responding to attacks involves planning, policy, and detective work. Fortunately, law 

enforcement agencies, forensic experts, security consultants, and independent response teams are 

available to assist in responding to a security incident as well as prosecuting offenders. In 

addition, many organizations have special teams to handle security incidents when they occur. 

These Security Incident Response Teams (SIRTs) know how to recognize incidents and respond 

to them in a way that minimizes damage and preserves evidence for later action. Following are 

six general steps for preventing malware:  

 Create an education (information security awareness) program to keep users from 

installing malware on your system.  

 Post regular bulletins about malware problems.  

 Never transfer files from an unknown or untrusted source unless the computer has an 

anti-malware utility installed.  

 Test new programs or open suspect files on a quarantine computer—one that is not 

connected to any part of your network—before introducing them to the production 

environment. 

 Install anti-malware software, make sure the software and data are current, and schedule 

regular malware scans to prevent malicious users from introducing malware and to detect 

any existing malware.  

 Use a secure logon and authentication process. Another important tactic for countering 

malware is staying abreast of developments in malware. Many anti-malware products are 

available to prevent the spread of all types of malware as well remove malware from 

infected computers. These include the following:  

 Kaspersky Anti-Virus  

 Webroot Antivirus 

 Norton AntiVirus  
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 McAfee Endpoint Protection 

 Trend Micro  

 Microsoft Security Essentials 

Some anti-malware software works by examining the activity generated by a file to determine 

whether it is malware. These types of antimalware programs use an approach called heuristic 

analysis to see whether programs ―act‖ like malware. Other types of anti-malware software 

detect malware by comparing programs and files to signatures of known types of malware 

Even if we detect and eliminate a malware infection on a system, there is still a chance 

that malware is lurking elsewhere in the organization, ready to attack the system. This is 

especially true in collaborative environments; files containing viruses may be stored in central 

servers and distributed throughout the network. This cycle of infection, disinfection, and 

reinfection will continue until completely purge the malware from the entire system. If you 

detect malware anywhere in the system, we must scan all your systems, including storage 

devices, for its existence. 

 

Protecting Your System with Firewalls:  A firewall is a program or dedicated hardware device 

that inspects network traffic passing through it and denies or permits that traffic based on a set of 

rules you determine at configuration. A firewall’s basic task is to regulate the flow of traffic 

between computer networks of different trust levels—for example, between the LAN-to-WAN 

domain and the WAN domain, where the private network meets the public Internet. There are 

numerous firewall solutions available.  

5.12 Check your progress 

1. What is security threat? 

2. Spyware is a type of malware (True/False) 

3. ______is a self-contained program that replicates and sends copies of itself to other 

computer 

4. The goal of computer security is to provide insights, methodologies, and techniques that 

deal with threats. (True/False) 

5. ________is a type of malware that threatens the confidentiality of information. 

6.  Define Virus. 
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Answers to check your progress 

1. Security threat is defined as a risk which can steal confidential data and harm computer 

systems as well as organization. 

2. True  

3. Worm 

4. True 

5. Spyware 

6. A computer virus is a software program that attaches itself to or copies itself into another 

program on a computer. 

5.13 Summary 

 Risks, threats, and vulnerabilities in the seven domains of an IT infrastructure and its assets 

are an everyday menace. It is essential that organizations and individual users identify their 

own risks, threats, and vulnerabilities and implement a plan to mitigate them.  

 There are many types of threats. These include confidentiality threats, integrity threats, and 

availability threats. In addition, there is the threat of a malicious attack. Malicious attacks can 

originate from active threats that include brute-force, masquerading, IP address spoofing, 

session hijacking, replay, man-in-the-middle, and dictionary password attacks. 

 Social Engineering-Attackers often use a deception technique called social engineering to gain 

access to resources in an IT infrastructure. It involves tricking authorized users into carrying 

out actions for unauthorized users 

 Black-hat hacker- tries to break IT security and gain access to systems with no authorization 

in order to prove technical prowess 

 White-hat hacker- (Ethical hacker) is an information systems security professional who has 

authorization to identify vulnerabilities and perform penetration testing. 

 The purpose of malware is to damage or disrupt a system. Malware exists in two main 

categories: infecting programs and hiding programs. 

 A firewall is a program or dedicated hardware device that inspects network traffic passing 

through it and denies or permits that traffic based on a set of rules you determine at 
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configuration. A firewall’s basic task is to regulate the flow of traffic between computer 

networks of different trust levels 

5.14 Keywords 

 Cracker - has a hostile intent, possesses sophisticated skills, and may be interested in 

financial gain 

 Malware- Malicious software  

 Security breach- Any event that results in a violation of any of the confidentiality, 

integrity, or availability security tenets is a security breach 

 Virus- is a software program that attaches itself to or copies itself into another program 

on a computer. 

 Worm- is a self-contained program that replicates and sends copies of itself to other 

computers, generally across a network, without any user input or action 

 Firewall- A program or dedicated hardware device that inspects network traffic passing 

through it and denies or permits that traffic based on a set of rules you determine at 

configuration. 

5.15 Questions for self-study 

1. What are the assets of the organization we need to protect? 

2. Explain different categories of hackers. 

3. What are physical threats? 

4. List examples of intellectual property 

5. Explain the two categories of malware. 

6. What is a firewall? 

7. What is spyware? 

8. Briefly describe common types of malicious attacks 

9. Name any four tools used by cyber attackers for attack. Explain 

10. What are the activities that cause security breach? 
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6.2 Risk Management 

6.3 Implementing a BIA, a BCP, and a DRP 

6.3.1 Business Impact Analysis 

6.3.2 Business Continuity Plan 

6.3.3 Disaster Recovery Plan 
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6.9 Summary 

6.10 Keywords 

6.11 Questions for self-study 

6.12 References 

6.0 Objectives 

After studying this unit, you will be able to  

 Explain security-related business drivers and how they support your overall business 

objective. 

 Signify Assessing Risks, Threats, and Vulnerabilities 

 Understand Information Security Gap 

 Take measures to Keep Private Data Confidential 

 Signify Endpoint and Device Security  
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6.1 Introduction 

   

We must identify the elements in the organization that support the business objectives. These 

elements are called business drivers. Business drivers include people, information, and 

conditions that support business objectives. Information security activities directly support 

several common business drivers, including compliance and efforts to protect intellectual 

property. Security activities can also negatively affect business drivers, making it more difficult 

to satisfy business objectives. Some outside requirements direct how the organization carries out 

its tasks. These requirements can come from legislation, regulation, industry demands, or even 

standards. Every organization has some requirements with which it must comply. There are 

multiple ways that organization can meet requirements. Most regulations require that you 

develop plans to handle business interruptions or disasters. In fact, most activities that restore 

operations after an interruption support several requirements. Always consider different controls 

to satisfy compliance requirements. It’s important that you balance security activities with their 

impact on your business drivers to protect your information’s security 

 

6.2 Risk Management  

  

Risk management is the process of identifying, assessing, prioritizing, and addressing risks. Any 

organization that is serious about security will view risk management as an ongoing process. 

Risk management is not something you do just once. Each part of the risk management process 

is separate but can and will occur many times. Risk management ensures that you have planned 

for risks that are most likely to have an effect on your organization. A secure organization has 

plans in place to address risks before events occur. Thus, organizations that align security with 

their strategic business objectives can drive business success with risk mitigation. Every business 

possesses assets or resources, whether intellectual property, infrastructure and facilities, or 

employees. Risk is the probability that an uncertain event will affect one or more of those 

resources. Most people view risks only in terms of negative effects. Business have to minimize 

the effects of negative risks and maximizes the effects of positive risks.  
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A threat is the frequency of any event. In most cases, the events in the threat equation are 

negative or adverse events. Vulnerability is the likelihood that a specific threat will successfully 

be carried out. Multiplying the probability of a threat and the likelihood of a vulnerability yields 

the risk of that particular event. Risks apply to specific assets or resources. If you multiply the 

risk probability by the value of the resource, the result is the expected loss from exposure to a 

specific risk. Many people have never thought of risk as a positive thing. However, uncertainty 

can result in events that have negative or positive effects. For example, suppose organization 

plans to deploy new software to end users based on projected availability from software vendor. 

Risk-management plan should address the responses to both an early and a late software 

delivery. If you receive the software early, you can either perform more exhaustive testing or 

begin deployment early. If your software vendor is late delivering software to you, you may miss 

your projected deployment date. You should have plans in place to address both the positive and 

negative effects of a delivery date that does not match your schedule.  

A risk methodology is a description of how to manage risk. The risk methodology that an 

organization adopts should include the approach, the required information, and the techniques to 

address each risk. The approach defines how you will carry out the steps of the risk methodology 

process. For example, the approach could state that risk analysis will be conducted at specified 

intervals. The tools for conducting this analysis can include the documents that define, 

categorize, and rank risks. This approach provides a prescriptive approach to project 

management in general, including risk management. The result of the risk identification process 

is a list of identified risks called risk register. The risk register can contain many different types 

of information but should contain at least the following:  

 A description of the risk  

 The expected impact if the associated event occurs  

 The probability of the event occurring   

 Steps to mitigate the risk  

 Steps to take should the event occur  

 Rank of the risk  

An organization’s ability to respond to any risk starts with how well you identify potential risks. 

Be creative when asking for risk register input. Using multiple perspectives will give a more 
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complete response plan. We can solicit input for the risk register in several ways like risk 

identification brainstorming meetings, formal surveys, informal polls and requests for comments 

and incentive events, such as ―lunch and learn‖ sessions that include a forum for collecting 

comments and feedback. It’s crucial to ensure that you have the support of the organization’s 

upper management.  

Without management’s support, you’ll likely lack the authority to carry out the steps 

needed to develop a good risk management plan. Don’t bring in management as an afterthought. 

As the process of collecting information continues, more and more people should become 

involved. However, larger groups can discourage participants from speaking up about 

weaknesses within your organization. They may fear reprisal or fear that others will view them 

as complainers. the Delphi method, produces the candid results. This is an approach to using 

formal anonymous surveys in multiple rounds to collect opinions and information. Because the 

surveys are anonymous, the method encourages candid responses. A panel reviews each round of 

survey responses and creates a new survey based on the results of the previous round. Multiple 

rounds allow to focus on areas of concern and assemble detailed information from a number of 

subject matter experts. Risk management is process starts with a risk, threat, and vulnerability 

analysis or assessment of the User, Workstation, networks, Remote Access, and 

System/Application domains.   

6.3 Implementing a BIA, a BCP, and a DRP 

  

The primary focus of risk management is to preempt realized threats. It’s not possible to foresee 

and prevent every event that results in loss. That means that the likelihood still exists that any 

organization will encounter an event that will interrupt normal business operations. Information 

security requires all information to be available when any authorized user needs it. We have to 

develop and implement methods and techniques for protecting the organization’s IT resources 

and ensuring that events do not interrupt normal business functions.  

6.3.1 Business Impact Analysis 

The first step in developing plans to address interruptions is to identify those business functions 

that are crucial to organization. Some of the organization’s activities are critical to the operation 
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of the business, and some aren’t. When an event interrupts organization’s ability to conduct 

operations, it’s important to restore the most crucial operations first. Before you can do this, you 

have to identify what those functions are. Business impact analysis (BIA) is a formal analysis of 

an organization’s functions and activities that classifies them as critical or noncritical. A BIA 

helps define a road map for business continuity and disaster recovery. Critical functions are 

required to run the business. If we cannot carry out a critical function, it causes unacceptable 

damage. Noncritical functions may be important, and we might miss them if they did not exist, 

but their absence would not stop an organization from conducting business. BIA arranges critical 

activities based on importance and helps an organization determine which functions to restore in 

what order if there is a major interruption.  

BIAs also assist organizations with risk management and incident response planning. In the BIA, 

each critical function is fully described in its own section, including a description of recovery 

goals and requirements for each function. Recovery goals and requirements are expressed as 

follows:  

Recovery point objective (RPO) - Measured in time, the RPO is the maximum amount of data 

loss that is acceptable. Depending on the nature of the function, staff members may be able to 

recreate or reenter data. RPO provides direction on how to back up data, policies on recovery, 

and whether loss prevention or loss correction is a better option.  

Recovery time objective (RTO) - The RTO expresses the maximum allowable time to recover the 

function. Many less formal recovery plans overlook RTO. Time may be a critical factor, and 

specifying the requirements for recovery time helps determine the best recovery options.  

Business recovery requirements-These requirements identify any other business functions that 

must already be in place for the specified recovery function to occur. Business recovery 

requirements help in determining the recovery sequence.  

Technical recovery requirements-Technical recovery requirements define the technical 

prerequisites that are needed to support each critical business function.  

6.3.2 Business Continuity Plan 

A business continuity plan (BCP) is a written plan for a structured response to any events that 

result in an interruption to critical business activities or functions. Performing a BIA is an 

important step toward generating a BCP. In that the BIA identifies the resources for which a 
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BCP is necessary. There is generally no reason to develop a BCP for resources that aren’t crucial 

to an organization’s survival. The BCP primarily addresses the processes, resources, equipment, 

and devices needed to continue conducting critical business activities when an interruption 

occurs that affects the business’s viability. The most important part of any BCP is setting 

priorities, with the understanding that people always come first. There are no exceptions. Any 

plan that addresses business interruptions and disasters must place the safety and well-being of 

the organization’s people as the highest priority. All other concerns are secondary. The order of 

priorities for a well-balanced BCP should be as follows:  

 Safety and well-being of people  

 Continuity of critical business functions and operations, whether onsite or offsite, 

manual, or dependent upon IT systems  

 Continuity of IT infrastructure components within the seven domains of an IT 

infrastructure  

We must address the needs of each category before continuing to the next category. If conditions 

are hazardous for humans, those humans can’t do anything productive. If people are safe but 

your building is damaged, we cannot replace servers or network hardware. We must wait for the 

damage to be repaired or for the organization to be relocated to restore infrastructure 

components. Keep the order of resource priority in mind as you develop plans to avoid business 

process interruptions. A formal BCP isn’t just helpful for many organizations—in some 

circumstances, it’s required. Legislation and regulations often require a BCP to ensure that 

systems are safe. Today’s organizations increasingly rely on IT resources and require a solid IT 

infrastructure to conduct business. The cost for system downtime for these companies can be 

extreme. Direct and indirect costs associated with downtime can exist in several categories, 

including: Lost customers,  Lost revenue, Lost market share, Additional expenses, Damaged 

reputation.  

Organizations must consider contingency and recovery plans from a comprehensive perspective. 

Plans cannot focus on individual resources to the exclusion of others. Although each of the 

components of contingency and recovery plans do generally address specific resources, they 

must do so within a larger context. Elements of a complete BCP should include the following:  
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• Policy statement defining the policy, standards, procedures, and guidelines for 

deployment  

• Project team members with defined roles, responsibilities, and accountabilities  

• Emergency response procedures and protection of life, safety, and infrastructure  

• Situation and damage assessment  

• Resource salvage and recovery  

• Alternate facilities or triage for short-term or long-term emergency mode of operations 

and business recovery.  

BCP directs all activities required to ensure that an organization’s critical business functions 

continue with little or no interruption. The BCP assumes that the infrastructure components 

needed to support operations are in place. Unfortunately, that is not always the case after a 

disaster. What happens when a fire destroys data center? How can we continue business 

operations in that case? The answer is, you need another plan: a disaster recovery plan (DRP).  

6.3.3 Disaster Recovery Plan 

A disaster recovery plan (DRP) directs the actions necessary to recover resources after a disaster. 

A DRP is part of a BCP. It is necessary to ensure the restoration of resources required by the 

BCP to an available state. The DRP extends and supports the BCP by identifying events that 

could cause damage to resources that are necessary to support critical business functions. The 

BCP already contains a list of the resources necessary to support each business function. The 

next step in developing a DRP is to consider what could happen to each resource. 

A BCP does not specify how to recover from disasters, only interruptions. In general, an 

interruption is a minor event that may disrupt one or more business processes for a short period. 

In contrast, a disaster is an event that affects multiple business processes for an extended period. 

Disasters often also cause substantial resource damage that we must address before resolving the 

business process interruption. 

Threat Analysis  

A threat analysis involves identifying and documenting threats to critical resources. Before you 

can recover from a disaster, you need to consider what types of disasters are possible and what 
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types of damage they can cause. For example, recovering from a data-center fire is different from 

recovering from a flu epidemic. Some common threats are: Fire, Flood, Hurricane, Tornado , 

Disease, Earthquake, Cyberattack, Sabotage, Utility outage, and  Terrorism. With the exception 

of disease, each of these threats has the potential to damage an organization’s infrastructure. In 

contrast, disease directly affects personnel. We can address disease with various solutions. If, 

however, the disease affects people charged with carrying out the recovery plans, the recovery 

may be unsuccessful. These threats do not necessarily occur one at a time. One threat may lead 

to another threat. For example, a flood that introduces contaminated water into an office may 

lead to disease that incapacitates your staff. As another example, a tornado or earthquake could 

result in a fire. Always assume that disasters may occur in groups, not only as single events.  

Impact Scenarios  

After defining potential threats, the next step in creating a comprehensive DRP is to document 

likely impact scenarios. These form the basis of the DRP. In most organizations, planning for the 

most wide-reaching disaster rather than focusing on smaller issues results in a more 

comprehensive plan. Narrowing the focus on smaller issues can result in a DRP that fails to 

consider a broader strategy. A broader strategy is necessary to recover from the loss of multiple 

resources simultaneously. An impact scenario such as ―Loss of Building‖ will likely encompass 

all critical business functions and the worst potential outcome from any given threat. A DRP may 

include additional impact scenarios if an organization has more than one building. A solid DRP 

might also contain additional, more specific impact scenarios. For example, your plan may 

include a scenario that addresses the loss of a specific floor in a building. Many plans 

underestimate the resources necessary to move from one location to another. Don’t neglect the 

resources necessary to execute each step of your plan. A recovery plan that fails just because you 

didn’t have access to a truck large enough to move your equipment to an alternate site isn’t a 

very solid plan.  

Recovery Requirement Documentation  

Once we complete the analysis phase, we should document the business and technical 

requirements to initiate the implementation phase. We will likely need access to asset 

information, including asset lists and their availability during a disaster. Each asset has an owner. 

The owner of an asset must grant access to it to the disaster relief team. Typically, the BCP and 

DRP have team leaders who have full authority to conduct their tasks and functions to enable 
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business continuity or recovery of business functions and operations. BCP and DRP teams 

typically include executive management, legal, and public relations staff members to address all 

aspects of internal and external communications. 

The asset information must already be identified and provided in the BCP. This information must 

be readily available for the disaster recovery team and includes the following:  

• Complete and accurate inventory of all facility assets  

• Complete and accurate inventory of IT assets, hardware, software, licenses, contracts, and 

maintenance agreements  

• Complete and accurate list of alternative office facilities and triage locations  

• Complete and accurate list and contact details for business partners, vendors, service 

providers, and suppliers  

• Disaster recovery team member contact information—work and personal  

• Critical business functions and operations and required IT systems, applications, resources, 

and data recovery  

• Retrieval of backed-up data for recovery and use  

• Detailed IT system, application, and data recovery procedures  

• Disaster recovery team members and resources needed for manual and workaround 

solutions  

• Recovery time objectives (RTO) and steps required to achieve this metric  

Disaster Recovery  

It’s important to train all personnel on the proper response to any disaster. A common mistake is 

for personnel to be too eager to begin the recovery process. Even though the organization has 

devoted substantial time and resources to developing a DRP, we must ensure that we react to the 

disaster, not the plan.  

The critical steps in responding to a disaster include the following:  

• Ensure everyone’s safety first—No other resource is as important as people.  

• Respond to the disaster before pursuing recovery—Required response and containment 

actions depend on the nature of the disaster and may not have anything to do with the 

recovery effort.  

• Follow the DRP, including communicating with all affected parties—Once people are 

safe and have responded to the disaster, we can pursue recovery actions.  
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Disaster recovery is an extension of the DRP. It addresses recovering from common system 

outages or interruptions. A disaster is generally larger than a common outage, and the resources 

may not be available to enact simple recovery solutions. We must test DRP to identify gaps. 

Once the gaps are identified, we need to further refine the DRP. We can engage a disaster 

recovery firm to assist in such tests. These tests can range from simple reviews to complete 

disaster simulations. The most effective tests simulate real disasters, including transferring 

software between computer systems and ensuring that we can establish communications at an 

alternate location.  

6.4 Assessing Risks, Threats and Vulnerabilities 

 

One of the first steps in developing comprehensive BCPs and DRPs is to fully assess the risks, 

threats, and vulnerabilities associated with the organization’s critical resources. We cannot 

protect the environment from every possible threat, so it’s necessary to prioritize. Until one 

knows the risks, one can’t know which remedies are necessary. There are many approaches to 

assessing risk. Each organization conducts the process in its own unique way. Instead of starting 

from scratch in the risk assessment process, we can use one of the many methodologies that are 

available. At least one of these is likely a good fit for organization. Investing the time to research 

the various offerings can make the whole process more effective and efficient. 

6.5 Closing the Information Security Gap 

 

In spite of all best efforts, no collection of security controls is perfect. There are always some 

vulnerabilities for which there are no controls. The difference between the security controls we 

have in place and the controls we need in order to address all vulnerabilities is called the security 

gap. A valuable tool to help organization’s security policy is a gap analysis. From an IT security 

perspective, a security policy defines a risk-mitigating definition or solution for your 

organization. A gap analysis is a comparison of the security controls we have in place and the 

controls we need in order to address all identified threats. Gap analysis activities should be 

ongoing. They should consist of regular reviews of day-to-day practices vis-à-vis the latest threat 

assessment. Threats that we do not address through at least one control indicate gaps in your 

security. Performing gap analysis is an effective method for gauging the overall security of an 
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organization’s IT environments. In addition, a gap analysis can provide assurances that security 

implementations are consistent with real requirements. We can conduct many different types of 

gap analysis activities. They can be formal investigations or informal surveys. Factors that 

influence the analysis include the size of the organization, the industry in which we operate, the 

cost involved, the efforts involved, and the depth of the analysis.  

6.6 Keeping Private Data Confidential  

 

One of the most important classes of security controls is those that keep information confidential. 

Ensuring availability and integrity is important, but confidentiality gets the most attention. That’s 

because we cannot undo a confidentiality violation. That is, once someone views confidential 

data, there is no way to remove those data from his or her memory. We must pay careful 

attention to each of the three tenets of information security to protect organization’s data assets.  

The three tenets of information security are confidentiality, integrity, and availability of data. At 

the highest level, data are secure when they are available to authorized users and not available to 

unauthorized users. You will have to cover many details before you can fully ensure your data’s 

security. Maintaining confidentiality will certainly be a recurring theme. In fact, many controls to 

ensure confidentiality also ensure other aspects of data security. As you learn more about various 

security controls, you will see how they work together to protect data from unauthorized use. 

Most strategies to secure data use a three-pronged approach that includes the techniques of 

authentication, authorization, and accounting. These three techniques help ensure that only 

authorized users can access resources and data. They also ensure that enough information is 

captured to troubleshoot access issues after the access occurs. Investigations into security 

incidents rely on accounting information to reconstruct past events. The basic purpose of the 

three-pronged approach is to maintain security by preventing unauthorized use of any protected 

resource. Many authentication and access controls can help accomplish this task. Some of the 

authentication controls you will learn about include the following:  

 Passwords and personal identification numbers (PINs)  

 Smart cards and tokens  

 Biometric devices  

 Digital certificates  
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 Challenge-response handshakes  

 Kerberos authentication  

 One-time passwords  

Once you have authenticated a user, access controls help ensure that only authorized users can 

access the protected resource. Authorization controls you will learn about include the following:  

 Authentication server rules and permissions  

 Access control lists  

 Intrusion detection and prevention  

 Physical access control  

 Connection and access policy filters  

 Network traffic filters  

These two lists give a brief overview of some of the security controls that help to ensure your 

organization’s data security. 

 

Mobile Workers and Use of Personally Owned Devices 

Another emerging business driver for companies and organizations is mobility. Mobility allows 

remote workers and employees to be connected to the IT infrastructure in almost real time. This 

means that speed and effective communications can help businesses increase productivity, sales, 

revenue, and profit. The hyper connected mobile worker is now ―always on.‖ This helps drive 

productivity throughout the organization. The prevalence of these mobile road warriors, such as 

outside sales representatives who visit clients, introduces a critical risk element for businesses, 

given that the point of entry into the organization’s IT infrastructure is performed by the user 

within the User Domain connecting via the Workstation Domain with their endpoint device. 

Mobility is the business driver that is leading businesses and organizations to adopt a Bring Your 

Own Device (BYOD) strategy. BYOD is a term that addresses employees using their personally 

owned devices, such as a laptop computer or smartphone, for business use as well as personal 

use.  

The acceptance of BYOD into corporate environments and government environments has 

created a unique business challenge that must be solved. This challenge is based on the fact that 

the IT asset is owned by the employee. Regardless, that IT asset and its user must still abide by 
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the organization’s mobility, BYOD, and acceptable-use policy. The following elements are 

commonly addressed in a BYOD policy definition:  

 Data ownership - Personal data such as contacts, pictures, or emails are the intellectual 

property of the employee. Business emails and all attachments are the intellectual 

property of the organization. This distinction must be clearly defined in a BYOD policy.  

 Support ownership - The employee owns the IT asset and all support and maintenance 

responsibilities unless reimbursement is approved by the organization.  

 Antivirus management - Any IT asset that accesses the organization’s intellectual 

property must have proper (as defined by the BYOD policy) antivirus/anti-malware 

protection installed. 

 Forensics - Employees must agree that if their personally owned IT asset is part of a 

formal incident response investigation, the IT asset may be confiscated to conduct a 

thorough forensics investigation on the asset.  

 Privacy - Employees are entitled to retain and maintain their privacy.  

 Onboarding/offboarding - The BYOD policy should be explained and agreed to during 

the HR onboarding process.  

 Adherence to corporate policies - The use of personally owned IT assets requires 

employees to abide by all other policies and procedures, including the acceptable []]0use 

policy.  

 Legal concerns - Employees must agree to abide by the organization’s policies and 

procedures, particularly if a legal issue or incident investigation is involved (for example, 

a forensics investigation).  

6.7 Endpoint and Device Security 

With mobility and Bring Your Own Device (BYOD) comes the need to enable endpoint or 

device security controls. The following discussion presents endpoint device security controls that 

can mitigate the risks, threats, and vulnerabilities commonly associated with mobility and BYOD 

environments:  

 Full device encryption - Require that laptops, tablets, and smartphones are equipped with 

data encryption, thus mitigating the risk of a lost or stolen device.  
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 Remote wiping - Install software that will enable organizations to initiate remote wiping 

of data or email in the event of loss or theft of the device.  

 Lockout - Require device screen savers with lockout timers that conform to the 

organization’s Workstation Domain security policies and procedures. Screen locks—

Require a password-protected screen-lock function that requires the owner to enter a 

password to gain access to the device.  

 Global positioning system (GPS) - Install a GPS that uses satellite and/or cellular 

communications to pinpoint the physical location of the device if it is connected to a 

communications network.  

 Application control - Install software that allows for application control or device control.  

 Storage segmentation - Require that devices that are shared for personal and business use 

have segmented storage to physically separate personal data from business data.  

 Asset tracking - Require that all IT assets that are connected to the IT infrastructure, 

whether personally owned or owned by the organization, be tracked as IT assets by the 

organization.  

 Inventory control - Require that all mobile devices owned by employees be IT–asset 

inventoried such that proper change management and incident response can be performed 

to all endpoint devices.  

 Mobile device management - Require that a mobile device management (MDM) software 

agent (a software application that allows organizations to monitor, control, data wipe, or 

data delete business data from a personally owned device) be installed on any mobile 

device.  

 Device access control - Require that all personally owned devices conform to the 

organization’s BYOD policy and have proper device access controls to access the IT 

asset itself, access controls for email access, and access controls for remote access to the 

IT infrastructure.  

 Removable storage - Require the use of removable storage or data backups as defined in 

the organization’s BYOD policy and acceptable-use policy. Data backups of personal 

data are the responsibility of the employee. Data backups of business data are the 

responsibility of the employee or the organization, according to policy definition.  
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 Disabling unused features - Depending on the BYOD policy and acceptable-use policy 

definition, disallow the use of specific applications and features, such as the use of text 

messaging of sensitive data. 

6.8 Check your progress 

1. What is security threat? 

2. With respect to IT security, a risk can result in only negative effect (True/False) 

3. First step toward generating a BCP is______________ 

4. A DRP is part of a BCP (True/False)? 

5. Define gap analysis 

6. BYOD stands for  

7. Define Threat analysis. 

    

Answers to check your progress 

1. Security threat is defined as a risk which can steal confidential data and harm computer 

systems as well as organization. 

2. False 

3. Performing a BIA 

4. True 

5. Gap analysis is a comparison of the security controls in place and the controls we need in 

order to address all identified threats. 

6. Bring Your Own Device 

7. Threat analysis involves identifying and documenting threats to critical resources 

     

6.9 Summary 

 Business drivers that support business objectives are people, information, and conditions.  

 Risk management is the process of identifying, assessing, prioritizing, and addressing risks. 

Any organization that is serious about security will view risk management as an ongoing 

process. 
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 Business have to minimize the effects of negative risks and maximizes the effects of positive 

risks. 

 A risk methodology is a description of how to manage risk. The risk methodology that an 

organization adopts should include the approach, the required information, and the techniques 

to address each risk. 

 Business Impact Analysis (BIA) is a formal analysis of an organization’s functions and 

activities that classifies them as critical or noncritical. A BIA helps define a road map for 

business continuity and disaster recovery. 

 Business Continuity Plan (BCP) is a written plan for a structured response to any events that 

result in an interruption to critical business activities or functions. 

 Disaster Recovery Plan (DRP) directs the actions necessary to recover resources after a 

disaster. 

 Threat analysis involves identifying and documenting threats to critical resources. 

 Gap analysis is a comparison of the security controls we have in place and the controls we 

need in order to address all identified threats. 

 BYOD is a term that addresses employees using their personally owned devices, such as a 

laptop computer or smartphone, for business use as well as personal use. 

6.10 Keywords 

 BIA-Business Impact Analysis  

 DRP-Disaster recovery plan  

 BCP -Business Continuity Plan  

 BYOD-Bring Your Own Device  

 PMI -Project Management Institute 

 

6.11 Questions for self study 

1. What is risk register? 

2. Define Risk management. 

3. Write notes on Business continuity plan (BCP) 

4. Describe -  Business Impact Analysis? 
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5. Write notes on Disaster Recovery Plan 

6. What is meant by threat analysis? 

7. Mention the authentication control methods 

8. List the authorization control methods 
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7.0 Objectives 

After studying this unit, you will be able to: 

 Define access control concepts and technologies 

 Describe the formal models of access control 

 Describe how identity is managed by access control 

 Explain Policies and Procedures for Accountability 
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7.1 Introduction 

Access control methods are used to restrict and allow access to certain items, such as 

automobiles, homes, computers, and even your smartphone. Access control is the process of 

protecting a resource so that it is used only by those allowed to use it. Access controls protect a 

resource from unauthorized use. Just as the lock-and-key systems for your house or car are 

access controls, so are the personal information numbers (PINs) on your bank or credit cards. 

Another way to define access controls is that they are mitigations put into place to protect a 

resource from a threat.  

Access control is the method by which systems determine whether and how to admit a user into a 

trusted area of the organization—that is, information systems, restricted areas such as computer 

rooms, and the entire physical location. 

 Access control is achieved through a combination of policies, programs, and technologies. They 

are tools to make sure that only ―allowed‖ users can access a resource. Businesses use access 

controls to manage what employees can and cannot do. Access controls define who users (people 

or computer processes) are, what users can do, which resources they can reach, and what 

operations they can perform. Access control systems use several methods to achieve this goal, 

including passwords, hardware tokens, biometrics, and certificates. Access can be granted to 

physical assets, such as buildings or rooms. Access can also be granted to computer systems and 

data. 

7.2 Functions of Access Control 

Before an asset can be protected, the protector must know some information about the intended 

user. Four fundamental functions of access control systems are:  

1. Identification - Who is asking to access the asset? 

2. Authentication - Can the requestor’s identity be verified?  

3. Authorization - What, exactly, can the requestor access? And what can they do?  

4. Accountability - How can actions be traced to an individual?  

These functions are divided into two phases:  

1. The policy definition phase - This phase determines who has access and what systems or 

resources they can use. The authorization definition process operates in this phase.  
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2. The policy enforcement phase - This phase grants or rejects requests for access based on 

the authorizations defined in the first phase. The identification, authentication, 

authorization execution, and accountability processes operate in this phase. 

 

Identification is a mechanism whereby unverified or unauthenticated entities who seek access to 

a resource provide a label by which they are known to the system. This label is called an 

identifier (ID), and it must be mapped to one and only one entity within the security domain.  

Authentication is the process of validating an unauthenticated entity’s purported identity. 

Examples include Password, or other unique authentication code, ID cards, token for remote 

login authentication, and individual characteristics- biometrics 

Authorization is the matching of an authenticated entity to a list of information assets and 

corresponding access levels. This list is usually an ACL (Access Control List) or access control 

matrix. 

In general, authorization can be handled in one of three ways: 

• Authorization for each authenticated user, in which the system performs an 

authentication process to verify each entity and then grants access to resources for only 

that entity. This process quickly becomes complex and resource-intensive in a computer 

system. 

• Authorization for members of a group, in which the system matches authenticated 

entities to a list of group memberships and then grants access to resources based on the 

group’s access rights. This is the most common authorization method. 

• Authorization across multiple systems, in which a central authentication and 

authorization system verifies an entity’s identity and grants it a set of credentials. 

Authorization credentials, which are also called authorization tickets, are issued by an 

authenticator and are honored by many or all systems within the authentication domain. 

Accountability 

 Accountability, also known as auditability, ensures that all actions on a system—authorized or 

unauthorized—can be attributed to an authenticated identity. Accountability is most often 

accomplished by means of system logs, database journals, and the auditing of these records. 
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Systems logs record specific information, such as failed access attempts and systems 

modifications. Logs have many uses, such as intrusion detection, determining the root cause of a 

system failure, or simply tracking the use of a particular resource. 

7.3 Types of Access Controls 

Two types of access control are  

 Physical Access Control and  

 Logical Access Control 

Physical Access Control: These control access to physical resources. This include buildings, 

parking lots, and protected areas. For example, we have a key to the door of office. This key 

controls the physical access to office. An organization’s facilities manager is often responsible 

for physical access control. This person might give employee a security card (also known as a 

smart card) programmed with employee ID number. Employee might need to swipe this card to 

unlock a door leading to his/her office. This card allows employees to enter these locations. The 

organization’s authorization policy grants an employee, physical access to certain places. People 

without an authorized card shouldn’t get past the front gate. These cards control access to 

physical resources.  

Logical Access Control: These control access to a computer system or network. Companies 

probably require that enter a unique username and password to log on to a company computer. 

That username and password allow employee to use organization’s computer system and 

network resources. 

Security administrators use logical access controls to decide who can get into a system and what 

tasks they can perform. A system manager can also use logical access controls to influence how 

staff personnel use a system. Examples of system controls for a human resources (HR) system 

include the following:  

o Deciding which users can get into a system - HR employees may be the only employees 

who are allowed to reach sensitive information stored on an HR server.  

o Monitoring what the user does on that system - Certain HR employees might be allowed 

to view documents, but other HR employees might be able to actually edit those 

documents.  
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o Restraining or influencing the user’s behavior on that system - An HR staffer who 

repeatedly tries to view restricted information might be denied access to the entire 

system. These permissions control access to system resources. 

7.4 Security Kernel 

The security kernel is the central part of a computing environment’s hardware, software, and   

firmware that enforces access control for computer systems. The security kernel provides a 

central point of access control and implements the reference monitor concept. It mediates all 

access requests and permits access only when the appropriate rules or conditions are met. 

 

Fig 7.1: Enforcing Access control 

 

Figure 7.1 shows a request for access coming from the subject to a particular object—here, a file. 

The reference monitor intercepts the access request. The access is granted according to the rules 

in the security kernel database. This rule base might be an access control list (ACL), a directory, 

or another repository of access permissions. If the rules permit the access request, the reference 

monitor permits access and creates a log entry. 

Overall security of any system’s access control depends on the security of the operating system. 

Most of the popular operating systems provide extensive security features. Some computing 

environments need even more security guarantees than most operating systems provide. Systems 

that handle extremely sensitive information, such as classified information on government 
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servers, need more security controls. Several operating systems have included additional controls 

to address the additional security needs of such systems. These operating systems, referred to as 

Trusted Operating System (TOS), provide features that satisfy specific government requirements 

for security. 

Access Control Policies 

An access control policy is a set of rules that allows a specific group of users to perform a 

particular set of actions on a particular set of resources. If users aren’t authorized, they don’t 

have access to system functions or system resources. One must understand the four central 

components of access control to manage access control policies:  

1. Users - These are the people who use the system or processes that perform some service 

for other people or processes. A more general term for users is subjects.  

2. Resources - Protected objects in the system. Resources can be accessed only by 

authorized subjects. Resources can be used only in authorized ways.  

3. Actions - Activities that authorized users can perform on the resources.  

4. Relationships - Optional conditions that exist between users and resources.  

 

7.5 Authorization Policies 

 

The first step to controlling access is to create a policy that defines authorization rules. 

Authorization is the process of deciding who has access to which computer and network 

resources. In most organizations, authorization is based on job roles, background screening, and 

any government requirements. These conditions or policies are decided primarily by either a 

group membership policy or an authority-level policy. The most detailed authorization policy is 

based on each individual user. In this type of policy, each user has specific assigned privileges. 

These user assigned privileges allow administrators to define approved resource access at a very 

detailed level. However, maintaining a user-based authentication approach is very difficult. This 

type of authentication requires a lot of administration time to stay current. In a group 

membership policy, authorization is defined by what group(s) users are in. Assigning group-

based privileges reduces the administrator workload by grouping similar users together. For 

example, perhaps only the security cards of members of the IT department give access to the 
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room where computer equipment is stored. If an employee is not a member of this IT group, his 

security card does not let enter this room to retrieve a new monitor. If he wants to access the 

computer equipment storage room, he must first contact the IT department, which likely assigns 

a member of the IT group to help him. In an authority-level policy, he need a higher degree of 

authority to access certain resources. For example, perhaps only a senior-level member of the IT 

group has permission to enter the room that houses servers. Servers are often more valuable than 

computer monitors, so a policy might specify that only a senior staff member can enter the server 

room.  

7.6 Methods and Guidelines for Identification 

Once we define authorization rules in an authorization policy, we can enforce the rules. Each 

time a user requests access for a resource, the access controls grant or deny access based on the 

authorization policy. The first step in enforcing an authorization policy is identification. 

Identification is the method a subject use to request access to a system or resource. A subject can 

be a user, a process, or some other entity. There are several methods commonly used to identify           

subjects. The method we choose depends on our security requirements and the capabilities of the 

computing environment. In the next section, we will see various methods and guidelines for how 

a subject identifies itself to a system. 

Identification Methods 

 A username is the most common method to identify a user to a system. A username can be in 

the form of a user ID, an account number, or some other assigned identifier. Some applications 

identify a user through the use of a smart card, which often takes the form of a plastic credit card. 

Smart cards make it easy for subjects to provide complex identification credentials without 

having to remember long passwords. We can swipe a smart card through a card reader that grants 

access to parking facilities, buildings, and rooms. Biometrics are another access control method 

for identifying subjects. Biometrics are used to recognize humans based on one or more physical 

or behavioral traits. Examples of biometrics include fingerprints, face or voice recognition, DNA 

matching, handwriting, retina scans, and even the way a person types. 

Identification Guidelines  

To ensure that all actions carried out in a computer system can be associated with a specific user, 

each user must have a unique identifier. That means that it is important for each user to have a 
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different user account from any other user. Account policy should prohibit generic accounts and 

user account sharing. A unique identifier (an ID) makes it possible to tell the difference between 

multiple users with the same name. The process of associating an action with users for later 

reporting or analysis is called accounting. It is important to keep current the data used to identify 

subjects and monitor those data closely. Disable the IDs of users who leave the organization or 

who are inactive for an extended time. Apply standard naming conventions; and these should not 

relate to job functions. The process for issuing IDs should be documented and secure.   

7.7 Processes and Requirements for Authentication 

  

The next step in access control is authentication. In this part of access control, a user validates, or 

proves, the identity he or she provided during identification. Authentication answers the 

question, Are users who they say they are? Authentication proves that the subject requesting 

access is the same subject who has been granted access. Without authentication, we could never 

really know if users are who they say claim to be. 

Authentication Types 

There are five types of authentication:  

 Knowledge - Something we know, such as a password, passphrase, or personal 

identification number (PIN).  

 Ownership - Something we have, such as a smart card, key, badge, or token.  

 Characteristics - Some attribute that is unique to us, such as our fingerprints, retina, or 

signature. Since the characteristics involved are often physical, this type of authentication 

is sometimes defined as something we are.  

 Location - Somewhere we are, such as our physical location when we attempt to access a 

resource.  

 Action - Something we do or how we do it, such as the way we type on a keyboard.  

Each type of authentication can be easily compromised on its own. The use of controls from only 

one category is known as single-factor authentication. Systems containing sensitive or critical 

information should use at least two of these authentication types. The use of techniques from two 

or more of these categories is called two-factor authentication and provides a higher level of 

security than using only one.  
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Authentication by Knowledge  

Authentication by knowledge is based on something we know, such as a password, passphrase, 

or PIN. Static passwords are those that are seldom, if ever, changed. Passwords are the oldest and 

most common method of authentication for computer systems. They are also the weakest. We 

should not use passwords alone to protect valuable resources. As the value of a resource 

increases, so should the strength of the access controls protecting it. Two-step authentication 

should be the minimum requirement for valuable resources. Password account policies are based 

on the challenges in security domain and new technology 

Authentication by Ownership: Authentication by ownership is the second type of verification. 

This is based on something we have, such as a smart card, a key, a badge, or a token. Tokens can 

be synchronous or asynchronous. 

Authentication by Characteristics/Biometrics:  Biometrics can be used for both identification 

(physical biometrics) and authentication (logical biometrics). Biometrics involves measuring 

various unique parts of a person’s anatomy or physical activities. The common biometric 

measures can be categorized into two:  

• Static (for example, physiological) measures—What we are. Physiological biometrics 

include recognizing fingerprints, iris granularity, retina blood vessels, facial looks, hand 

geometry, and so on.  

• Dynamic (for example, behavioral) measures—What we do. Behavioral biometrics 

include voice inflections, keyboard strokes, and signature motions. Note that biometrics 

of this type are sometimes separated into their own category (authentication by action).  

Types of Biometrics: There are many types of biometrics, including:  

 Fingerprint—This records the pattern of ridges and valleys on the tip of a finger.  

 Palm print—This examines the physical structure of the palm. Both palm prints and 

fingerprints are considered highly accurate for verifying a user.  

 Hand geometry—With this type of biometric, a camera takes a picture of the palm of the 

hand and, using a 45-degree mirror, the side of the hand. An analysis is made using the 

length, width, thickness, and contour of the fingers.  

 Retina scan—This type of biometric analyzes the blood-vessel pattern of the rear portion 

of the eyeball area, known as the retina, using a low-level light source and a camera. A 
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retina scan is very accurate for identification and authentication. Facial recognition—

With facial-recognition biometrics, video cameras measure certain features of the face, 

such as the distance between the eyes, the shape of the chin and jaw, the length and width 

of the nose, the shape of cheekbones and eye sockets, and so on. Fourteen common 

features are selected from about 80 or so features that can be measured. These features 

are used to create a facial database.  

 Facial recognition is accurate for authentication because face angle can be controlled. 

However, it’s not as accurate for identification in a moving crowd. Because facial 

recognition is passive and nonintrusive, it can give continuous authentication. • Voice 

pattern—With voice-pattern biometrics, audio recorders and other sensors capture as 

many as seven parameters of nasal tones, larynx and throat vibrations, and air pressure 

from the voice. Voice pattern isn’t accurate for authentication, because voices can be too 

easily replicated by computer software. Accuracy can be further diminished by 

background noise. Most users accept this type of biometric. Response time varies up to 

14 seconds. Because of this long response time, it’s not popular for everyday use.  

 

Authentication by Location 

 A user’s physical location can also be a strong indicator of authenticity. Location can provide 

additional information to suggest granting or denying access to a resource. For example, suppose 

a user provides a PIN, along with a debit card number, to a card reader. The separate locations 

may raise enough suspicion to deny the necessary access to the funds.  

Authentication by Action  

One of the newest authentication methods is based on a user’s actions. There is confusion as to 

whether this is really a subset of biometrics. We already covered the details in the biometrics 

section, but be aware that authentication by action is sometimes set aside as a separate 

authentication category. It is also called something we do 

Single Sign-On  

A single sign-on (SSO) strategy allows users to sign on to a computer or network once and have 

their identification and authorization credentials allow them into all computers and systems 

where they are authorized.  



54 

 

7.8 Policies and Procedures for Accountability 

Accountability is tracing an action to a person or process to know who made the changes to the 

system or data. This is important for audits and investigations as well as for tracing errors and 

mistakes. Accountability answers the question, ―Can we hold users responsible for what they do 

on the system?‖ 

Log Files  

Log files are a key ingredient to accountability. Log files are records that detail who logged on to 

the system, when they logged on, and what information or resources they used. In the early days 

of computing, logs were used on systems that were shared by several users. It was necessary to 

charge users for their time using the systems, so logs tracked that data. 

Monitoring and Reviews  

One of the main reasons to track user access activities is to detect questionable actions and 

respond to them. Use software that monitors activity logs and generates alerts when it finds 

suspicious activity. Continuous monitoring is an important part of a secure access control 

system. But not all suspicious activity is obvious. At times the only way to detect account policy 

violations is to review user actions over a period of time. Account policy should include a 

requirement for periodic user account reviews.  

Data Retention, Media Disposal, and Compliance Requirements  

Many current laws require that organizations take measures to secure many types of data. The 

Health Insurance Portability and Accountability Act (HIPAA) is one example of legislation that 

requires data security. It protects the privacy of personal health data and gives patients certain 

rights to that information. Another example is the Fair and Accurate Credit Transactions Act 

(FACTA). FACTA requires any entity that keeps consumer data for business purposes to destroy 

personal data before discarding them. These and similar laws require the protection of privacy 

data with proper security controls. These laws outline the right ways to handle, store, and dispose 

of data. If these rules and regulations aren’t followed, intruders can, simply dive into dumpsters 

to get sensitive data. 

Procedures: Organizations can apply access controls in various forms, providing different levels 

of restriction and at different places within the computing system. A combination of access 

controls provides a system with layered, defense-in-depth (DiD) protection. A DiD approach 

makes it harder for attacks to succeed, because the attacker must compromise multiple security 
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controls to reach a resource. An attacker who successfully beats one security control should run 

into several other controls in a layered system. Security personnel should ensure that they protect 

every critical resource with multiple controls. Never rely on a single control to protect a 

resource. 

Security Controls: A security control is any mechanism intended to avoid, stop, or minimize a 

risk of attack for one or more resources. There are several types of security controls; these 

perform differently based on their purpose. Most organizations need a diverse mix of security 

controls to protect their systems from all types of attacks.   

Media Disposal Requirements: Most security attention tends to focus on securing active 

resources. Many organizations tend to overlook the fact that data still exist on retired media or 

even in the trash. It is important to ensure that no data leak out of an organization on discarded 

media. Media-disposal requirements prevent attackers from getting their hands on files, memory, 

and other protected data.  

7.9 Formal Models of Access Control 

Some of the most visible types of technical controls are those protecting access to computer 

resources. Most users have encountered access control restrictions. For example, any user who 

has typed an incorrect password should have been denied access. Because there are many ways 

to restrict access to different resources, it is helpful to refer to models to help design good access 

controls. There are several formal models of access control, including the following:  

 Discretionary access control (DAC) - With DAC, the owner of the resource decides who 

gets in and changes permissions as needed. The owner can give that job to others.  

 Mandatory access control (MAC) - With MAC, permission to access a system or any 

resource is determined by the sensitivity of the resource and the security level of the 

subject. It cannot be given to someone else. This makes MAC stronger than DAC.  

 Nondiscretionary access control - Nondiscretionary access controls are closely monitored 

by the security administrator, not the system administrator.  

 Rule-based access control - A list of rules, maintained by the data owner, determines 

which users have access to objects. 
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Discretionary Access Control (DAC) 

Discretionary access control is a means of restricting access to objects based on the identity of 

subjects and/or groups to which they belong. The controls are discretionary in the sense that a 

subject with certain access permission is capable of passing that permission on to any other 

subject. Security policies defined for systems used to process classified or other sensitive 

information must include provisions for the enforcement of discretionary access control rules. 

That is, they must include a consistent set of rules for controlling and limiting access based on 

identified individuals who have been determined to have a need to know for the information. 

These definitions apply equally to both public and private sector organizations processing 

sensitive information. 

Operating Systems-Based DAC: Operating systems have primary responsibility for controlling 

access to system resources such as files, memory, and applications. One of the main jobs for 

security administrators is to maintain access controls. Access controls are effective when they 

ensure that only authorized users can access resources. They are efficient when they ensure that 

users can access all the resources they need. Creating access controls that are both effective and 

efficient can be challenging. Organizations must decide how they will design and maintain 

access controls to best meet their needs. Here are a few points organizations must consider in 

developing access control policies:  

• Access control method - Today’s operating systems contain access control settings for 

individual users (rule-based) or for groups of users (role-based). Which method we use 

depends on the size of the organization and the way specific access rights need to be for 

individuals or roles.  

• New user registration - When new users are brought into an organization, their user 

accounts must be created. This can take a lot of time. It must be done quickly, however, 

so new people can do their jobs. User registration must be standardized, efficient, and 

accurate.  

• Periodic review - Over time, users often get special permission to complete a particular 

project or perform some special task. These permissions need to be reviewed from time 

to time to make sure they stop when they are no longer needed. This review solves 

problems of compliance and auditing by making sure people can access only required 

areas. 
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Application-Based DAC 

Application-based DAC denies access based on context or content. The application presents only 

options that are authorized for the current user. For example, an automatic teller machine (ATM) 

menu limits access by displaying only the options that are available to a particular user. We can 

apply security controls using these types of DACs based on user context or resource contents. 

In a context-based system, access is based on user privileges as defined in the user’s own data 

records. This is usually granted to persons acting in a certain job role or function. In a content-

dependent system, access is based on the value or sensitivity of data items in a table. This system 

checks the content of the data being accessed and allows. 

Permission Levels 

In a DAC environment, the authorization system uses permission levels to determine what 

objects any subject can access. Permission levels can be any of the following:  

• User-based - The permissions granted to a user are often specific to that user. In this 

case, the rules are set according to a user ID or other unique identifier.  

• Job-based, group-based, or role-based access control (RBAC)—Permissions are based 

on a common set of permissions for all people in the same or similar job roles.  

• Project-based - When a group of people (for example, a project team) are working on a 

project, they are often granted access to documents and data related just to that project.  

Mandatory Access Control 

Mandatory access control (MAC) is another method of restricting access to resources. First, 

determine the level of restriction by how sensitive the resource is. This is represented by a 

classification label. Individuals must then be formally authorized or obtain clearance to access 

sensitive information. Security policies defined for systems that are used to process classified 

information or any other sensitive information must include provisions for enforcing MAC rules. 

That is, they must include a set of rules that controls who can access what information. Under 

mandatory access control, the system and the owner jointly make the decision to allow access. 

The owner gives the need-to-know element. The system compares the subject and object labels 

that go with the terms, and then either grants or denies access. 

Temporal isolation restricts access to specific times. It first classifies the sensitivity level of 

objects. Then it allows access to those objects only at certain times. Temporal isolation is often 

used in combination with role-based access control. 
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Nondiscretionary Access Control 

In nondiscretionary access control, access rules are closely managed by the security 

administrator. They are not managed by the system owner or by ordinary users for their own 

files. Nondiscretionary access control can be used on many operating systems. This strategy is 

more secure than discretionary access control. The system doesn’t rely only on users’ 

compliance with organizational policies. Nondiscretionary access control helps ensure that 

system security is enforced and tamperproof. If the organization needs to manage highly 

sensitive information, we should seriously consider using nondiscretionary access control. It 

does a better job of protecting confidentiality and integrity than DAC. 

Rule-Based Access Control 

In a rule-based system, access is based on a list of rules that determine who should be granted 

access. Data owners make or allow the rules. They specify the privileges granted to users, such 

as read, write, execute. For technical and security-conscious users, this type of access control 

tends to work well. It doesn’t work as well in environments with many users or where users lack 

the necessary technical skills and training.  

Access Control Lists 

Most operating systems provide several options to associate lists or permissions with objects. 

These lists are called access control lists (ACLs). Different operating systems provide different 

ACL-enabling options. For example, Linux and OS X have read, write, and execute 

permissions. These can be applied to file owners, groups, or global users. Windows has both 

share permissions and security permissions, both of which enable ACLs to define access rules. 

Security permissions are used to get to resources when the user is logged on locally. Some 

Windows permissions include the following:  

 Share permissions—Full, change, read, and deny.  

 Security permissions—Full, modify, list folder contents, read-execute, read, write, 

special, and deny. In both share and security permissions, deny overrides every other 

permission.   

Role-Based Access Control 

Another type of access control is role-based access control (RBAC). An RBAC policy bases 

access control approvals on the jobs the user is assigned. The security administrator assigns each 
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user to one or more roles. Some operating systems use groups instead of roles. The resource 

owner decides what roles have access to which resources.  

Constrained User Interface 

With a constrained user interface, a user’s ability to get into—or interface with—certain system 

resources is restrained by two things: The user’s rights and permissions are restricted, and 

constraints are put on the device or program providing the interface. A device such as an ATM or 

software such as on a public-access kiosk browser lets users reach only specific functions, files, 

or other resources. It limits their access by restricting their ability to request access to 

unauthorized resources. For example, some systems gray out icons that are not available. Several 

methods of constraining users are as follows: 

 Menus—One way to keep users out of certain data is to simply not give them any idea 

that the data exist. When the user logs on, the menu that comes up does not include 

closed areas.  

 Database views - Also called view-based access control (VBAC), this approach is often 

used with relational databases. The database system creates a view for each user that 

limits the data that he or she is able to see.  

 Physically constrained user interfaces - The user interface mechanism presents the user 

with a limited number of options.  

 Encryption - This approach constrains users because it requires them to have the 

decryption key to reach or read information stored on the system. Encryption also hides 

information such as credit card details from the user. 

Other Access Control Models 

Other access control models have helped shaped today’s access controls. The most prominent 

access models include  

 Bell-La Padula model 

 Biba integrity model  

 Clark and Wilson integrity model, and  

 Brewer and Nash model  
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7.10 Effects of Breaches in Access Control 

Failure to control access can give opposition an advantage. That opposition might be a military 

force, a business interested in competitive intelligence, or even neighbor. The following is the 

list some of the losses that can occur:  

 Disclosure of private information  

 Corruption of data  

 Loss of business intelligence  

 Danger to facilities, staff, and systems  

 Damage to equipment  

 Failure of systems and business processes  

Not all incidents have the same effect. Some are easier to spot than others. For example, losses 

due to disclosure of business secrets, including business intelligence, often go unnoticed for quite 

some time. Losses due to corruption of data might make a database and all its backups useless by 

the time it is discovered. Data corruption can easily cause failures in systems and business 

processes. 

7.11 Threats to Access Controls  

 The challenges of access control come in many forms. This list can never be complete. New 

threats evolve all the time. An example is the peer-to-peer (P2P) risk in which P2P users share 

their My Documents folder with each other by accident. This can expose sensitive documents to 

other users. Access controls can be compromised in several ways, including the following:  

 Gaining physical access - If an intruder has physical access to a device, logical access control 

is basically worthless. Data can be copied or stolen outright. Someone with physical access 

can install hardware or software keystroke loggers or can damage equipment. Smartphones 

and mobile devices are another common risk. Today’s mobile devices include cameras and 

capability for audio and video recording.  

 Eavesdropping by observation - Sometimes security staff misses the most obvious breach, 

allowing information to be seen. Data on papers on an authorized user’s desk or screen are 

open to a spy. Enforcing the right policies and procedures can prevent this kind of data loss.  
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 Bypassing security - Any means of accessing data can lead to a security breach. Developers 

might think about access via only one method, such as through a website. But attackers might 

easily bypass the security measures in place. The information security team must consider 

other access paths, such as attackers mapping a drive or logging on at the server’s keyboard.  

 Exploiting hardware and software - Attackers often try to install programs on a system they 

control. These programs are often called Trojan horses. The network administrator or 

workstation owner may not even know the attacker is there.  

 Reusing or discarding media - Attackers can recover erased or altered information from 

discarded or reused media. It is safer and cheaper to shred documents and physically destroy 

media than to simply throw them out.  

 Electronic eavesdropping - Attackers can eavesdrop by wiretapping network cables. Some 

media are more resistant to eavesdropping than others. For example, fiber-optic cable is safer 

than copper. However, no medium provides complete protection. The increased interest in 

mobile devices and wireless access points has increased the risk of eavesdropping. Users who 

connect their mobile devices to insecure access points are easy targets for attackers.  

 Intercepting communication - Another variation of eavesdropping is the physical interception 

of data communications. This is called sniffing. With sniffing, attackers capture network 

traffic as it passes by. Sniffing is often used in a man-in-the-middle (MITM) attack. The 

attacker inserts himself between two victims and relays messages between them. The attacker 

makes it seem as if the two victims are talking directly to each other over a private 

connection. In fact, the attacker is in control of the entire conversation.  

 Accessing networks - Networks often include unprotected connections. Many organizations 

build their networks with more drops (female connectors at wall plates) than they need. This 

allows the organization to add more users in the event of future growth. These unused 

connection points are often active connections. Intruders can use these connections to gain 

network access. Network access risks increase as organizations add wireless access points. 

Making network access easier often benefits attackers as well as legitimate users. 

Organizations must carefully monitor and restrict all network access points. 

 Exploiting application -Several programs and modules have a common programming 

weakness known as buffer overflow. This happens when an attacker enters more characters 

than expected into an input field, which allows malicious code throughout the application. 
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There are many other ways to exploit weaknesses in applications, and attackers are always on 

the lookout to find new ways to compromise applications. 

7.12 Effects of Access Control Violations 

  

We have seen some of the ways attackers can compromise access controls. But what happens if 

an attacker is successful? What is the impact of an access control violation? An access control 

violation can have the following harmful effects on an organization:  

 Loss of customer confidence  

 Loss of business opportunities  

 New legislation and regulations imposed on the organization  

 Bad publicity  

 More oversight  

 Financial penalties  

Data breaches still happen, and some of them make the news headlines. The problem of access 

violations affects many organizations. 

7.13 Credential and Permissions Management 

Now let us see how to store all the information needed to support access control decisions. User 

are allowed to register and provide valid identification and authentication credentials. Then we 

have to define access permissions, associate permissions with users, and allow for maintenance. 

In fact, all these tasks are part of credential management. Credential management systems 

provide the ability to collect, manage, and use the information associated with access control. 

But managing credentials is only the first step. It is also necessary to manage permissions and 

access rules. In a dynamic system with many users, this task can easily become overwhelming. 

Microsoft offers a feature called Group Policy to help administrators manage access controls. A 

Group Policy Object (GPO) is a collection of settings for users or computers that can be applied 

efficiently to a group of computers. GPO features allow Windows administrators to define 

settings in one place that can easily apply to many users or computers. 
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7.14 Centralized and Decentralized Access Control 

 Two approaches to access control are 

 Centralized access control 

 Decentralized Access Control 

Centralized Access Control 

Centralized access control is an access control approach in which a single common entity— such 

as an individual, department, or device—decides who can get into systems and networks. The 

access controls are managed centrally rather than at the local level. Owners decide which users 

can get to which objects. The central administration supports the owners’ directives. Centralized 

authentication services are applied and enforced through the use of authentication, authorization, 

and accounting (AAA) servers. The benefits of using AAA servers include the following:  

• It involves less administration time because user accounts are maintained on a single 

host.  

• It reduces design errors because different access devices use similar formats.  

• It reduces security administrator training because only one system is learned.  

• It improves and eases compliance auditing because all access requests are handled by 

one system.  

• It reduces help-desk calls because the user interface is consistent. 

Centralized access control is generally simpler to manage, but the drawback is that if it fails, 

large numbers of user can be affected and unable to get into the computer system. 

Decentralized Access Control 

Another access control approach is to handle access control decisions and administration locally. 

This approach is called decentralized access control. That means access control is in the hands of 

the people, such as department managers who are closest to the system users. Access requests are 

not processed by one centralized entity. On one hand, decentralized access control often results 

in confusion. Why? Because it can lead to loss of standardization and to overlapping rights. This 

might cause gaps in the access control design. On the other hand, a decentralized approach 

eliminates the single-point-of-failure problem. It ends the perception that a central controlling 

body cannot respond effectively to local conditions.   
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7.15 Check your progress 

1. What are the four parts of access control? 

2. What is Access Control Policy? 

3. Logical Access Control validates access to a computer system or network. (True/False) 

4. What is the first step in enforcing an authorization policy?   

5. ____ is a means of restricting access to objects based on the identity of subjects and/or 

groups to which they belong. 

6. What is the full form of MAC? 

7. Define Credential management. 

Answers to check your progress 

1. Identification, Authentication, Authorization, Accountability 

2. An access control policy is a set of rules that allows a specific group of users to perform a 

particular set of actions on a particular set of resources. 

3. True 

4. Identification. 

5. Discretionary Access Control (DAC) 

6. Mandatory Access Control 

7. Credential management helps to collect, manage, and use the information associated with 

access control. 

7.16 Summary 

o Access controls are ways to permit or deny access to certain resources.  

o Access controls specify who users are, what they can do, which resources they can get to, 

and what operations they can carry out.  

o Access control systems use several technologies, including passwords, hardware tokens, 

biometrics, and certificates.  

o Access can be granted to physical assets, such as buildings or rooms.  

o Access can also be granted to information systems.  

o Four functions of access control are identification, authorization, authentication, and 

accountability. These four parts create an access control process that can be divided into 
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two phases: the policy-definition phase and the policy-enforcement phase.  

o Formal models of access control, access control methodologies and challenges, and the 

effects of access control breaches  

o Two approaches to access control are centralized access control and decentralized access 

control 

7.17 Keywords 

 DAC - Discretionary Access Control  

 MAC - Mandatory access control  

 ACL -Access control list  

 Authorization - is the matching of an authenticated entity to a list of information assets 

and corresponding access levels.  

 Accountability - ensures that all actions on a system can be attributed to an authenticated 

identity  

 Biometrics - are used to recognize humans based on one or more physical or behavioral 

traits.  

7.18 Questions for self-study 

1. Describe the fundamental functions of access control systems? 

2. What are four central components of access control to manage access control policies. 

3. What are the different identification methods? 

4. List the permission levels in DAC environment, that the authorization system uses. 

5. What is authentication? Explain different types of authentication. 

6. Define Authorization. What are the different ways of authorization? 

7. Explain the formal models of access control. 

8. List any five threats to access control. 

9. Name the approaches to access control and explain 
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8.0 Objectives 

After studying this unit, you will be able to: 

 Explain security administration team’s responsibilities 

 Describe compliance and means used to ensure compliance 

 Describe policy, standards, procedures, baseline and guidelines used in security 

administration 
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8.1 Introduction 

  

Security operations and administration is the task of identifying an organization's information 

assets and the documentation needed for policy implementation, standards, procedures, and 

guidelines to ensure confidentiality, integrity, and availability. Security operations and 

administration entail a wide breadth of tasks and functions, and the security professional is 

expected to have a working familiarity with each of them. This can include maintaining a secure 

environment for business functions and the physical security of a campus and, specifically, the 

data center. 

Role as a security professional is similar to that of a coach. He works with staff to 

identify the strengths and weaknesses of ―players,‖ or assets. In the world of the security 

professional, the ―game‖ is to secure organization’s resources. ―Opponents‖ are unauthorized 

users trying to steal data and use it against. As a coach, he needs to keep the strategies out of the 

hands of his opponents. He need to make sure the strategies abide by the rules and regulations of 

the industry.  He must give them the skills they need to work together as a team and win the 

game.  

8.2 Security Administration 

Security administration within an organization refers to the group of individuals responsible for 

planning, designing, implementing, and monitoring an organization’s security plan. Before 

forming an administrative team, organization must identify its information assets. After identifies 

and documents the assets of organization, assign responsibility of each asset to a person or 

position. Once we have a list of assets and know who is responsible for each one, one can form 

the team. This administrative team then determines the sensitivity of each asset so that it can plan 

how to secure each one accordingly. 

Controlling Access 

The primary task of an organization’s security administration team is to control access to systems 

or resources. There are four aspects of access control:  

 Identification - Assertions made by users about who they are.  

 Authentication - The proving of that assertion.  
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 Authorization - The permissions a legitimate user or process has on the system.  

 Accountability - Tracking or logging what authenticated and unauthenticated users do 

while accessing the system. 

 The security administration team leads these efforts by determining the best security controls to 

put in place to secure your organization’s resources. 

Documentation, Procedures, and Guidelines 

The security administration team handles the planning, design, implementation, and monitoring 

of the organization’s security program. Several types of documentation are necessary to provide 

the input the security administration team needs to make the best decisions to secure assets. The 

most common documentation requirements include the following:  

 Sensitive assets list—what assets must the organization take measures to secure? The list 

can include computers, network components, databases, documents, and any other assets 

that could be vulnerable to attack.  

 The organization’s security process—How does it all work?  

 The authority of the persons responsible for security—Which administrator is responsible 

or authorized for what assets and what actions?  

 The policies, procedures, and guidelines adopted by the organization—What information 

needs to be communicated, how is it communicated, and when is it communicated? The 

security administration team puts together all the pieces of a puzzle to ensure the 

organization complies with stated policies.  

An organization must comply with rules on two levels:  

 Regulatory compliance: The organization must comply with laws and government 

regulations.  

 Organizational compliance: The organization must comply with its own policies, audits, 

culture, and standards. As a result, the security administration team’s documentation, 

procedures, and guidelines focus on compliance and compliance monitoring. They have 

to make sure the organization follows the various rules and regulations. 

Disaster Assessment and Recovery 

The security administration team’s responsibilities include handling events that affect computers 

and networks. These include incidents, disasters, and other interruptions. The security 
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administration team forms an incident response team to handle any security incidents. This team 

is composed of individuals who are responsible for responding to incidents and investigating 

security breaches. Another team managed by the security administration team is the emergency 

operations group. This group is responsible for protecting sensitive data in the event of natural 

disasters and equipment failure, among other potential emergencies. Despite the best efforts of 

the incident response team, the emergency operations group, and system administrators, all 

systems are subject to failure or attack. The security administration team ensures that an 

organization can respond rapidly and effectively to any event. 

Security Outsourcing 

Many organizations rely on outside firms to handle security monitoring and analysis. This means 

you might need to monitor the work of the outsourcing firm or work with it when handling 

incidents. This approach has both advantages and disadvantages:  

 Advantages: A security management firm has a high level of expertise because it focuses 

on security—and security only—every day. It will have expertise and experience that 

your own organization might not have.  

 Disadvantages: Outsourcing has two primary disadvantages. First, the outsourcing firm 

might not know the organization well and might not possess internal knowledge. Second, 

by outsourcing, it won’t develop in-house capability or talent and will therefore need to 

continue to pay for these services indefinitely.  

Outsourcing Considerations  

The security administration team must work closely with an outside firm to make sure both agree 

to specific security requirements. Integrating data or processing with third parties introduces new 

threats. Relocating data or processes outside your own data centers raises trust questions. How 

can you trust another organization to protect your intellectual property? Though there are many 

concerns to address when outsourcing, the main concerns include:  

• Privacy—Does the third party agree to uphold organization’s privacy policy? How do they plan 

to control how data are collected, stored, handled, and destroyed?  

• Risk—What additional risks exist by transferring data over a trust boundary? How are any new 

risks addressed? Who is responsible for managing new outsourcing risks?  

• Data security—What controls protect data confidentiality and integrity from unauthorized 

access? Are access controls consistent with internal controls? How is data availability protected? 
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Are backups and redundancy measures in place to minimize downtime? How are backups and 

redundant data copies protected?  

• Ownership—Who owns the data, the infrastructure, and the media? Who is responsible for 

each component?  

• Adherence to policy - Does each third party commit to upholding your security policies and 

procedures? Several types of agreements are common when outsourcing to external 

organizations. These agreements help to formalize answers to the preceding questions. A list of 

the most common agreements that define how an outsourcing relationship works would include:  

• Service-level agreement (SLA) - This type of agreement is a formal contract between 

your organization and the outside firm that details the specific services the firm will 

provide. Some examples of security-related services detailed in an SLA can include:  

• How and when potential security breaches are communicated  

• How logs and events are reported  

• How confidential data are handled  

• What the security system uptime requirements are  

The SLA should communicate the expectations of both the organization and the outside 

firm. The SLA should anticipate the needs of both parties. Each member of the security 

administration team must thoroughly analyze his or her department’s risks. Any 

unaccounted risk is likely to cost organization in terms of either data loss or expenses to 

fix it.  

The negotiation process and creation of agreements is one of the first steps in the business 

partner onboarding process. When organization decides to outsource data or processing, it must 

carefully consider the security impact and responsibilities. The onboarding process provides time 

to plan for contingencies before a problem occurs. It also provides the opportunity to clearly 

communicate goals and expectations for all parties. Likewise, it should specify an offboarding 

process to follow when to terminate relationships with outsourced resources. The offboarding 

process defines how to transfer control of data and other assets, terminate communications, and 

complete any open transactions. This process is necessary to ensure that no remnants of data or 

processing remain once an outsourcing relationship ends. 
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8.3 Compliance 

Organization’s security policy sets the tone for the way it approaches security activities. It also 

states the rules with which organization must comply. Think of a security policy in terms of 

traffic laws. Traffic laws maintain a certain degree of order and safety on the roads. If these laws 

aren’t enforced, the roads become dangerous. An information security policy is no different. 

Security policy isn’t much good if it isn’t enforced. This is where compliance enters the picture. 

When policies are enforced, the organization complies with those policies. Three primary means 

are used to ensure compliance:  

• Event logs  

• Compliance liaison  

• Remediation 

Event Logs: Event logs are records of actions that operating system or application software 

create. An event log records which user or system accessed data or a resource and when. One can 

think of event logs as being similar to the system a public library uses to keep track of who 

checks out books. When a book is late or missing, the library checks its records to determine 

who last checked out the book. When an information security breach occurs in the organization, 

an event log helps determine what happened to the system and when. It can help to track down 

the culprit or help to fix the problem. One can change the amount of information that event logs 

record. Recording every event requires a tremendous amount of disk space and can actually slow 

down computers. It also means that reading through the log files is more difficult. On the other 

hand, logging too few events may cause to miss recording some important details. It is important 

to record all the actions that one may need in the future to investigate security problems. It is also 

important to ensure that access to event logs is controlled. We don’t want an attacker to be able 

to compromise the system and then erase any trace of the attack. 

Compliance Liaison: As organizations and security policies become larger and more complex, 

it becomes difficult to stay compliant. A compliance liaison makes sure all personnel are aware 

of—and comply with—the organization’s policies. Different departments within an organization 

might have different security ideas or needs. A compliance liaison works with each department 

to ensure it understands, implements, and monitors compliance. A compliance liaison can also 

help departments understand how to include information security in their daily operations. 
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Another important role of a compliance liaison is dealing with outsourcing service providers. 

After going through the trouble of creating interoperability documents, we need to ensure the 

rules we’ve set down are being followed. The compliance liaison reviews agreement 

requirements throughout any outsourcing engagement. This review helps validate whether or not 

a service provider is in compliance with current agreements. 

Remediation: Mitigating vulnerabilities reduces the risk of attacks against computers and 

networks. In some cases, the best solution is to block an intruder and deny access to a resource. 

In other cases, it is possible to remove the vulnerability. Remediation involves fixing something 

that is broken or defective. With computer systems, remediation refers to fixing security 

vulnerabilities. Of course, some problems are more important than others. We should fix high-

risk issues before lower-risk ones. When possible, the best option is to remove vulnerabilities. If 

we cannot effectively remove a vulnerability, the next best step is to remove the ability of an 

attacker to exploit the vulnerability. We should always design security policies to protect our 

assets from attack. Compliance is extremely important in securing information technology 

systems. 

 

8.4 Professional Ethics 

 

One of the most important roles security professionals assume is that of leadership in compliant 

behavior. People won’t follow the rules if they don’t trust the leaders. Every respected profession 

has its own code of ethics and conduct. Adhering to such a code fosters the respect of any 

profession’s practitioners. The security profession is no different from other professions in this 

regard. It is important that security professionals have a definite code of ethics that governs their 

behavior. Most security certification organizations publish their codes of ethics. In fact, most 

certifications require candidates to adhere to a specific code of ethics before qualifying for the 

certification. The below are few tips for practicing strong ethics:  

Set the example: Demonstrate strong ethical principles in daily activities.  

Encourage adopting ethical guidelines and standards: Security professionals must know their 

ethical boundaries and set an example by adhering to them.  

Inform users through security awareness training: Make sure users are aware of and understand 

their ethical responsibilities. 
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Common Fallacies about Ethics 

Simply writing down a list of ethics-oriented rules is not enough. It is important that security 

professionals actually use ethics in their everyday lives. Here are some of these common 

assumptions:  

• Users assume that computers should prevent abuse. If they can gain unauthorized access, it’s 

the organization’s fault—not theirs.  

• Users believe that in some legal systems, they have the right to explore security 

vulnerabilities as a form of free speech or expression.  

• Users think their actions may cause only minor damage. They think that a little damage 

won’t bother anyone.  

• Users think that if it’s easy to break in, it must be all right to do so.  

• Users think information should be free. They think its okay to look through somebody’s 

system to obtain information.  

Codes of Ethics  

A code of ethics helps ensure professionalism.  Several published codes apply to information 

security. For example, published statements from the Internet Architecture Board (IAB) 

summarize the tone of most security-related codes of ethics. These statements explain what the 

IAB considers ethical and appropriate behavior. Internet Architecture Board (IAB) Statement of 

Policy. The IAB has provided a list of unethical and unacceptable practices. The key point of the 

document is this: Access to the Internet is a privilege, not a right. 

Professional Requirements  

In any profession, rules and regulations enforce professional ethics. Those rules might come 

from the certifying agencies. If one violates the rules, he risks losing his certification or license. 

In other contexts, laws and regulations require ethical behavior. For example, the Organization 

for Economic Cooperation and Development (OECD) is an organization of more than 30 

countries. Its goal is economic cooperation and growth. In 1980, it created eight privacy 

principles. These principles have formed the basis for much of the world’s privacy legislation. In 

summary, the principles state the following:  

• An organization should collect only what it needs. 

 • An organization should not share its information.  

• An organization should keep its information up to date.  
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• An organization should use its information only for the purposes for which it was 

collected.  

• An organization should properly destroy its information when it is no longer needed. 

Personal Security Principles 

The human element remains greatest challenge for the organization’s security. If staff are aware 

of how security risks can hurt both themselves and the organization, they’ll be more likely to 

help you run a tight ship. People are the most important assets in your organization. It is vital that 

they know how to contribute to maintaining organization’s security.  

Limiting Access: When deciding how to grant access to users, one of the core concepts is 

limiting access. The idea that users should be granted only the levels of permissions they need in 

order to perform their duties is called the principle of least privilege. Employee/users need access 

to only that information they need to do their jobs.  

Separation of Duties: Separation of duties breaks a task into subtasks that different users must 

carry out. This means a single user cannot carry out a critical task without the help or approval of 

another user. To put it another way: A user who plans to harm a system must get help from 

others. A conspiracy is hard to organize and to hide. 

Job Rotation: Another way to protect organization from personnel-related security violations is 

to use job rotation. Job rotation minimizes risk by rotating employees among various systems or 

duties. This prevents collusion, where several employees conspire to commit fraud. 

Mandatory Vacations: Much like job rotation, mandatory vacations provide the chance to 

detect fraud. When users are on vacation, one should suspend their access to the environment. 

This prevents them from working from home, where they might attempt to cover their tracks.  

Security Training: Because personnel are so important to solid security, one of the best security 

controls we can develop is a strong security training and awareness program. Security training 

helps gain the support of all employees. They become security advocates who are motivated to 

comply with policies that relate to their jobs.  

Security Awareness: A security awareness program should address the requirements and 

expectations of security policy. The security policy requires actions and provides authority for 

security controls. It’s one of the best forms of defense. Employees are more likely to comply 

with a security control if they realize the policy mandates it. Use security awareness programs—

including posters, emails, and employee newsletters, among other tools—to do the following:  
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• Teach users about security objectives  

• Inform users about trends and threats in security  

• Motivate users to comply with security policies  

Employees generally want to do what’s best for the company. When security seems to get in the 

way of their productivity, however, they’ll often bypass security measures to complete their 

work more quickly.  

Social Engineering: One of the most popular types of attack on computer systems involves 

social engineering. Social engineering is deceiving or using people to get around security 

controls. Because most people want to be helpful, it is not too hard for an attacker to convince 

someone with system access to do something he or she shouldn’t do. It is one of the most critical 

areas of security. As more employees get access to systems and data, the risk of security 

breaches goes up. Security training should cover the most common types of social engineering 

attacks, including:  

 Intimidation—Using threats or harassment to bully another person for information.  

 Name-dropping—Using the names of managers or superiors to convince another person 

that a higher authority has allowed access to information.  

 Appeals for help—Tugging at a person’s sense of compassion or understanding of a 

difficult, and perhaps unreasonable, situation. The goal of the emotional appeal is to 

bypass normal procedures or gain special consideration.  

 Phishing—Technology works quite well in social engineering. In a phishing attack, 

scammers create an email or webpage that resembles the work of a reputable 

organization. A phishing attack can also take the form of a survey that asks questions in 

an effort to capture sensitive information. 

   

8.5 The Infrastructure for IT Security Policy 

Every company operates within a complex combination of laws, regulations, requirements, 

competitors, and partners. In addition, morale, labor relations, productivity, cost, and cash flow 

affect how a company operates. Within this environment, management must develop and publish 

an overall security statement and directives. From the security team’s perspective, a security 

program addresses these directives through policies and their supporting elements, such as 



77 

 

standards, procedures, baselines, and guidelines. Figure 8.1 shows the elements of a security 

policy environment. Each element has a specific requirement for security professionals, who are 

involved with compliance monitoring, security awareness, training, access control, privacy, 

incident response, log analysis, and more.  

 

Figure 8.1: Security policy environment 

Security policy sets the organization’s tone and culture. Security professional must understand 

the details of organization’s security policy. The policy is the high-level statement of values and 

direction. Organization’s standards, baselines, procedures, and guidelines implement security 

policy. The role of the security professional is to provide support for these elements. This 

support includes informing staff of policies, training, and enforcement. He has a role in any 

updates or changes.  

Policies 

Written security policies document management’s goals and objectives. They explain the 

company’s security needs and their commitment to meeting those needs. A security policy 

should read like a short summary of key facts. If the policy is too complex, management has 

trouble embracing and approving it. For example, a good organizational security policy might 

read simply, as in ―Security is essential to the future of our organization‖ or ―Security in our 

products is our most important task.‖ This type of statement provides managers with guidance 

they need to make decisions. The security policy also helps the organization evaluate how well it 

is complying with laws, regulations, and standards of due care and due diligence. The primary 

purpose of any security-related policy is to reduce risk. The policy helps the organization focus 

its efforts in a particular area. Policies aren’t of much value if they’re not read, available, 

enforced, and updated. Post policies in a location available to every employee. Policies must be 

current, especially in keeping with new laws and regulations. Security professional should meet 

with employees at least once a year to ensure they are up to date on the latest policies. Maintain a 
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record of this review with each employee. A security policy helps all employees understand the 

assets and principles the organization values. With a clear policy, staff is more likely to respect 

the organization’s assets. Staff will take policies only as seriously as the organization takes them.  

A functional policy declares an organization’s management direction for security in such 

specific functional areas as email, remote access, and Internet surfing. The departments 

responsible for these functional policies write them. For example, human resources, information 

technology, operations, and facilities would each produce their own specific functional policies. 

A functional policy should use strong language, such as will and must. Most people consider a 

term such as should as merely a suggestion, not a mandate. Weak word choices don’t demand as 

much attention as strong words. For example, a good access control functional policy reads as 

follows: ―All authorized users must be allowed to do only their authorized tasks. Unauthorized 

users must not have access to the company systems or resources.‖  

One example of a functional policy is the privacy policy. A privacy policy specifies how 

organization collects, uses, and disposes of information about individuals. Most consumers who 

provide personal information demand a strong privacy policy. It gives the organization an 

opportunity to clearly state how they will handle their customers’ personal information. Another 

example of a functional policy is an acceptable use policy (AUP). This type of policy sets clear 

limits on how the organization will allow its assets to be used. The most common focus of this 

type of policy dictates the way personnel must use the organization’s computer resources. The 

policy may include guidance on the acceptable use of social media or even specific websites. 

Policies allow organizations to state different goals at very high levels. These goals may be 

intended for their own employees, business partners, customers, or perhaps all of these groups. 

They set the organization’s tone and communicate commitment in different areas. All decisions 

that an organization’s personnel make should flow from the high-level policies. 

Standards 

Standards are mandated requirements for hardware and software solutions used to address 

security risk throughout an organization. Standards might refer to a specific antivirus product or 

password-generation token. Simply put, when a standard is in place, it means the organization 

has selected a solution—and that solution only—to fulfill a policy goal. Adopting standards 

carries many advantages. Often, standards save an organization money because it can negotiate 
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bulk purchases with vendors. In addition, many vendors offer free training with bulk purchases. 

This can save the organization the time and trouble of training its staff on how to use the product. 

One can adopt standards created by government, industry, or other sectors and use them as its 

own. Standards also establish a common basis throughout an organization. This helps keep all 

departments on the same page. They ensure that each department has the blueprints it needs to 

stay compliant. The main disadvantage of standards is vulnerability. If the selected product is 

flawed, the entire organization will be at risk after it installs the product. A single standard 

cannot work if a vendor doesn’t support the product or if it is too expensive to maintain or 

license. Examine alternatives when evaluating products for standards. Ensure that each selection 

one make comes with a guarantee of support if problems arise. 

Procedures 

 Procedures are step-by-step systematic actions to accomplish a security requirement, process, or 

objective. They are one of the most powerful tools available. They can provide documentation of 

the way one do business and ensure that no employee’s critical knowledge remains only in his or 

her head. Procedures cover things such as changing passwords, responding to incidents, and 

creating backups. Procedures ensure that you enforce the intent of a policy. They require to 

follow a series of steps to complete a task. Procedures:  

 reduce mistakes in a crisis.  

 ensure don’t miss important steps. 

 provide for places within the process to conduct assurance checks.  

 are mandatory requirements, like policies and standards. 

Baselines 

 In many cases, it is helpful to define basic configurations for specific types of computers or 

devices. For example, having a document that lists the components and configuration settings for 

a standard workstation makes it easy to ensure that all new workstations are the same. Security 

personnel often create such basic configurations, called baselines, to ensure that they enforce the 

security minimums. Baselines are the benchmarks that help make sure a minimum level of 

security exists across multiple applications of systems and across different products. Baselines 

are helpful in configuring new computers or devices as well as for comparing with existing 

systems to see if they still meet the minimums. Baselines tell how to apply security devices to 
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make sure that they create a constant level of security throughout the organization. Different 

systems or platforms have different ways of handling security issues. Baselines tell system 

administrators how to set up the security for each platform.  

Guidelines 

Organizations often use guidelines to help provide structure to a security program. They outline 

recommendations for the purchase and use of acceptable products and systems. Guidelines are 

simply actions that the organization recommends. These guidelines usually exist in the form of 

white papers, best practices, or other formats defined by an organization’s security program. You 

must carefully select the language you use in guidelines. A few wrong words can transform a 

guideline into a company standard.  

8.6 Check your progress 

1. What is the primary task of security administration team? 

2. What is full form of SLA? 

3. Three primary means used to ensure compliance 

4. The primary purpose of security policy? 

5. Most important assets in an organization 

6. Benchmarks that make sure a minimum level of security exists across multiple 

applications 

Answers to check your progress 

1. The primary task of an organization’s security administration team is to control access to 

systems or resources. 

2. Service-level agreement (SLA) 

3. Event logs, Compliance liaison, Remediation 

4. The primary purpose of security policy is to reduce risk. 

5. People 

6. Baselines 



81 

 

8.7 Summary 

o Security administration within an organization refers to the group of individuals responsible 

for planning, designing, implementing, and monitoring an organization’s security plan. 

o The primary task of an organization’s security administration team is to control access to 

systems or resources. 

o The security administration team’s responsibilities include handling events that affect 

computers and networks like incidents, disasters, and other interruptions. 

o Security Outsourcing-organizations rely on outside firms to handle security monitoring and 

analysis 

o Three primary means are used to ensure compliance: Event logs, Compliance liaison, 

Remediation. 

o Security policy sets the organization’s tone and culture. The policy is the high-level 

statement of values and direction. 

o Standards are mandated requirements for hardware and software solutions used to address 

security risk throughout an organization. 

o Procedures are step-by-step systematic actions to accomplish a security requirement, process, 

or objective. 

o Baselines are the benchmarks that help make sure a minimum level of security exists across 

multiple applications of systems and across different products. 

o Organizations often use guidelines to help provide structure to a security program 

 8.8 Keywords 

 Event Logs- are records of actions that operating system or application software create 

 Compliance liaison - works with each department to ensure it understands, implements, 

and monitors compliance. 

 Remediation- fixing security vulnerabilities 

 Baseline-Benchmarks that make sure a minimum level of security exists across multiple 

applications 
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8.9 Questions for self-study 

1. What is the use of security policy? 

2. Briefly describe the duties of Security administration in an organization. 

3. Explain primary means used to ensure compliance. 

4. What are the common documentation requirements for security administration? 

5. What are the principles in personal security? 

6. Mention Professional requirements of security professional. 

7. What is Social engineering? Explain. 

8. Briefly explain the infrastructure for IT security policy. 
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PREFACE 

 

The internet has changed dramatically from its origins. It has grown from a tool used 

by a small number of universities and government agencies to a worldwide network with 

more than 3 billion users. As it has grown, it has changed the way people communicate and 

do business, bringing many opportunities and benefits. Today the Internet continues to grow 

and expand in new and varied ways. It supports innovation and new services such as IP 

mobility and smartphone connectivity. When the Internet started, the majority of connected 

devices were solely computers, whether for personal use or within a company. In the most 

recent years, however, an increasing variety of devices beyond computers, including 

smartphones, smart cars, appliances, vending machines, smart homes, and smart buildings, 

can connect and share data, we need discipline when software is designed and built. We need 

an engineering approach.  

You can make a difference. The world needs people who understand computer 

security and who can protect computers and networks from criminals and terrorists. 

Remember, it’s all about securing your sensitive data. If you have sensitive data, you must 

protect it. To get you started, this chapter gives an overview of information systems security 

concepts and terms that you must understand to stop cyberattacks. 

The whole material is organized into four modules each with four units. Each unit 

lists the objectives of the study along with the relevant questions, illustrations and suggested 

reading to better understand the concepts. 

Wish you happy reading!!! 
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BLOCK INTRODUCTION  

Standards are like a recipe; they list out steps that must be performed. A well-managed IT 

organization must comply with requirements set forth in a standard. Regulations, in contrast, 

have a legal binding impact. The way they describe how something should be performed 

indicates government and public support for the rules and processes set forth in the 

regulation.  

This block consists of 4 units and the sections of each unit are given below: 

Unit-9 : Information Classification Objective, Configuration Management, The Change 

Management Process, Application Software Security  

Unit-10 :  Introduction, Security Auditing and Analysis,  Defining Your Audit Plan , Audit 

Data Collection Methods, Post-Audit Activities. 

Unit-11 : Introduction, Standards Organizations, National Institute of Standards and 

Technology, International Organization for Standardization, International Electrotechnical 

Commission,  World Wide Web Consortium, Internet Engineering Task Force, Internet 

Architecture Board, Institute of Electrical and Electronics Engineers, International 

Telecommunication Union Telecommunication Sector, American National Standards 

Institute, Payment Card Industry Data Security Standard 

Unit-12 : Introduction, Physical Access Controls, Fire Security and Safety, Failure of 

Supporting Utilities and Structural Collapse, Power Management and Conditioning, 

Interception of Data, Securing Mobile and Portable Systems, Special Considerations for 

Physical Security. 
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UNIT-9 : Data Classification Standards 

Structure 

9.0 Objectives 

9.1 Introduction 

9.2 Information Classification Objective 

9.3 Configuration Management 

9.4 The Change Management Process 

9.5 Application Software Security 

9.6 Check your progress 

9.7 Summary 

9.8 Keywords 

9.9 Questions for self-study 

9.10 References 

1.0 OBJECTIVES 

After studying this unit, you will be able to: 

 Overview of Information Classification Objective 

 Discuss Configuration Management 

 Account on the Change Management Process 

 Analyze Application Software Security 

 

9.1 INTRODUCTION 

Standards are mandated requirements for hardware and software solutions used to address 

security risk throughout an organization. Standards might refer to a specific antivirus product 

or password-generation token. Simply put, when a standard is in place, it means the 

organization has selected a solution—and that solution only—to fulfill a policy goal. 

Mandatory access control (MAC) involves assigning each object a specific classification. 

Classifying information often relies on the regulations that apply to the specific type of data. 

Examples include the protection of personal information, financial information, and health 

information.  

Classifying data is the duty of the person who owns the data or of someone the owner 

assigns. You can refer to this person as the data owner. A similar term, system owner, refers 
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to the person or group that manages the infrastructure. System owners are often in control of 

change or configuration management. System owners are not in control of data classification. 

It’s important to understand the difference between clearance and classification. The 

authorization grants clearance to users. The data owner assigns a classification to data. 

Systems enforce access control by determining that a subject has the right clearance to access 

a classified object. Operating systems usually enforce access restrictions along with the 

principles of least privilege or need to know. Organizations take into account three criteria in 

classifying information:  

 Value—You can define the value of information by several different measures: the 

value to the organization, the value to competitors, the cost of replacement or loss, 

and the value to the organization’s reputation.  

 Sensitivity—Sensitivity is the measure of the effect that a breach of the integrity or 

the disclosure of information would have on the organization. Organizations can 

measure sensitivity in many ways, including liability or fines, reputation, credibility, 

or loss of market share.  

 Criticality—Criticality is the measure of the importance of the information to the 

mission of the organization. What would happen to the organization if the information 

were lost? 

9.2 Information Classification Objective 

The objectives of classifying information are as follows:  

• To identify information protection requirements, which are based on the risk the 

business faces if the information is disclosed or the data or system are corrupted  

• To identify data value in accordance with organization policy  

• To ensure that sensitive and/or critical information is provided appropriate protection/ 

controls  

• To lower costs by protecting only sensitive information  

• To standardize classification labeling throughout the organization  

• To alert employees and other authorized personnel to protection requirements 

• To comply with privacy law and regulations  

Organizations can derive many benefits from classifying information:  

• Data classified as sensitive or critical get a level of protection that matches that data’s 

classification.  
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• The organization gets more value for its costs because it applies increased controls 

only where it needs them most. Compare, for example, costs of physical security at an 

expensive jewelry store, an inexpensive jewelry store, and a costume-jewelry store. 

None of those stores would operate efficiently using the security system of another. 

All organizations have data that are of high, medium, and low value. Each 

classification value warrants a different security level.  

• Appropriate markings enable staff to recognize the need to protect classified data. 

Examples of classification 

The private sector uses various categories such as public (low), private (medium), and 

confidential (high). Government classifications are well known and standardized. Company-

related classifications are less well known and are not standard. This creates issues for the 

private sector. For example, when an employee changes jobs, the new employer might value 

―private‖ above ―confidential.‖ In his old job, his employer valued ―private‖ below 

―confidential.‖ That’s confusing. It’s even more confusing when this happens within the same 

company. Part of a security professional’s job is to identify these inconsistencies and make 

recommendations to correct them 

Classification Procedures 

Classification procedures are critical to effective data classification. Before implementing 

these procedures, it’s vital that you first determine their scope and process. Classification 

scope determines what data you should classify; classification process determines how you 

handle classified data. You must label and mark all resources properly. By adhering to strong 

procedures, you’ll be ready for any upcoming audits. 

To determine the scope of your classification plan, you should do a business impact analysis 

to evaluate all your organization’s data. This determines the data’s value and criticality to 

your organization’s operations. Data value is determined according to the following:  

• Exclusive possession (trade secrets)  

• Utility (usefulness)  

• Cost to create or recreate the data  

• Liability (protection regulations)  

• Convertibility/negotiability (financial information)  

• Operational impact (if data are unavailable)  

• Threats to the information  

• Risks  
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Assurance  

Internal and external auditors should review the organization’s information-classification 

status as a component of their regular audit process. They also should evaluate the level of 

compliance with the classification policy and procedures. This ensures that all parts of the 

organization adhere to the process. This review might reveal situations in which information 

is over classified.  

Information security personnel should regularly visit workstations and other areas where 

users might leave unprotected classified materials. They also should make sure that when 

violations occur, they submit appropriate reports to supervisors and managers. Ideally, 

employee performance evaluations should include any instances when employees mishandle 

information. This helps staff understand the importance of this process. The organization 

should consider implementing a clean desk/clear screen policy, which states that users must 

never leave sensitive information in plain view on an unattended desk or workstation. 

9.3 Configuration Management 

It is unusual for any component in a networked computer environment to remain unchanged 

for a long period. Organizations commonly make modifications to the hardware, software, 

firmware, documentation, test plans, and test documentation of an automated system 

throughout the system life cycle. It’s important that all configuration changes occur only 

within a controlled process. Uncontrolled configuration changes often result in conflicts and 

even new security vulnerabilities. The process of managing all changes to computer and 

device configurations is called configuration management. From the perspective of a security 

professional, configuration management evaluates the impact a modification might have on 

security. Will it affect the confidentiality, integrity, or availability of the system, application, 

or documentation? As a security professional, your job is twofold:  

• Ensure that you adequately review all system changes.  

• Ensure that the change to the configuration will not cause unintended consequences for 

security.  

You must control all modifications to ensure that the change will affect your environment as 

expected and that your environment will operate as authorized. 

Hardware Inventory and Configuration Chart 

Many organizations lack a hardware inventory that tells them what they have, who has 

ownership or possession of it, and which departments or systems are using it. This is a serious 
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gap in a security program. In the event of a fire, equipment failure, or theft, this lack of 

documentation can slow the response and extend operational loss. It also makes proper 

configuration management extremely difficult, if not impossible. A decision to roll out a new 

patch, service pack, or release will be complicated if you can’t find, update, and test every 

affected device.  

Hardware Configuration Chart  

You must have an up-to-date map or layout of the configuration of the hardware components. 

This helps ensure that you configure all systems according to the baseline. It also ensures that 

you properly review the work completed on a system or network so that you can make the 

correct changes without bypassing any security features. A hardware configuration chart 

should include the following:  

• An as-built diagram of the network, to help you plan the sequence of a change and 

see the ripple effects it might generate.  

• Copies of all software configurations so that you can examine changes and 

updates planned for one device in terms of their impact on other devices. These 

configurations should include items such as router, switch, and firewall 

configurations.  

Patch and Service Pack Management  

You should regularly check for any available vendor upgrades and service packs. This 

process may be an involved one if you have many types of software and hardware from 

different vendors. Nevertheless, it is necessary to address all known vulnerabilities. The 

organization must have a patch-management process to ensure that it rolls out patches to all 

computers and devices without causing system outages. You should test every patch prior to 

rollout to ensure that it will not disable other systems or functions. 

9.4 The Change Management Process 

It is common to discuss change and configuration control as a pair of activities, but they are 

really two ends of a spectrum. The confusion, of course, lies where a particular activity 

crosses from one to the other. Drawing a sharp line between the two is difficult because 

different organizations of different complexities will draw the line in different places:  

• Configuration control is the management of the baseline settings for a system 

device. The baseline settings meet security requirements. They require that you 

implement them carefully and only with prior approval.  
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• Change control is the management of changes to the configuration. Unmanaged 

changes introduce risk, because they might affect security operations or controls. 

An improper change could even disable the system or equipment. Change control 

ensures that any changes to a production system are tested, documented, and 

approved. The change itself must follow a change control process that ensures that 

you make the change correctly and report it to management. 

 

FIGURE 9-1 shows the balance between change control and configuration control. 

Change Control Management 

Change control management develops a planned approach to controlling change by involving 

all affected departments. The objective is to maximize the benefits for all people involved in 

the change and minimize the risk of failure.  

To be effective, change management should be multidisciplinary, touching all aspects of the 

organization. Nevertheless, an organization should not be constrained so much that it loses all 

flexibility. Change management should allow organizations to adopt new technologies, 

improvements, and modifications. 

Change management requires a written policy approved by the chief information officer or 

the IT director and the business information security manager. The policy must define all 

roles, responsibilities, and procedures related to change management. Here are some 

important things to remember:  

• You should communicate change management procedures and standards 

effectively. They should define the techniques and technologies you’ll use 

throughout the enterprise in support of the policy.  

• Change management can be either reactive or proactive. With reactive change 

management, management responds to changes in the business environment. The 

source of the change is external. Some examples are changes in regulations, 

customer expectations, and the supply chain. With proactive change management, 
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management initiates the change to achieve a desired goal. In this case, the source 

of the change is internal, such as the adoption of new technology.  

• Your organization can conduct change management in several ways. It can occur 

on a continuous basis, a regularly scheduled basis, a release basis, or when you 

deem it necessary on a program-by-program basis. 

Reviewing Changes for Potential Security Impact  

Change creates risk for a business. It might circumvent established security features and it 

could result in outage or system failure. It might require extensive retraining for employees to 

learn how to use the new systems. Because of the risk involved, you must include security 

personnel in the change control process. The formal change control process should protect the 

integrity of the IT systems and ensure that all changes in the production environment are 

properly tested, scheduled, and communicated. Members of the change control committee 

attend meetings and forums to estimate, plan, review, and prepare for the organization’s 

production environment. 

Change Control Committees 

A senior manager or business-process owner should lead a change control committee. This 

committee oversees all proposed changes to systems and networks. The committee approves 

changes and the schedule for implementing the changes. In this manner, you cannot make 

changes to a system, application, or network without the proper review, funding, and 

documentation. In cooperation with IT, the change control committee—in some cases called 

a change control board—provides the oversight to protect the computing resources and the 

data contained within those applications and databases. As part of the change process, key 

members meet with counterparts from the IT organizations to review upcoming plans and 

ensure that you properly evaluate all changes. They also make sure that the necessary security 

controls have been applied and evaluated. They communicate their findings to all parts of the 

organization. In brief, the primary objectives of the change control committee are to ensure 

all changes are as follows:  

• Properly tested  

• Authorized 

• Scheduled  

• Communicated  

• Documented  
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When you use solid change control, identifying recent changes that might have caused a 

production problem is easy. That simplifies the problem resolution process and makes your 

environment more secure. 

Change Control Procedures 

Change control procedures ensure that a change does not happen without following the right 

steps. This helps you avoid problems such as scope creep, which allows unauthorized 

changes to sneak into a system. It also helps avoid problems caused by lack of oversight, by 

lack of testing, or by making changes without proper authorization. FIGURE 9-2 shows a 

sequence of change control procedures.  

1. Request—In the request stage, you should describe all proposed changes in writing and 

submit the change request to the change control committee for review. You should 

never make a change to a system without approval.  

2. Impact assessment—The impact assessment stage evaluates the effect of the change 

on the budget, resources, and security of the system or project.  

3. Approval—The approval (or, in some cases, disapproval) stage is the formal review 

and acceptance (or rejection) of the change by the change control committee.  

4. Build/test—The build/test stage is the actual development or building of the change 

according to the approved change document. You then must test the change to ensure 

that it does not cause unexpected problems for other systems or components. This 

testing might include regression testing and an in-depth review of the security of the 

modified product.  

5. Implement—Once you test the change and approve it for release, you can schedule the 

installation process. This is where adequate separation of duties ensures that no one 

person can make the change without proper review and oversight. The final hurdle is 

notifying management that you have made the change successfully.  

6. Monitor—In this stage, you must monitor all systems to ensure that the system, 

program, network, and other resources are working correctly. You should address any 

user issues or requests using your organization’s problem resolution procedures. 

Monitoring might identify the need for future changes. This restarts the change control 

process. 
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FIGURE 9-2 Change control procedures. 

9.5 Application Software Security 

One critical area of concern is application software. Attackers know that the software 

development process is complex and that the result of the process is often an application that 

contains weaknesses. Secure software can be difficult to write. It requires attention to security 

at every stage of the process as well as a structured process to ensure that the software does 

just what it is supposed to do. There are several popular methods to describe and control the 

systems and software development process. Understanding the process of software 

development is important in developing software with very few weaknesses.  

You should be familiar with two of the most popular methods, the system life cycle (SLC) 

and the system development life cycle (SDLC). The steps in these processes are very similar 

except that the SLC includes operations and disposal and the SDLC ends with the transition 

to production. For some organizations, maintenance and new development are done by 

developers, making them part of SDLC. For others, specialized maintenance teams handle 

maintenance and development, making them part of SLC. More and more organizations use 

the term SDLC to describe the entire change and maintenance process for application and 

system software. 

The System Life Cycle 

This section covers the common steps used in the SLC. The more the security professional 

can be involved in each step, the more likely the needed security will be built into the system 

from the start. The main justification for SLC—and for building security in at the start—is 

reducing or avoiding cost:  

• Consumers of commercial software products will see lower costs because you will 

need to deliver fewer patches and fixes. In addition, there will be fewer losses due to 

weaknesses in the software that attackers find and exploit.  

• Vendors of commercial software will see lower costs because they require smaller 

support staffs and have lower warranty and product maintenance costs. 
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The common steps used in the SLC are as follows:  

1. Project initiation and planning—One of the first requirements of a successful 

project is to have all the necessary resources available. The resources you will need 

should represent the areas that you need to consider and integrate into the project. 

Your role is to provide advice on building security into the project from the very 

beginning. This includes project budgets, system design, maintenance, and the project 

timeline. You should address threats, vulnerabilities, risks, and controls here first.  

2. Functional requirements and definition—This is the ―what-if?‖ phase. Always state 

requirements using positive terms: The program must handle some data or perform 

some function. You will need to think about what the program should or will do when 

the data don’t meet the specifications. What happens when the software receives 

unexpected input? Are there too many characters? Are fields missing? Are users 

seeing delayed transmissions? Failure to consider these factors creates a great number 

of security mishaps.  

3. System design specification—In this phase, a project is broken into functions and 

modules. For that, you must consider the type of hardware on which the system is 

going to run. Security issues here include physical security of the hardware and 

network. Security also has to account for all the possible platforms. It isn’t enough to 

say the project is limited to Linux or Windows, for example. Each platform features a 

wide variety of versions and runs on an almost infinite combination of peripherals, 

chipsets, and drivers.  

4. Build (develop) and document—Coding standards should include standard libraries 

of function calls. They should also include industry-standard solutions for items such 

as cryptography, hashing, and access control. You need to secure code in 

development so that only developers have access and so that you grant access only on 

a need-to-know basis. Even developers should have access only to the parts they need 

to see. You should not leave copies lying around in printed or machine-readable form, 

such as on CDs or USB memory sticks.  

5. Acceptance testing—You should create a test plan during the functional design stage. 

This plan must include testing to make sure the new programs provide necessary 

security and, where applicable, privacy. The people responsible for the tests should 

not be the developers. In addition, past-due delivery dates for developers should not 

affect the time allotted for testing.  
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6. Implementation (transition to production)—During this transition, developers will 

be working on delivery of training and assistance to users and help desk personnel. 

Security features need to be carefully explained to both groups. In some 

organizations, developers also will help manage the turnover of code to maintenance 

staff.  

7. Operations and maintenance—When there are problems with the system, it’s likely 

that maintenance, operations, and help desk personnel will be the first to know. They 

need to track the issues that come in and be ready to report their results to 

management. This procedure fuels the change management process. These personnel 

require training to understand the differences between a request for change, a software 

malfunction, and a security weakness or breach. In addition, they need to know how 

to handle each of those events. 

8. Disposal—Over time, component parts will reach the end of their life span. You will 

need to upgrade a backup system or procure a larger disk to replace a smaller one. 

You should ensure that you have procedures to sanitize the media and then dispose of 

it in a cost-effective way. In years past, organizations would wipe a disk and resell it. 

Today, the value of a small used disk is often less than the cost to securely wipe it 

with a tool such as DBAN and then simply dispose of the disk. 

Testing Application Software. 

Security professionals often help test new systems or upgrades to existing systems. These 

tests should be thorough enough to ensure that you test for all expected and unexpected 

actions and that you handle errors correctly. You should also perform tests to test the 

maximum load on the system, including transaction volume, memory allocation, network 

bandwidth, and response times. If you use production or sensitive data in testing, make sure 

you take steps to keep those data secure. Since input validation attacks are so common, your 

security personnel should work with software testing personnel to make sure tests catch any 

input vulnerabilities. One type of testing for input vulnerabilities is called fuzzing. Fuzzing is 

the practice of providing random input to software to see how it handles unexpected data. 

Fuzzing can help identify input vulnerabilities better than testers trying to think of bad input. 

Systems Procurement  

One common way new vulnerabilities make their way into an environment is through a 

change that causes unintended side effects. You should thoroughly evaluate any change to 

your environment to ensure that it doesn’t introduce new vulnerabilities. Do this with new 

hardware and software as well. Procuring new equipment is a critical role of the security 
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professional, but doing so can decrease your overall security if the process is not handled 

well. Any time you need to procure new equipment, you should carefully evaluate which 

products will meet your requirements. To ensure that new equipment does not expose your 

environment to any new vulnerabilities, you must do the following:  

• Evaluate the various solutions that are available.  

• Evaluate the vendors in terms of maintenance, support, and training.  

• Use the Common Criteria to ensure that you simplify the evaluation process.  

• Monitor vendor contracts and service-level agreements (SLAs).  

• Correctly install equipment and formally accept it at the end of the project.  

• Follow the organization’s procurement procedures to ensure a fair purchasing process.  

• Monitor systems and equipment to identify equipment that is reaching the end of its 

life span so that you can schedule it for replacement.  

Data Policies  

All data reach their end of usefulness at some point. What do you do when you no longer 

need or can use data? The best action is to simply follow the guidance in your data policies. 

Of course, that means you must already have data policies in place. Policies that cover data 

management should cover transitions throughout your data’s life cycle. A solid data policy 

should contain sections or even full documents that cover retention and storage as well as 

disposal.  

Retention and storage sections of your data policies should state how long you will keep 

different types of data. Some data items have longer lifetimes of usefulness than others. If 

you need to keep historical data for research purposes, your policy should address how to 

store it. Your security policy should extend to cover stored data as well.  

But what do you do when you no longer need data? You can either overwrite the data on the 

media to ready the data for reuse, a process called wiping, or destroy the media. Your choice 

depends on the usefulness of the media and the sensitivity of the data. For extremely sensitive 

data it is safer to erase the data and destroy the media to keep it out of the hands of someone 

who may be able to recover all or part of the erased data.  

Whenever you need to dispose of equipment, you should ensure that you dispose of it in a 

secure way so that you do not expose any confidential data. Several options are available to 

you, including the following: 

• Degaussing—Applying a strong magnetic force to magnetic media usually makes all 

electronics unusable.  
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• Physical destruction—Physically destroying the media on which data are stored 

guarantees that you eliminate any confidential material.  

• Overwriting data—This option does not destroy the media at all. It is included here as 

a viable alternative to actual media destruction. Repeatedly overwriting data on media 

reduces the chance that any data can be recovered. However, the possibility still 

remains that a determined person may be able to recover some of the deleted data. 

Certification and Accreditation  

Between procurement and disposal, you will need to ensure that the components in your 

computing environment are sufficient for your requirements. Certification is the process of 

reviewing a system throughout its life cycle to ensure that it meets its specified security 

requirements. Accreditation is the formal agreement by the authorizing official to accept the 

risk of implementing the system. The process includes the following players:  

• Authorizing official—The senior manager who must review the certification report 

and make the decision to approve the system for implementation. The authorizing 

official (AO) officially acknowledges and accepts the risk that the system may pose to 

agency mission, assets, or individuals.  

• Certifier—The individual or team that is responsible for performing the security test 

and evaluation (ST+E) for the system. The certifier also prepares the report for the 

AO on the system’s operating risk.  

• System owner—The person responsible for the daily operations of the system and 

ensuring that the system continues to operate in compliance with the conditions set 

out by the AO is the system owner.  

Certification:  

Certification is the technical evaluation of a system to provide assurance that the organization 

implemented the system correctly. The system should meet the initial design requirements to 

ensure that the security controls are working effectively. A certifier or team of certifiers does 

this task. The certifier should have the skill to perform the verification process and the tests 

necessary to prove compliance. Certification of a system means the following:  

• The system meets the technical requirements.  

• The system meets the functional requirements.  

The system provides assurance of proper operation. In order to certify, the person (or people) 

involved in the process must first know the technical and functional requirements. They also 

must know the capabilities of the system they are recommending for purchase or for approval 

to move into production. These might be software or hardware requirements. You might 
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evaluate them in terms of quantity or quality, such as the ability to authenticate 100 users a 

minute or to ensure 99.99 percent uptime. You might base the requirements on non-IT 

factors, such as weight or energy consumption. The accreditors must examine all the 

requirements. Whether conducting or managing these tasks, many of them will fall to you as 

a security professional.  

Finally, the certifiers must match these lists to make sure the new system meets or exceeds 

each specification. When they’re sure that it does, they recommend management approval. 

This doesn’t mean the system is right for your organization or that it is the best solution 

available. Certification means only that the product meets its technical and functional 

specifications and operates as promised.  

Accreditation:  

Accreditation occurs after you certify a system. Accreditation is the process of management 

officially accepting the system. The accreditor or designated approving authority reviews the 

certification reports and, based on the operational environment, accepts the system for 

operation. You can define this process in two ways:  

• Accreditation is management’s formal acceptance of risk.  

• Accreditation is management’s permission to implement.  

Triggers for New Certification:  

The certification and accreditation processes ensure that a system not only meets the security 

requirements today but that it continues to meet them through the operations and maintenance 

phases of its life cycle. The post-accreditation phase lists the activities required to continue to 

operate and manage the system so that it maintains an acceptable level of risk. You must 

continually assess risk to meet this requirement for the following reasons:  

• Business needs change due to new products, new processes, mergers, or divestitures.  

• Products (solutions) that were once accredited might no longer meet the needs of the 

business.  

• Vendors often upgrade or replace products, and these replacements need to be 

recertified and reaccredited. 

 

9.6 CHECK YOUR PROGRESS 

 

1. _______________involves assigning each object a specific classification. 

2. Difference between clearance and classification 
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3. List criteria in classifying information. 

4. Acronym for SDLC 

5. What is Data Policies?  

Answers to check your progress 

1. Mandatory access control (MAC) 

2. The authorization grants clearance to users. The data owner assigns a classification to 

data. 

3. Value, sensitivity and criticality 

4. System Development Life Cycle (SDLC). 

5. A solid data policy should contain sections or even full documents that cover 

retention and storage as well as disposal. 

 

9.7 SUMMARY 

 

This unit mainly focuses on data classification standards that affect the decision-making 

process. This unit also describes how to use configuration management to manage system 

modifications. Also how configuration control and change control affect the change 

management process is detailed, 

9.8 KEYWORDS 

• Clearance : A security clearance is an authorization that allows access to information 

that would otherwise be forbidden. 

• Information classification : is a process in which organisations assess the data that 

they hold and the level of protection it should be given. 

• Data security:  is the practice of protecting digital information from unauthorized 

access, corruption, or theft throughout its entire lifecycle. 

• System life cycle: The system lifecycle in systems engineering is a view of a system 

or proposed system that addresses all phases of its existence to include system 

conception, design and development, production and/or construction, distribution, 

operation, maintenance and support, retirement, phase-out, and disposal. 

• Data policy :A data policy contains a set of rules, principles, and guidelines that 

provide a framework for different areas of data management throughout the 

enterprise, including but not limited to data governance, data quality, and data 

architecture. 
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9.9 QUESTIONS FOR SELF STUDY 

 

1. Explain different criteria used in classifying information. 

2. Mention the objectives of classifying information. 

3. Discuss change control and configuration control. 

4. Describe Change control procedures. 

5. Explain the common steps used in the SLC. 

6. Distinguish Certification and Accreditation. 
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10.0 OBJECTIVES 

After studying this unit, you will be able to: 

 Describe Security Auditing and Analysis  

 Defining Your Audit Plan  

 Analyse Audit Data Collection Methods  

 Give an account on Post-Audit Activities  

 

10.1 INTRODUCTION 

Planning for Secure Systems doesn’t stop once you’ve deployed controls. If you really want 

to protect yourself from data breaches, you have to make sure you’re ready for any type of 

attack. To do that, you evaluate your systems regularly. One crucial type of evaluation to 

avoid a data breach is a security audit. When you audit a computer system, you check to see 

how its operation has met your security goals. Simply put, when you audit a system, you see 

if things on the system work according to plan. Audits also often look at the current 

configuration of a system as a snapshot in time to verify that it complies with requirements.  

You can audit a system manually or you can do it using automated computer software. 

Manual tests include the following:  
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• Interviewing your staff  

• Performing vulnerability scans  

• Reviewing application and operating system access controls  

• Analyzing physical access to the systems  

With automated tests, the auditing software creates a report of any changes to important files 

and settings. These files and settings might relate to computing devices, operating systems, or 

application software. Computing devices can include personal computers, mobile devices, 

servers, network routers, and switches. Application software includes any software that runs 

on any computing device that provides services to users 

Of course, long before you can audit a system, you need to create the policies and procedures 

that establish the rules and requirements of the system. That is, before you can determine 

whether something has worked, you must first define how it’s supposed to work. This is 

known as assessing your system. You evaluate all the components of your system and 

determine how each should work. This sets your baseline expectations. Once you have that, 

you can audit the system. You compare the system’s performance to your baseline 

expectations to see whether things worked as planned. 

10.2 Security Auditing and Analysis 

The purpose of a security audit is to make sure your systems and security controls work as 

expected. When you review your systems, you should check for the following:  

• Are security policies sound and appropriate for the business or activity? The 

purpose of information security is to support the mission of the business and to 

protect it from the risks it faces. With respect to security, one of the most visible 

risks is that of data breach. Your organization’s policies and supporting 

documents define the risks that affect it. Supporting documents include your 

organization’s procedures, standards, and baselines. When you conduct an audit, 

you are asking the question, ―Are our policies understood and followed?‖ The 

audit itself does not set new policies. Auditors might, however, make 

recommendations based on experience or knowledge of new regulations or other 

requirements. 

• Are there controls supporting your policies? Are the security controls aligned 

correctly with your organization’s strategies and mission? Do the controls support 

your policies and culture? If you cannot justify a control by a policy, you should 
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probably remove it. Whenever a control is explained as ―for security‖ but with no 

other explanation, you should remove it. Security is not a profit center, and it 

should never exist for its own sake. It is a support department. Its purpose is to 

protect the organization’s assets and revenue stream.  

• Is there effective implementation and upkeep of controls? As your organization 

evolves and as threats mature, it is important to make sure your controls still meet 

the risks you face today. 

Security Controls Address Risk 

Security controls place limits on activities that might pose a risk to your organization. You 

must review security regularly to make sure your controls are current and effective. This 

security review includes the following activities:  

• Monitor—Review and measure all controls to capture actions and changes on the 

system.  

• Audit—Review the logs and overall environment to provide independent analysis 

of how well the security policy and controls work.  

• Improve—Include proposals to improve the security program and controls in the 

audit results. This step applies to the recommended changes as accepted by 

management.  

• Secure—Ensure that new, and existing, controls work together to protect the 

intended level of security. 

Although security controls protect your computers and networks, you should ensure that each 

one is necessary and is effective. Each control should protect your organization from a 

specific threat. A control without an identified threat is a layer of overhead that does not 

make your organization any more secure. Carefully ensure that all security controls you have 

in place address specific threats. It is fine to have multiple controls that address the same 

threat—just ensure that each control does address at least one threat.  

Recall that risk is defined as the probability that a threat will be realized. You can calculate 

the expected loss by multiplying the risk probability by the asset cost. Identifying risks 

enables you to measure the validity of the control. When you use a control that costs more 

than the potential loss if a threat is realized, you may be wasting your organization’s 

resources. One of the best ways to avoid wasting your organization’s resources is to ensure 
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that you follow the security review cycle. FIGURE 10-1 shows how the steps in the security 

review cycle all fit together. 

 

FIGURE 10-1 The security review cycle 

Permission Levels  

The proper permission level for your organization depends on your organization’s needs and 

policies. It’s essential to match your organization’s required permission level with its security 

structure. If you don’t, you might lose a lot of data, and your reputation could suffer. You 

could also find that users simply attempt to bypass your security controls if your security 

controls are tougher than is necessary. The most common permission levels are as follows: 

• Promiscuous—Everything is allowed. This permission level is used by many 

home users but makes it easier for attackers to succeed.  

• Permissive—Anything not specifically prohibited is OK. This permission level is 

suitable for most public Internet sites, some schools and libraries, and many 

training centers.  

• Prudent—A reasonable list of things is permitted; all others are prohibited. This 

permission level is suitable for most businesses.  

• Paranoid—Very few things are permitted; all others are prohibited and carefully 

monitored. This permission level is suitable for secure facilities. 
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Areas of Security Audits  

Audits can be very large in scope and cover entire departments or business functions. On the 

other end of the spectrum, they can be narrow and address only one specific system or 

control. An audit provides management with an independent assessment of whether the best 

controls are in place and how well they work. This helps management understand and address 

the risks.  

For example, a high-level security policy audit is a review of your security policy to ensure it 

is up to date, relevant, communicated, and enforced. This type of audit also helps ensure that 

your policy reflects the culture of your organization. These audits may also determine 

whether users or customers accept the controls or whether they try to bypass the controls they 

view as unrealistic. In addition, this type of audit tests how well your infrastructure protects 

your application’s data. It ensures that the application limits access to authorized users only 

and that it hides (encrypts) data that unauthorized users should not see.  

You must also audit all your organization’s firewalls, routers, gateways, wireless access 

points, and other network devices to ensure that they function as intended and that their 

configurations comply with your security policy. Finally, audits can test the technologies 

themselves. They detect whether all your networked computers and devices are working 

together according to your policy. They help ensure that your rules and configurations are up 

to date, documented, and subject to change control procedures. 

Purpose of Audits  

An audit gives you the opportunity to review your risk management program and to confirm 

that the program has correctly identified and reduced (or otherwise addressed) the risks to 

your organization. An audit checks whether controls are:  

• Appropriate—Is the level of security control suitable for the risk it addresses?  

• Installed correctly—Is the security control in the right place and working well?  

• Addressing their purpose—Is the security control effective in addressing the risk it 

was designed to address? 

The audit report that auditors create should recommend improvements or changes to the 

organization’s processes, infrastructure, or other controls as needed. Audits are necessary 

because of potential liability, negligence, and mandatory regulatory compliance. Audits can 
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expose problems and provide assurance of compliance. Many jurisdictions require audits by 

law. 

An audit might find that an organization lacks sufficiently trained and skilled staff. It might 

show that the company does not do enough to oversee security programs and manage assets. 

An audit might encourage an organization to provide better staff training. On the other hand, 

an audit might validate that an organization is meeting or exceeding its requirements.  

Many new regulations make management personally responsible for fraud or mismanagement 

of corporate assets. In the past, corporations were mostly accountable for these failings; now 

individuals are responsible. It is in the organization’s best interests to make every effort to be 

compliant with all necessary requirements to protect itself and its people. 

10.3 Defining Your Audit Plan 

In planning the activities for an audit, the auditor first must define the objectives and 

determine which systems or business processes to review. The auditor should also define 

which areas of assurance to check.  

An auditor must also identify the personnel—both from his or her own team and from the 

organization being audited—who will participate in the audit. These people will gather and 

put together information to move the audit along. The auditor must be sure that everyone has 

the right skills, is prepared to contribute, and is available when they are needed.  

Some auditors include a review of previous audits to become familiar with past issues. Other 

auditors choose not to review previous audits to avoid being prejudiced by prior conclusions. 

Defining the Scope of the Plan 

You must define the boundaries of the review at the beginning of the project. It is critical to 

determine which areas the audit will review and which it will not. You must be sure that the 

areas not reviewed in the current audit will be subject to another audit and you must set 

responsibility for those areas. All systems and networks must have a clearly designated 

owner. In some cases, the scope of an audit extends beyond a single organization. If your 

organization outsources data or processing, you may need to include assets that exist outside 

your organization. You may need to audit components that you access through an 

interoperability agreement. Determining the scope of an audit may require interaction with 

external organizations.  
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At this point, you need to decide whom to inform that an audit is under way. In many cases, if 

users know you are auditing them, they may start to follow rules they had previously ignored. 

If knowing about an audit changes user behavior, your audit will not be accurate. On the 

other hand, trying to perform an audit without telling staff makes the job more difficult by 

limiting access to critical information. You have to consider this tradeoff on a case-by-case 

basis. FIGURE 10-2 shows how the scope of an audit can span all seven domains in the IT 

infrastructure. 

An auditor should take the time to properly plan an audit before conducting any audit 

activities. Planning is far more than just listing the files and documents to inspect. In fact, 

auditors often do a substantial amount of work preparing for an audit. Here’s what you can 

expect from an auditor throughout the planning and execution phases: 

• Survey the site(s)—An auditor will want to understand the environment and the 

interconnections between systems before starting the audit activities.  

• Review documentation—An auditor will want to review system documentation and 

configurations, both during planning and as part of the actual audit. Reviewing 

interoperability agreement requirements is necessary when audits include external 

partners. These documents specify agreed-upon compliance requirements for 

outsourcing partners. 

• Review risk analysis output—An auditor will want to understand system criticality 

ratings that are a product of risk analysis studies. This helps rank systems into the 

appropriate order for mitigation in the reporting phase.  

• Review server and application logs—An auditor might ask to examine logs to look for 

changes to programs, permissions, or configurations.  

• Review incident logs—An auditor might ask to review security incident logs to get a 

feel for problem trends.  

• Review results of penetration tests—When an organization conducts penetration tests, 

the tester prepares a report listing weaknesses that were found. The auditor needs to 

review this report and make sure that the audit addresses all items. 
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FIGURE 10-2 Audit scope and the seven domains of the IT infrastructure. 

10.4 Audit Data Collection Methods 

Before you can analyze data, you need to identify and collect those data. There are many 

ways to collect data, including: 

• Questionnaires—You can administer prepared questionnaires to both managers and 

users. 

• Interviews—These are useful for gathering insight into operations from all parties. 

Interviews often prove to be valuable sources of information and recommendations.  

• Observation—This refers to input used to differentiate between paper procedures and 

the way the job is really done.  

• Checklists—These prepared documents help ensure that the information-gathering 

process covers all areas.  

• Reviewing documentation—This documentation assesses currency, adherence, and 

completeness.  

• Reviewing configurations—This review involves assessing change control procedures 

and the appropriateness of controls, rules, and layout.  
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• Reviewing policy—This review involves assessing policy relevance, currency, and 

completeness.  

• Performing security testing—This testing, vulnerability testing and penetration 

testing, involves gathering technical information to determine whether vulnerabilities 

exist in the security components, networks, or applications. 

Areas of Security Audits  

Part of the auditing process is to ensure that policy statements exist for all key areas. Auditors 

document any key areas that your policy does not address. After that, they check to see if all 

personnel are following policies, procedures, and standards.  

You will need a password standard (minimum characters and complexity) and a password 

procedure (guidelines for setting, changing, and resetting passwords) to support your access 

control policy. Many organizations use their password policies as their system access 

policies. This is a dangerous mistake. You should develop a separate access control policy 

that says something similar to the following:  

Authorized users should be able to do only that which they are authorized to do. 

Unauthorized users should be prohibited from doing anything.  

Because passwords are so often the targets of attacks, the use of passwords is declining. 

Instead, many organizations are starting to use tokens, smart cards, or biometrics for 

authentication. (Of course, a combination of these authentication types is even better, as you 

learned in an earlier chapter.) As your IT environment changes, make sure your policies 

change, too. You don’t want all access control policies to dictate password strength when half 

your systems are using smart cards. A thorough audit ensures that your security policy is up 

to date and reflects your current environment. You should identify and remove any policies 

that are out of date. TABLE 10-1 shows several of the critical areas that you should include 

in a security audit. 
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TABLE 10-1 Areas that you should include in an audit plan. 

 

Control Checks and Identity Management  

It is important to ensure that your security controls are effective, reliable, and functioning as 

you intended. Without monitoring and reviewing, you have no assurance that your 

information security program is effective or that personnel are exercising due diligence. 

When auditing an identity management system, you should focus on these key areas: 

• Approval process—Who grants approval for access requests?  

• Authentication mechanisms—What mechanisms are used for specific security 

requirements?  

• Password policy and enforcement—Does the organization have an effective password 

policy and is it uniformly enforced?  

• Monitoring—Does the organization have sufficient monitoring systems to detect 

unauthorized access?  

• Remote access systems—Are all systems properly secured with strong authentication? 
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10.5 Post-Audit Activities 

After audit activities are completed, the auditors still have more work to do. Additional 

auditor tasks include exit interviews, data analysis, generation of the audit report, and a 

presentation of findings to management.  

Exit Interview  

The auditor performs an exit interview with key personnel to alert them to major issues and 

recommendations that will come later in the audit report. This enables management to 

respond quickly and act on serious issues. Aside from these early alerts, auditors should not 

provide details before the final report. If they do, they might give a false view of the 

organization’s security preparedness.  

Data Analysis  

Auditors commonly analyze data they collect away from the organizational site, when such 

data removal is permitted. This enables the auditor to review everything learned and to 

present observations using a standard reporting format. Offsite analysis also enables auditors 

to remove themselves from the pressure often encountered while on site. Every organization 

wants to receive a positive audit report, and that desire sometimes translates into subtle 

pressure for an auditor. Performing data analysis at a different location from the audited 

organization can help encourage unbiased analysis. 

Generation of Audit Report  

Audit reports generally contain at least three broad sections:  

• Findings—These are often listed by level of compliance to the standard benchmark. 

The comparison of audit findings with a stated policy or with industry best practices 

gives a picture of where the organization must improve.  

• Recommendations—Auditors recommend how to fix the risks they have found. They 

also tell how the staff might not be complying with a policy or process. In most 

reports, the recommendations address the most important issues first.  

Audit recommendations should include the following:  

o Timeline for implementation—Change recommendations should not be open-

ended. Each recommendation should have a suggested deadline.  
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o Level of risk—The audit should make clear the level of risk the organization 

faces from each finding.  

o Management response—Auditors should give management an opportunity to 

respond to a draft copy of the audit report. They should then put that response 

in the final report. This response often clarifies issues and explains why 

controls were not used or why recommendations in the draft copy are not 

necessary. The response can also include action plans for fixing gaps in 

controls.  

•  Follow-up—When necessary, auditors should schedule a follow-up audit to ensure 

the organization has carried out recommendations 

Presentation of Findings  

When the auditors complete the audit report, they present their findings to the organization. 

Depending on your organization’s structure and size, the findings presentation could be a 

formal meeting or it could involve simply delivering the report to a single person. Regardless 

of how you receive the audit findings, it is important that the audited organization examine 

the report and make the necessary changes. The findings might lead to changes based on 

regulatory requirements or available budget. 

10.6 Check your progress 

1. What is the purpose of a security audit? 

2. Differentiate Authorized users and Unauthorized users. 

3. Why the use of passwords is declining for authentication? 

4. Significance of Checklists. 

5. Mention Post-Audit Activities. 

Answers to check your progress 

1. The purpose of a security audit is to make sure your systems and security controls 

work as expected. 

2. Authorized users should be able to do only that which they are authorized to do. 

Unauthorized users should be prohibited from doing anything.  

3. Because passwords are so often the targets of attacks, the use of passwords is 

declining. Instead, many organizations are starting to use tokens, smart cards, or 

biometrics for authentication 
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4. Checklists—These prepared documents help ensure that the information-gathering 

process covers all areas.  

5. Additional auditor tasks include exit interviews, data analysis, generation of the audit 

report, and a presentation of findings to management.  

10.7 Summary 

In this unit, you learned about security auditing. You learned how auditing is used to help you 

create safer systems. You explored why you need these audits and how they create a culture 

of responsibility and accountability. You discovered how to define your auditing plan, 

including its scope, and how it works to develop secure systems. You learned about auditing 

benchmarks, and how they help to create the basis for your auditing plan. You also learned 

about data collection methods, including how they help you gather information you need to 

perform a quality audit. You also studied post-audit activities and how they help you 

complete the process. 

10.8 Keywords 

 Security audit: A security audit is a systematic evaluation of the security of a 

company's information system by measuring how well it conforms to an established 

set of criteria. 

 Security  controls: Any type of safeguard or countermeasure used to avoid, detect, 

counteract, or minimize security risks to physical property, information, computer 

systems, or other assets is considered a security control. Given the growing rate of 

cyberattacks, data security controls are more important today than ever. 

 Authentication mechanisms: are modules that authenticate the user with a specific 

challenge or authentication technology,  

 Password policy and enforcement : Enforce password history policy with at least 10 

previous passwords remembered. 

 Audit plan: An audit plan is the specific guideline to be followed when conducting 

an audit.  

10.9 Questions for self study 

1. Describe the purpose of Security Auditing. 

2. Explain the activities of security review. 
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3. Describe security review cycle with a diagram. 

4. Discuss various Permission Levels  

5. Explain the purpose of Auditing. 

6. Explain planning and execution phases followed by auditor. 

7. Brief out on Audit data collection methods 

8. Write a note on Post-Audit Activities. 

9. What does Audit Report contain? Explain. 
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11.0 OBJECTIVES 

After studying this unit, you will be able to: 

 Identify prominent information security standards organizations 

 Explore various Standards Organizations related to information security 

 Analyze Payment Card Industry Data Security Standard 

 

11.1 INTRODUCTION 

It is nearly impossible to purchase all hardware and software from one vendor. Today’s 

organizations get parts for their IT infrastructure from multiple vendors—and expect these 

products to work together. 

How can so many products from different vendors work together? They work together 

because of standards. Standards are necessary to create and maintain a competitive market for 
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hardware and software vendors. Standards also guarantee compatibility between products 

from different countries. They provide guidelines to ensure that products in today’s 

computing environments work together. 

Several organizations develop and maintain standards for computers. In this unit, you will 

learn about the most common standards for computer and networking products and services. 

You will specifically learn about those standards that relate to security. 

11.2 Standards Organizations 

The earliest computers were custom built for specific purposes. Designers decided how to 

connect components and how they communicated based on the specific computer’s needs. 

Soon, however, designers realized that by implementing communications standards, they 

could enable different vendors’ components to work together. This standardization increased 

customer confidence in computers. Customers felt more comfortable buying products based 

on standards. Some proprietary systems, however, did not support standards. Adhering to 

standards is necessary to increase market appeal and, in many cases, to comply with 

regulations. It is important that you know about the most influential organizations that 

develop and maintain the standards that govern various aspects of computing and network 

communications. 

11.2.1 National Institute of Standards and Technology  

The National Institute of Standards and Technology (NIST) is a federal agency within the 

U.S. Department of Commerce. Founded in 1901 as the National Bureau of Standards (NBS), 

NIST was the United States’ first federal physical science research laboratory. NIST’s 

mission is to ―promote U.S. innovation and industrial competitiveness by advancing 

measurement science, standards, and technology in ways that enhance economic security and 

improve our quality of life‖. NIST provides standards for measurement and technology on 

which nearly all computing devices rely. In addition, NIST maintains the atomic clock that 

keeps the United States’ official time. Although NIST is a non regulatory agency, many 

organizations respect and adopt its publications.  
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NIST executes its primary mission through four cooperative programs: 

• NIST Laboratories—Laboratories that conduct research to advance U.S. technology 

infrastructure. The nation’s industry uses this infrastructure to improve the quality of 

products and services.  

• Baldrige National Quality Program—A national program that empowers and 

encourages excellence among U.S. organizations, including manufacturers, service 

organizations, educational institutions, healthcare providers, and nonprofit 

organizations. It also strives to increase quality and recognize organizations that 

achieve quality goals.  

• Hollings Manufacturing Extension Partnership—A network of centers around the 

nation that offer technical and business assistance to small and medium-sized 

manufacturers.  

• Technology Innovation Program—Another national program that offers awards to 

organizations and universities to support potentially revolutionary technologies that 

apply to critical needs of national interest. 

NIST maintains a list of standards and publications of general interest to the 

computersecurity community. NIST established this collection of documents, called the 

Special Publications 800 series, in 1990 to provide a separate identity for information 

technology security publications. The publications in this series report on research and 

guideline efforts related to computer security in government, industry, and academic 

organizations. 

Many in the field refer to publications in the 800 series by the name NIST SP. For example, 

many people refer to the document titled ―NIST Special Publication 800-66‖ as NIST SP 

800-66. (NIST SP 800-66 contains introductory guidance for complying with HIPAA.)  

The NIST Special Publications 800 series contains many standards that provide guidance for 

information systems security activities. TABLE 12-1 lists just a few of the resources you can 

find in the NIST Special Publications 800 series.  

Starting in 2015, NIST initiated a subseries of special publications, SP 1800, NIST Cyber 

security Practice Guides. SP 1800 extends SP 800 and targets specific issues related to 

implementing cyber security in the public and private sectors. TABLE 12-2 lists the 

publications within SP 1800. 
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TABLE 12-1 NIST Spec4ial Publications 800 series sample documents 

 

TABLE 12-2 NIST Special Publications 1800 series documents. 

 

11.2.2 International Organization for Standardization  

The International Organization for Standardization (ISO) formed in 1946. It is a non 

governmental international organization. Its goal is to develop and publish international 

standards. ISO, based in Geneva, Switzerland, is a network of 161 national standards 

institutes. ISO serves as a bridge between the public and private sectors. Some members are 

governmental entities; others are in the private sector. ISO’s goals are to develop standards 

that do not cater to either group exclusively but reach consensus.  
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Although the organization’s short name, ISO, appears to be an acronym, it is not. Because 

ISO is an international organization, its full name is different depending on the language. ISO 

members agreed on the short name ISO derived from the Greek word isos, which means 

equal. ISO strives for consensus, even in the choice of its name. This focus on consensus is 

what makes ISO such a successful authority in developing and promoting standards in many 

areas.  

ISO publishes many standards for nearly all industries. For example, the International 

Standard Book Number (ISBN) is an ISO standard. For those in information technology, 

perhaps the best-known ISO standard is the Open Systems Interconnection (OSI) Reference 

Model shown in FIGURE 11-1. This internationally accepted framework of standards 

governs how separate computer systems communicate using networks. The reference model 

contains seven distinct layers that address seven different issues related to networked 

communications. The reference model defines the standards that enable computers and 

devices from different vendors to communicate.  

Each layer in the model represents a collection of related functions. Each function provides 

services to the layer immediately above it and receives services from the layer immediately 

below it. For example, the Transport Layer (Layer 4) provides error-free communications 

across a network. It also provides the connections needed by software functions in the 

Session Layer (Layer 5). In addition, it calls functions in the Network Layer (Layer 3), the 

next layer down, to send and receive packets that make up the contents of the network 

communication. 

 

FIGURE 11-1 The OSI Reference Model 
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Although many newer networking solutions do not strictly correspond to a structure of seven 

distinct layers, the OSI Reference Model is still the predominant tool used to teach 

networking concepts. The OSI Reference Model has long been the basis of understanding 

how networks provide general services in a standard environment.  

Even though other models may map more directly to current software, the OSI Reference 

Model is still a relevant tool to teach networking fundamentals.  

ISO organizes its many standards by both the International Classification for Standards (ICS) 

and the Technical Committee (TC) to which it assigns each standard. You can find standards 

spread among 40 different Level 1 ICSs, assigned to one of over 200 TCs. This gives you a 

feel for the breadth of standards. 

11.2.3 International Electrotechnical Commission  

The International Electrotechnical Commission (IEC) is a standards organization that often 

works with the ISO. The IEC is the preeminent organization for developing and publishing 

international standards for technologies related to electrical and electronic devices and 

processes. People refer to the collective body of knowledge addressed by the IEC as 

electrotechnology.  

The IEC formed in 1906 to address issues with the expanding technologies related to 

electrical devices. Today the IEC’s standards address a wide variety of areas, including the 

following: 

• Power generation  

• Power transmission and distribution  

• Commercial and consumer electrical appliances  

• Semiconductors  

• Electromagnetics  

• Batteries  

• Solar energy  

• Telecommunications 

The IEC was instrumental in the development of standards for electrical measurements, 

including gauss, hertz, and weber. The IEC works closely with ISO and the ITU-T (discussed 
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later in this chapter) to synergize efforts. To ensure international acceptance and maximum 

usage of its standards, the IEC encourages participation from as many countries as possible. 

At the time of this writing, there are 60 full IEC members, also called National Committees 

(NCs), and 23 associate IEC members. In 2001 the IEC expanded its membership to include 

more developing nations. The Affiliate Country Programme includes 84 smaller countries.  

As an IT professional, you will most likely encounter IEC standards relating to physical 

computer and networking hardware. The focus of the IEC has expanded since its inception as 

the electrical and electronics industries have changed. Today much of the IEC’s focus 

includes standards that address emerging power needs and how they affect other functional 

areas. The IEC is active in developing standards that support safety, performance, 

environmental responsibility, energy efficiency, and renewable energy sources and use. 

11.2.4 World Wide Web Consortium  

The creation of the World Wide Web in 1990 marked a turning point in the way users 

accessed resources on the Internet. In the early days of the Internet, competing vendors 

released their own versions of the primary language of the Web, HyperText Markup 

Language (HTML). These versions were incompatible with those of other vendors. These 

incompatibilities caused issues with web browsers and limited the Web’s functionality. As 

interest in the Web grew, the need to standardize its primary language became clear. Sir Tim 

BernersLee, the computer scientist who wrote the original proposal for what eventually 

became the World Wide Web, founded the World Wide Web Consortium (W3C) in 1994 to 

address the lack of standards.  

The W3C immediately became the main international standards organization for the World 

Wide Web. The stated purpose of the W3C is to develop protocols and guidelines that unify 

the World Wide Web and ensure its long-term growth. The W3C currently has 419 members, 

representing businesses, nonprofit organizations, universities, and various government 

agencies.  

The W3C develops many web-related standards that govern and coordinate many aspects of 

web development and operation. Standards the W3C has developed or endorsed include the 

following:  
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• Cascading Style Sheets (CSS)  

• Common Gateway Interface (CGI)  

• HyperText Markup Language (HTML)  

• Simple Object Access Protocol (SOAP)  

• Web Services Description Language (WSDL)  

• Extensible Markup Language (XML)  

Each of these standards and specifications is necessary to ensure that web applications 

interact with web components from other vendors. If you work with any World Wide Web 

components, you will likely encounter one or more W3C standards. 

11.2.5 Internet Engineering Task Force  

The Internet Engineering Task Force (IETF) develops and promotes Internet standards. 

According to the IETF website, the organization purpose is to ―make the Internet work 

better‖. The IETF focuses on the engineering aspects of Internet communication and attempts 

to avoid policy and business questions. The IETF works closely with the W3C and ISO/IEC, 

focusing primarily on standards of the TCP/IP or Internet protocol suite. The IETF is an open 

organization. There are no membership requirements. All participants, including contributors 

and leaders, are volunteers. Their employers usually fund their work. 

11.2.6 Internet Architecture Board  

The Internet Architecture Board (IAB) is a subcommittee of the IETF. It also serves as an 

advisory body to the Internet Society (ISOC). The IAB is composed of independent 

researchers and professionals who have a technical interest in the well-being of the Internet.  

The IAB serves as an oversight committee for many IETF activities. The IAB provides 

oversight for the following:  

• Architecture for Internet protocols and procedures  

• Processes used to create standards  

• Editorial and publication procedures for RFCs  

• Confirmation of IETF chair and technical area directors  
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The IAB provides much of the high-level management and validation of the processes of 

conducting IETF business. The IAB is an important committee that has substantial influence 

over many standards that affect the Internet. 

11.2.7 Institute of Electrical and Electronics Engineers  

According to its website (www.ieee.org/index.html), the Institute of Electrical and 

Electronics Engineers (IEEE) is ―the world’s largest professional association for the 

advancement of technology.‖ The IEEE is an international nonprofit organization that focuses 

on developing and distributing standards that relate to electricity and electronics. With more 

than 420,000 members in approximately 160 countries, it has the largest number of members 

of any technical professional organization in the world. The IEEE formed in 1963 through the 

merger of two older organizations: the Institute of Radio Engineers, formed in 1912, and the 

American Institute of Electrical Engineers, formed in 1884.  

The IEEE supports 39 societies that focus activities on specific technical areas. These 

technical areas include magnetics, photonics, and computers. Each society develops 

publications, holds conferences, and promotes activities and events to further knowledge and 

interest in a specific area. IEEE also provides many training and educational opportunities 

covering a large number of engineering topics.  

IEEE is also one of the largest standards-producing organizations. The IEEE Standards 

Association (IEEE-SA) manages these standards. IEEE standards cover many industries, 

including information technology. IEEE currently publishes or sponsors more than 1,300 

standards and projects. The best-known standard that relates to information security is the 

IEEE 802 LAN/MAN standard family. This group of standards defines how various types of 

local area network (LAN) and metropolitan area network (MAN) protocols work. TABLE 

11-3 lists some of the more recognizable working groups in the IEEE 802 LAN/MAN 

standard. 
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TABLE 12-3 Common IEEE 802 standard working groups 

 

IEEE is open to members from the technical community who meet certain professional 

requirements. Full members can vote in IEEE elections. Students can obtain student 

memberships to IEEE; they can enjoy all the benefits of full membership except the right to 

vote. For interested parties who are not students and do not meet the technical requirement, 

IEEE offers associate memberships with limited privileges. 

11.2.8 International Telecommunication Union Telecommunication Sector  

The International Telecommunication Union (ITU) is a United Nations agency. It is 

responsible for managing and promoting information and technology issues. The ITU is a 

global point of focus for both governmental and commercial development of networks and 

related services. The ITU was formed in 1865 as the International Telegraph Union to 

develop international standards for the emerging telegraph communications industry. The 

ITU became a UN agency in 1947. It was renamed the International Telegraph and 

Telephone Consultative Committee (CCITT) in 1956 and eventually adopted its current name 

in 1993. ITU headquarters are in Geneva, Switzerland. Memberships include 193 member 

states and more than 700 sector members and associates.  

The oldest and most recognizable activity of the ITU is its work developing standards. The 

ITU Telecommunication Sector (ITU-T) performs all ITU standards work. The ITU-T is 

responsible for ensuring the efficient and effective production of standards covering all fields 

of telecommunications for all nations. ITU-T also defines tariff and accounting principles for 

international telecommunication services. Timeliness has become an important focus of ITU-
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T standards. In 2001, the organization overhauled its antiquated standards-development 

procedures to reduce by 95 percent the time required to create standards. 

ITU-T calls the international standards it produces recommendations. They become 

mandatory only when adopted as part of a member state’s national law. Because the ITU-T is 

a UN agency, its standards carry significant international weight. Even though ITU-T calls its 

standards recommendations, they tend to carry substantial authority. 

ITU-T divides its recommendations into 26 separate series, each bearing a unique letter of the 

alphabet. For example, switching and signaling recommendations are in the Q series. Data 

networks, open systems communications, and security recommendations are in the X series. 

ITU-T has developed and published many communication recommendations that address 

technical details of all types of communication. Several of the X series recommendations 

relate directly to information security. TABLE 11-4 lists some of the ranges of ITU-T 

recommendations that relate to information security 

TABLE 11-4 ITU-T recommendations that relate to information security. 

 

11.2.9 American National Standards Institute  

One of the leading standards agencies in the United States is the American National 

Standards Institute (ANSI). ANSI’s goal is to strengthen the U.S. marketplace within the 

global economy. At the same time, it strives to ensure the safety and health of consumers and 
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the protection of the environment. It seeks to accomplish this goal by promoting voluntary 

consensus standards and conformity assessment systems 

ANSI oversees the creation, publication, and management of many standards and guidelines 

that directly affect businesses in nearly every sector. ANSI standards cover such business 

sectors as acoustical devices, construction equipment, dairy and livestock production, and 

energy distribution. 

 ANSI was formed in 1918 through the merger of five engineering societies and three 

government agencies. These groups merged to form the American Engineering Standards 

Committee (AESC). In 1928, the AESC became the American Standards Association (ASA). 

In 1966, the ASA reorganized and became the United States of America Standards Institute 

(USASI). Finally, in 1969, the USASI became ANSI. Today, ANSI is composed of 

government agencies, organizations, educational institutions, and individuals. ANSI 

represents more than 125,000 companies and 3.5 million professionals. 

ANSI produces standards that affect nearly all aspects of IT. Unlike other organizations that 

specifically focus on engineering or technical aspects of computing and communication, 

ANSI primarily addresses standards that support software development and computer system 

operation. TABLE 11-5 lists some ANSI standards you will encounter in the information 

security and software development realms. 

TABLE 11-5 Important ANSI standards 
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11.3 Payment Card Industry Data Security Standard 

The Payment Card Industry Data Security Standard (PCI DSS) is an international standard 

for handling transactions involving payment cards. The Payment Card Industry Security 

Standards Council (PCI SSC) developed, publishes, and maintains the standard. PCI DSS is 

different from other standards you have seen so far. Some of the largest payment card 

vendors in the world formed PCI DSS.  

These vendors include the following:  

• Visa  

• MasterCard  

• Discover  

• American Express  

• Japan Credit Bureau 

Each of these organizations had its own standard for protecting payment card information. 

These organizations combined their efforts and published the first version of the PCI DSS in 

December 2004. The latest version, PCI DSS version 3.2, was released in April 2016. They 

created PCI DSS to protect payment card users from fraud and to preempt legislative 

requirements on the industry. It requires layers of controls to protect all payment card-related 

information as it is processed, transmitted, and stored. The standard applies to all 

organizations that participate in any of the processes surrounding payment card processing. 

 Compliance with PCI DSS standards is a prerequisite for doing business with any of the 

member organizations. If any organization violates PCI DSS standards, it could lose its 

ability to process payment cards. In most cases, noncompliance results in fines and/or audits 

that are more frequent. Habitual offenders may find their processing privileges revoked. For 

most organizations that depend on payment cards as a means of receiving payment, 

compliance is a business requirement.  

The rules with which an organization must comply depend on the number of payment card 

transactions the organization processes. Organizations assess compliance at least annually. 

Organizations that handle large volumes of transactions must have their compliance assessed 

by an independent qualified security assessor (QSA). Organizations that handle smaller 
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volumes of transactions can choose to self-certify using a PCI DSS self-assessment 

questionnaire (SAQ). 

PCI DSS version 3.2 defines 12 requirements for compliance, organized into six groups, 

called control objectives. TABLE 11-6 lists the 12 PCI DSS control objectives and 

requirements. 

TABLE 11-6 PCI DSS control objectives and requirements 

 

11.4 Check your progress 

1. Acronym for NIST 

2. List layers of OSI model. 

3. What is International Electrotechnical Commission (IEC)? 

4. Acronym for HTML 

Answers to check your progress 

1. National Institute of Standards and Technology (NIST)   

2. Layers of OSI model are physical, data, network, transport, session presentation, 

application  

3. The International Electrotechnical Commission (IEC) is a standards organization 

that often works with the ISO. The IEC is the preeminent organization for 
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developing and publishing international standards for technologies related to 

electrical and electronic devices and processes. 

4. HyperText Markup Language (HTML) 

11.5 Summary 

A number of organizations define standards that document technical specifications or other 

specific criteria for use as rules, guidelines, or definitions of characteristics. Organizations 

and industries also use standards to ensure that products and services are consistent. The 

ability of different products from different organizations to work well together depends on 

standards. As the IT industry advances, so does the need for new and updated standards. In 

this chapter, you learned about some of the standards organizations and a few standards that 

directly affect information security.  

11.6 Keywords 

• The ISO is a non-governmental organisation based in Geneva. It is a network of national 

standards bodies which develops and publishes international standards. ISO has drawn 

up over 20,000 international standards and related documents since its foundation in 

1946. 

• American National Standards Institute (ANSI): The American National Standards 

Institute (ANSI) is a private, non-profit organization that administers and coordinates the 

U.S. voluntary standards and conformity assessment system. 

• Internet Engineering Task Force IETF : The Internet Engineering Task Force (IETF) is 

the leading Internet standards body. It develops open standards through open processes 

with one goal in mind: to make the Internet work better. 

• World Wide Web Consortium (W3C): The World Wide Web Consortium (W3C) is an 

international community that develops open standards to ensure the long-term growth of 

the Web. 

• National Institute of Standards and Technology (NIST): The National Institute of 

Standards and Technology promotes U.S. innovation and industrial competitiveness by 

advancing measurement science, standards, and technology in ways that enhance 

economic security and improve our quality of life. 
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11.7 Questions for self study 

1. Write significance of standards organization. 

2. Write short note on National Institute of Standards and Technology  

3. Write short note on International Organization for Standardization  

4. Write short note on International Electrotechnical Commission  

5. Write short note on World Wide Web Consortium  

6. Write short note on Internet Engineering Task Force  

7. Write short note on Internet Architecture Board 

8. Write short note on Institute of Electrical and Electronics Engineers  

9. Write short note on International Telecommunication Union Telecommunication 

Sector  

10. Write short note on American National Standards Institute  

11. Discuss about Payment Card Industry Data Security Standard. 
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12.0 Objectives 

After studying this unit, you will be able to: 

 Discuss the relationship between information security and physical security 

  Describe key physical security considerations, including fire control and surveillance 

systems  

 Identify critical physical environment considerations for computing facilities, 

including uninterruptible power supplies 

 

12.1 Introduction 

 

As you learned in Unit 1, information security requires the protection of both data and 

physical assets. You have already learned about many of the mechanisms used to protect 

data, including firewalls, intrusion detection systems, and monitoring software. Most 

technology-based controls can be circumvented if an attacker gains physical access to the 

devices being controlled. In other words, if it is easy to steal the hard drives from a computer 
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system, then the information on those hard drives is not secure. Therefore, physical security 

is just as important as logical security to an information security program. 

In earlier units, you encountered a number of threats to information security that could be 

classified as threats to physical security. For example, an employee accidentally spilling 

coffee on a laptop threatens the physical security of its information—in this case, the threat is 

an act of human error or failure. A compromise to intellectual property can include an 

employee installing computer software beyond the number of licenses purchased by the 

organization. An act of espionage or trespass could be committed by a competitor sneaking 

into a facility with a camera. Sabotage or vandalism can be physical attacks on individuals or 

property. Theft includes employees stealing computer equipment, credentials, passwords, and 

laptops. Qualityof-service deviations from service providers, especially power and water 

utilities, also represent physical security threats, as do various environmental anomalies. 

As with all other areas of security, the implementation of physical security measures requires 

sound organizational policy. Physical security policies guide users in the appropriate use of 

computing resources and information assets, as well as in protecting their own safety in day-

to-day operations. Physical security is designed and implemented in several layers. Each of 

the organization’s communities of interest is responsible for components within these layers, 

as follows:  

• General management is responsible for the security of the facility and the policies and 

standards for secure operation. This includes exterior security, fire protection, and 

building access, as well as other controls such as guards, guard dogs, and door locks. 

• IT management and professionals are responsible for environmental and access 

security in technology equipment locations, and for the policies and standards that 

govern secure equipment operation. This includes access to server rooms, power 

conditioning, server room temperature and humidity controls, and more specialized 

controls like static and dust contamination equipment.  

• Information security management and professionals are responsible for risk 

assessments and for reviewing the physical security controls implemented by the other 

two groups. 

12.2 Physical Access Controls 

A number of physical access controls are uniquely suited to governing the movement of 

people within an organization’s facilities—specifically, controlling their physical access to 
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company resources. While logical access to systems in the Internet age is a very important 

subject, the control of physical access to an organization’s assets is also of critical 

importance. Some of the technology used to control physical access is also used to control 

logical access, including biometrics, smart cards, and wireless-enabled keycards. 

Before learning more about physical access controls, you need to understand what makes a 

facility secure. An organization’s general management oversees its physical security. 

Commonly, a building’s access controls are operated by a group called facilities 

management. Larger organizations may have an entire staff dedicated to facilities 

management, while smaller organizations often outsource these duties. 

In facilities management, the term secure facility might bring to mind military bases, 

maximum-security prisons, and nuclear power plants. While securing a facility does require 

adherence to rules and procedures, the environment does not necessarily have to be that 

constrained. A facility does not have to resemble a fortress to minimize risk from physical 

attacks. In fact, a secure facility can sometimes use its natural terrain, local traffic flow, and 

surrounding development to enhance its physical security, along with protection mechanisms 

such as fences, gates, walls, guards, and alarms. 

Physical Security Controls 

An organization’s communities of interest should consider several physical security controls 

when implementing physical security inside and outside the facility. Some of the major 

controls are: 

• Walls, fencing, and gates  

• Guards  

• Dogs  

• ID cards and badges 

 • Locks and keys  

• Mantraps  

• Electronic monitoring 

• Alarms and alarm systems  

• Computer rooms and wiring closets  

• Interior walls and doors 

Walls, Fencing, and Gates  

Some of the oldest and most reliable elements of physical security are walls, fencing, and 

gates. While not every organization needs to implement external perimeter controls, walls 
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and fences with suitable gates are an essential starting point when employees require access 

to physical locations the organization owns or controls. These types of controls vary widely 

in appearance and function; they range from chain-link or privacy fences that control parking 

or walking areas to imposing concrete or masonry barriers designed to withstand the blast of 

a car bomb. Each exterior perimeter control requires expert planning to ensure that it fulfills 

security goals and presents an image appropriate to the organization.  

Guards  

Controls like fences and walls with gates are static, and are therefore unresponsive to actions 

unless they are programmed to react to specific stimuli, such as opening someone who has 

the correct key. Guards, on the other hand, can evaluate each situation as it arises and make 

reasoned responses. Most guards have clear standard operating procedures (SOPs) that help 

them act decisively in unfamiliar situations. 

Dogs  

For an organization that is protecting valuable resources, dogs can be an important part of 

physical security if they are integrated into the plan and managed properly. Guard dogs are 

useful because their keen sense of smell and hearing can detect intrusions that human guards 

cannot, and they can be placed in harm’s way when necessary to avoid risking the life of a 

person. 

ID Cards and Badges  

An identification (ID) card is typically carried concealed, whereas a badge is worn and 

visible. Both devices can serve a number of purposes. First, they serve as simple forms of 

biometrics in that they use the cardholder’s picture to authenticate access to the facility. Some 

organizations choose names or badges that display the wearer’s name and/or organization 

unit data; others show nothing except the wearer’s photograph. The cards may be visibly 

coded to specify which buildings or areas may be accessed. Second, ID cards that have a 

magnetic strip or radio chip can be read by automated control devices and allow an 

organization to restrict access to sensitive areas within the facility. ID cards and badges are 

not foolproof, however; even the cards designed to communicate with locks can be 

duplicated, stolen, or modified. Because of this inherent weakness, such devices should not 

be an organization’s only means of controlling access to restricted areas. 

Locks and Keys  

There are two types of lock mechanisms: mechanical and electromechanical. The mechanical 

lock may rely on a key—a carefully shaped piece of metal rotated to turn tumblers that 

release secured loops of steel, aluminum, or brass. Alternatively, a mechanical lock may have 
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a dial that rotates slotted discs until the slots on each of the multiple discs are aligned and 

then retracts a securing bolt, as in combination and safe locks. Although mechanical locks are 

conceptually simple, some of the technologies they use are quite complex. 

Mantraps  

A common enhancement for locks in very high-security areas is the mantrap. To gain access 

to a facility, area, or room, a person enters the mantrap, requests access via some form of 

electronic or biometric lock and key, and then exits the mantrap into the facility if confirmed. 

Otherwise, the person cannot leave the mantrap until a security official overrides the 

enclosure’s automatic locks.  

Electronic Monitoring  

Monitoring equipment can record events that guards and dogs might miss, and is useful in 

areas where other types of physical controls are not practical. Although you may not know it, 

many of you are already subject to video monitoring cameras, which are concealed in the 

silver globes attached to the ceilings of many retail stores. Attached to these cameras are 

video cassette recorders (VCRs) and related machinery that capture the video feed. Electronic 

monitoring includes closed-circuit television (CCT) systems. Some CCT systems collect 

constant video feeds, while others rotate input from a number of cameras, sampling each area 

in turn. 

Alarms and Alarm Systems  

Closely related to monitoring systems are the alarms that notify people or systems when a 

predetermined event or activity occurs. Alarms, which are similar to the IDPSs you learned 

about in previous unit, can detect a physical intrusion or other untoward event. This could be 

a fire, a break-in, an environmental disturbance such as flooding, or an interruption in 

services, such as a loss of power. 

Computer Rooms and Wiring Closets  

Computer rooms and wiring and communications closets require special attention to ensure 

the confidentiality, integrity, and availability of information. For an outline of the physical 

and environmental controls needed for computer rooms, read the following Technical Details 

feature 

Interior Walls and Doors  

The security of information assets can sometimes be compromised by improper construction 

of a facility’s walls and doors. The walls in a facility typically consist of two types: standard 

interior and firewall. Building codes require that each floor have a number of firewalls—

walls that limit the spread of damage should a fire break out in an office 
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12.3 Fire Security and Safety 

The most important security concern is the safety of the people in an organization’s physical 

space—workers, customers, clients, and others. The most serious threat to that safety is fire. 

Fires account for more property damage, personal injury, and death than any other threat to 

physical security. It is imperative that physical security plans implement strong measures to 

detect and respond to fires and fire hazards. 

Fire Detection and Response 

Fire suppression systems typically work by denying an environment one of the three 

requirements for a fire to burn: temperature (an ignition source), fuel, and oxygen. While the 

temperature of ignition, or flame point, depends on the material, it can be as low as a few 

hundred degrees. Paper, the most common combustible in an office, has a flame point of 451 

degrees Fahrenheit, a fact used to dramatic effect in Ray Bradbury’s novel Fahrenheit 451. 

Paper can reach its flame point when exposed to a carelessly dropped cigarette, 

malfunctioning electrical equipment, or other accidental or purposeful acts. 

12.4 Failure of Supporting Utilities and Structural Collapse 

Supporting utilities, such as heating, ventilation, and air conditioning, power, and water, have 

a significant impact on a facility’s safe operation. Extreme temperatures and humidity levels, 

electrical fluctuations, and the interruption of water, sewage, and garbage services can create 

conditions that inject vulnerabilities in systems designed to protect information. Thus, each of 

these utilities must be properly managed to prevent damage to information and information 

systems. 

Heating, Ventilation, and Air Conditioning 

Although traditionally a responsibility of facilities management, the operation of the heating, 

ventilation, and air-conditioning (HVAC) system can have a dramatic impact on information, 

information systems, and their protection. Specifically, the temperature, filtration, humidity, 

and static electricity controls must be monitored and adjusted to reduce risks to information 

systems. 

Temperature and Filtration  

Computer systems are electronic, and therefore are subject to damage from extreme 

temperatures and particulate contamination. Temperatures as low as 100 degrees Fahrenheit 

can damage computer media, and at 175 degrees Fahrenheit, computer hardware can be 

damaged or destroyed. When the temperature approaches 32 degrees Fahrenheit, media are 

susceptible to cracking and computer components can actually freeze together. Rapid changes 
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in temperature from hot to cold or vice versa can produce condensation, which can create 

short circuits or otherwise damage systems and components. The optimal temperature for a 

computing environment and for people is between 70 and 74 degrees Fahrenheit. Properly 

installed and maintained systems keep the environment within the manufacturer-

recommended temperature range. In the past, people thought it was necessary to fully filter 

all particles from the air flow of the HVAC system. Modern computing equipment is 

designed to work better in typical office environments, so the need to provide extensive 

filtration for air conditioning is now limited to particularly sensitive environments such as 

chip fabrication and component assembly areas. In other words, filtration is no longer as 

significant as it once was for most commercial data processing facilities. 

Humidity and Static Electricity  

High humidity levels create condensation problems, and low humidity levels can increase the 

amount of static electricity in the environment. With condensation comes the short-circuiting 

of electrical equipment and the potential for mold and rot in paper-based information storage. 

Static electricity is caused by triboelectrification, which occurs when two materials make 

contact and exchange electrons. As a result, one object becomes more positively charged and 

the other more negatively charged. When a third object with an opposite charge or ground is 

encountered, electrons flow again, and a spark is produced. One of the leading causes of 

damage to sensitive circuitry is electrostatic discharge (ESD). Table 12-1 shows some static 

charge voltages and the damage they can cause to systems. 

 

Table 12-1 Static Charge Damage in Computers 

 

Ventilation Shafts  

While the ductwork in residential buildings is quite small, it may be large enough for a 

person to climb through in large commercial buildings. This is one of Hollywood’s favorite 

methods for having villains or heroes enter buildings, but ventilation shafts aren’t quite as 

negotiable as the movies would have you believe. In fact, with moderate security precautions, 
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these shafts can be completely eliminated as a security vulnerability. In most new buildings, 

the ducts to individual rooms are no larger than 12 inches in diameter and are composed of 

flexible, insulated tubes. The size and nature of the ducts precludes most people from using 

them, but access may be possible via the plenum. If the ducts are much larger, the security 

team can install wire mesh grids at various points to compartmentalize the runs. 

12.5 Power Management and Conditioning 

Electrical power is another aspect of the organization’s physical environment that is usually 

considered within the realm of physical security. Power systems used by information 

processing equipment must be properly installed and correctly grounded. Because computers 

sometimes use the normal 60-Hertz cycle of electricity in alternating current to synchronize 

their clocks, noise that interferes with this cycle can result in inaccurate time clocks or, even 

worse, unreliable internal clocks inside the CPU. 

Grounding and Amperage  

Grounding ensures that the returning flow of current is properly discharged to the ground. If 

the grounding elements of the electrical system are not properly installed, anyone who 

touches a computer or other electrical device could become a ground source, which can cause 

damage to the equipment and injury or death to the person. In areas where water can 

accumulate, computing and other electrical equipment must be uniquely grounded using 

ground fault circuit interruption (GFCI) equipment. GFCI is capable of quickly identifying 

and interrupting a ground fault—for example, a situation in which a person comes into 

contact with water and becomes a better ground than the electrical circuit’s current source.  

Power should also be provided in sufficient amperage to support needed operations. Nothing 

is more frustrating than plugging in a number of computers only to have a circuit breaker trip. 

Consult a qualified electrician when designing or remodeling computer rooms to make sure 

sufficiently high-amperage circuits are available to provide the needed power. Overloading a 

circuit not only trips circuit breakers, it can create a load on an electrical cable that exceeds 

the amount the cable is rated to handle, increasing its risk of overheating and starting a fire. 

Uninterruptible Power Supply  

The primary power source for an organization’s computing equipment is most often the 

electric utility that serves the area where the buildings are located. This source of power can 

experience interruptions. Therefore, organizations should identify the computing systems that 

are critical to their operations and that must continue to operate during interruptions, and then 
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make sure those systems are connected to a device that assures the delivery of electric power 

without interruption. This device is called an uninterruptible power supply (UPS). 

The capacity of UPS devices is measured using the volt-ampere (or VA) power output rating. 

UPS devices typically run up to 1,000 VA and can be engineered to exceed 10,000 VA. A 

typical PC might use 200 VA, and a server in a computer room may need 2,000 to 5,000 VA, 

depending on how much running time is required. Figure 12-1 shows several types of UPSs. 

This section describes the following basic configurations: the standby, line-interactive, 

standby online hybrid, standby ferroresonant, double conversion online, and delta conversion 

online. 

 

Figure 12-1 Types of uninterruptible power supplies 

Emergency Shutoff  

One important aspect of power management in any environment is the ability to stop power 

immediately if the current represents a safety risk to people or machines. Most computer 

rooms and wiring closets are equipped with an emergency power shutoff, which is usually a 

large red button that is prominently placed to facilitate access and that has a cover to prevent 

unintentional use. These devices are the last line of defense against personal injury and 

machine damage in the event of flooding or sprinkler activation. The last person out of the 

computer room hits the switch to stop the flow of electricity to the room, preventing water 

from short-circuiting the computers. While it is never advisable to allow water to come into 

contact with a computer, there is a much higher probability of recovering the systems if the 



56 
 

power was off when they got wet. At a minimum, hard drives and other sealed devices may 

be recoverable. Some disaster recovery companies specialize in water damage recovery. 

‡ Water Problems  

Another critical utility is water service. On the one hand, lack of water poses problems to 

systems, including fire suppression and air-conditioning systems. On the other hand, a 

surplus of water or water pressure poses a real threat. Flooding and leaks can be catastrophic 

to paper and electronic storage of information. Water damage can result in complete failure 

of computer systems and the structures that house them. Therefore, it is important to integrate 

water detection systems into the alarm systems that regulate overall operations of the facility. 

‡ Structural Collapse  

Unavoidable environmental factors or forces of nature can cause failures in the structures that 

house the organization. Structures are designed and constructed with specific load limits, and 

overloading these design limits inevitably results in structural failure, which could cause 

personal injury and even loss of life. Scheduling periodic inspections by qualified civil 

engineers enables managers to identify potentially dangerous structural conditions before a 

structure fails. 

‡ Maintenance of Facility Systems  

As with any phase of the security process, the implementation of physical security must be 

constantly documented, evaluated, and tested. Once the physical security of a facility is 

established, it must be diligently maintained. Ongoing maintenance of systems is required as 

part of the systems’ operations. Documentation of the facility’s configuration, operation, and 

function should be integrated into disaster recovery plans and standard operating procedures. 

Testing provides information necessary to improve physical security in the facility and 

identifies weak points. 

12.6 Interception of Data 

There are three methods of data interception: direct observation, interception of data 

transmission, and electromagnetic interception.  

The first method, direct observation, requires that a person be close enough to the information 

to breach confidentiality. The physical security mechanisms described in the previous 

sections limit the possibility of a person accessing unauthorized areas and directly observing 

information. However, there is a risk when the information is removed from a protected 

facility. If an employee is browsing company documents over lunch in a restaurant or takes 

work home, the risk of direct observation rises substantially. A competitor can more easily 
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intercept vital information at a typical employee’s home than at a secure office. Incidences of 

interception, such as shoulder surfing, can be avoided if employees are prohibited from 

removing sensitive information from the office or are required to implement strong security 

at their homes. 

The second method, interception of data transmissions, has become easier in the age of the 

Internet. If attackers can access the media transmitting the data, they needn’t be anywhere 

near the source of the information. In some cases, the attacker can use sniffer software to 

collect data, as you learned in previous chapters. Other means of interception, such as tapping 

into a LAN, require some proximity to the organization’s computers or networks. It is 

important for network administrators to conduct periodic physical inspections of all data ports 

to ensure that no unauthorized taps have occurred. 

The third method of data interception, electromagnetic interception, sounds like it could be 

from a Star Trek episode. For decades, scientists have known that electricity moving through 

cables emits electromagnetic signals (EM). It is possible to eavesdrop on these signals and 

therefore determine the data carried on the cables without actually tapping into them. In 1985, 

scientists proved that computer monitors also emitted radio waves, and that images on the 

screens could be reconstructed from these signals.8 More recently, scientists have determined 

that certain devices with light-emitting diode (LED) displays actually emit information 

encoded in the light that pulses in these LEDs. 

12.7 Securing Mobile and Portable Systems 

 Mobile computing requires even more security than typical computing infrastructures 

on the organization’s premises. Most mobile computing systems—laptops, tablets, and 

smartphones—have valuable corporate information stored within them, and some are 

configured to facilitate user access into the organization’s secure computing facilities. Many 

users may be keeping clues about the organization’s computing and network environment in 

their portable devices. Many users like the convenience of allowing the portable device to 

remember their usernames and passwords because it provides faster and easier access and 

because they frequently have multiple accounts with different usernames and passwords. 

While it is tempting to allow devices to store authentication credentials and enable easier 

access to frequently used accounts, the downside of setting up these arrangements on a 

portable device is obvious: loss of the device means loss of the access control mechanisms. 

Many devices, including desktop and laptop computers, smartphones, and tablets, can now be 

configured to send their location if reported lost or stolen, wipe themselves of all user data, or 
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even disable themselves completely. For example, Absolute Software’s CompuTrace is 

computer software that is installed on a laptop, as illustrated in Figure 9-7. Periodically, when 

the computer is connected to the Internet, the software reports itself and the computer’s 

electronic serial number to a central monitoring center. If the laptop is reported stolen, this 

software can trace the computer to its current location for possible recovery. The software is 

undetectable on the system, even if the thief knows the software is installed. Moreover, 

CompuTrace remains installed even if the laptop’s hard drive is reformatted and the operating 

system is reinstalled. 

Also available for laptops are burglar alarms made up of a device that contains a motion 

detector, GPS transceiver, and/or RFID tag. If the device is armed and the laptop is moved 

more than expected, the alarm triggers a loud buzzer or horn. The security system may also 

disable the computer or use an encryption option to render its stored information unusable. 

These devices often allow active tracking to recover a device if necessary. 

‡ Remote Computing Security 

Remote site computing, which is becoming increasingly popular, involves a wide variety of 

computing sites outside the organization’s main facility and includes all forms of 

telecommuting. Telecommuting (or telework) involves off-site computing that uses Internet 

connections, dial-up connections, connections over leased point-to-point links between 

offices, and other mechanisms. 

Telecommuting from users’ homes deserves special attention. One of the appeals of 

telecommuting is that employees can avoid physical commuting and have more time to focus 

on their work. But, as more people become telecommuters, the risk to information traveling 

via their often unsecured connections is substantial. The problem is that not enough 

organizations provide secure connections to their office networks, and even fewer provide 

secure systems if the employee’s home computer is compromised. To secure the entire 

network, the organization must dedicate security resources to protecting these home 

connections. Although the installation of a virtual private network (VPN) may go a long way 

toward protecting the data in transmission, telecommuters frequently store office data on their 

home systems, in home filing cabinets, and on off-site media. To ensure a secure process, the 

computers that telecommuters use must be made more secure than the organization’s 

systems, because they are outside the security perimeter. An attacker who breaks into 

someone’s home would probably find a much lower level of security than at an office. Most 

office systems require users to log in, but the telecommuter’s home computer is probably a 

personal machine. Thus, it has a much less secure operating system or may not require a 
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password. Telecommuters must use a securable device with a client operating system that can 

be configured to require password authentication. They must store all loose data in locking 

filing cabinets and loose media in locking fire safes. They must handle data at home more 

carefully than they would at the office, because the general level of security for the average 

home is less than that of a commercial building. 

However, some organizations do support telecommuting, and they typically fall into one of 

three groups. The first is the mature and fiscally sound organization with a sufficient budget 

to support telecommuting and thus enhance its standing with employees and its own image. 

In recent years, the option to telecommute has become more important in organizational 

rankings developed by various magazines. Some organizations seek to improve employee 

work conditions and improve their position in best-workplace rankings by adding 

telecommuting as an option for employees. The second group consists of new high-

technology companies with large numbers of geographically diverse employees who 

telecommute almost exclusively. These companies use technology extensively and are 

determined to make it the cornerstone of their organizations. The third group overlaps with 

the second, and is called a virtual organization. A virtual organization is a group of people 

from different organizations who form a virtual company, either in leased facilities or through 

100-percent telecommuting arrangements. When the job is done, the organization is either 

redirected or dissolved. These organizations rely almost exclusively on remote computing 

and telecommuting, but they are rare and therefore are not well documented or studied. 

12.8 Special Considerations for Physical Security 

An organization must account for several special considerations when developing a physical 

security program. The first is the question of whether to handle physical security in-house or 

to outsource it. As with any aspect of information security, the make-or-buy decision should 

not be made lightly. Many qualified and professional agencies can provide physical security 

consulting and services. The benefits of outsourcing physical security include gaining the 

experience and knowledge of these agencies, many of which have been in the field for 

decades. Outsourcing unfamiliar operations always frees an organization to focus on its 

primary objectives rather than support operations. The disadvantages include the expense, the 

loss of control over individual components of physical security, and the need to trust another 

company to perform an essential business function. An organization must trust the processes 

used by the contracted company and its ability to hire and retain trustworthy employees who 

respect the security of the contracting company, even though they have no allegiance to it. 
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This level of trust is often the most difficult aspect of the decision to outsource, because the 

reality of outsourcing physical security is that an outside agency will be providing a 

safeguard that the organization administers only marginally. 

Another physical security consideration is social engineering., which involves using people 

skills to obtain confidential information from employees. While most social engineers prefer 

to use the telephone or computer to solicit information, some attempt to access the 

information more directly. Technically proficient agents can be placed in janitorial positions 

at a competitor’s office, and an outsider can gain access to an organization’s resources in 

other ways. For example, most organizations do not have thorough procedures for 

authenticating and controlling visitors who access their facility. When no procedure is in 

place, no one gives the wandering repairman, service worker, or city official a second look. It 

is not difficult to get a clipboard, dress like a repairman or building inspector, and move 

freely throughout a building. If you look like you have a mission and appear competent, most 

people will leave you alone. Organizations can combat this type of attack by requiring all 

people who enter the facility to display appropriate visitor badges and be escorted in 

restricted areas. 

12.9 Check your progress 

1. What are the responsibility of IT management and professionals? 

2.  The primary power source for an organization’s computing equipment is most often 

the ____________that serves the area where the buildings are located. 

3. Define Telecommuting, 

4.  Mention basic types of fire detection systems. 

5. __________is a technology that prevents the possible loss of data from the emission 

of electromagnetic radiation (EMR). 

Answer to check your progress 

1. IT management and professionals are responsible for environmental and access 

security in technology equipment locations, and for the policies and standards that 

govern secure equipment operation. This includes access to server rooms, power 

conditioning, server room temperature and humidity controls, and more specialized 

controls like static and dust contamination equipment.  

2. electric utility 
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3. Telecommuting (or telework) involves off-site computing that uses Internet 

connections, dial-up connections, connections over leased point-to-point links 

between offices, and other mechanisms. 

4. The three basic types of fire detection systems are thermal detection, smoke detection, 

and flame detection. 

5. TEMPEST 

12.10 Summary 

Physical security requires the design, implementation, and maintenance of countermeasures 

that protect the physical resources of an organization. Many threats to information security 

can also be classified as threats to physical security. An organization’s policy should guide 

the planning for physical security throughout the development life cycle. In facilities 

management, a secure facility is a physical location that has controls to minimize the risk of 

attacks from physical threats. A secure facility can use natural terrain, traffic flow, and urban 

development, and can complement these environmental elements with protection 

mechanisms, such as fences, gates, walls, guards, and alarms. The management of keys and 

locks is a fundamental part of general management’s responsibility for the organization’s 

physical environment. A fail-safe lock is typically used on an exit door when human safety in 

a fire or other emergency is the essential consideration. A fail-secure lock is used when 

human safety is not a factor. Monitoring equipment can record events that guards and dogs 

might miss, and can be used in areas where other types of physical controls are not practical. 

As with any phase of the security process, the implementation of physical security must be 

constantly documented, evaluated, and tested. Once the physical security of a facility is 

established, it must be diligently maintained. Fire detection systems are devices that detect 

and respond to a fire or potential fire. Fire suppression systems stop the progress of a fire 

once activated. The three basic types of fire detection systems are thermal detection, smoke 

detection, and flame detection. Four environmental variables controlled by HVAC systems 

can cause damage to information systems: temperature, filtration, humidity, and static 

electricity. Computer systems depend on stable power supplies to function; when power 

levels are too high, too low, or too erratic, computer circuitry can be damaged or destroyed. 

The power provided to computing and networking equipment should contain no unwanted 

fluctuations and no embedded signaling. Water problems and the weakening and subsequent 

failure of a building’s physical structure represent potential threats to personal safety and to 
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the integrity and availability of information assets. Data can be intercepted electronically and 

manually. The three routes of data interception are direct observation, interception of data 

transmission, and interception of electromagnetic radiation.  

12.11 Keywords 

 air-aspirating detector A fire detection sensor used in high-sensitivity areas that works 

by taking in air, filtering it, and passing it through a chamber that contains a laser beam. 

The alarm triggers if the beam is broken.  

 clean agent A fire suppression agent that does not leave any residue after use or 

interfere with the operation of electrical or electronic equipment.  

 deluge system A fire suppression sprinkler system that keeps all individual sprinkler 

heads open and applies water to all areas when activated. dry-pipe system A fire 

suppression sprinkler system that has pressurized air in all pipes. The air is released in 

the event of a fire, allowing water to flow from a central area.  

 fire suppression systems Devices that are installed and maintained to detect and 

respond to a fire, potential fire, or combustion danger.  

 fixed-temperature sensor A fire detection sensor that works by detecting the point at 

which the ambient temperature in an area reaches a predetermined level.  

 flame detector A fire detection system that works by detecting the infrared or ultraviolet 

light produced by an open flame.  

 gaseous (or chemical gas) emission systems Fire suppression systems that operate 

through the delivery of gases rather than water. 

 electrostatic discharge (ESD) The release of ambient static electricity into a ground. 

humidity The amount of moisture in the air. 

 static electricity An imbalance of electrical charges in the atmosphere or on the surface 

of a material, caused by triboelectrification.  

 triboelectrification The exchange of electrons between two materials when they make 

contact, resulting in one object becoming more positively charged and the other more 

negatively charged. 
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12.12 Questions for self study 

1. Write the significance of physical security. 

2. Discuss Physical Security Controls of an organization 

3. Write a note on Fire Detection and Response. 

4. Discuss the methods of data interception. 

5. Write a note on social engineering. 
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PREFACE 

 

The internet has changed dramatically from its origins. It has grown from a tool used 

by a small number of universities and government agencies to a worldwide network with 

more than 3 billion users. As it has grown, it has changed the way people communicate and 

do business, bringing many opportunities and benefits. Today the Internet continues to grow 

and expand in new and varied ways. It supports innovation and new services such as IP 

mobility and smartphone connectivity. When the Internet started, the majority of connected 

devices were solely computers, whether for personal use or within a company. In the most 

recent years, however, an increasing variety of devices beyond computers, including 

smartphones, smart cars, appliances, vending machines, smart homes, and smart buildings, 

can connect and share data, we need discipline when software is designed and built. We need 

an engineering approach.  

You can make a difference. The world needs people who understand computer 

security and who can protect computers and networks from criminals and terrorists. 

Remember, it’s all about securing your sensitive data. If you have sensitive data, you must 

protect it. To get you started, this chapter gives an overview of information systems security 

concepts and terms that you must understand to stop cyberattacks. 

The whole material is organized into four modules each with four units. Each unit 

lists the objectives of the study along with the relevant questions, illustrations and suggested 

reading to better understand the concepts. 

Wish you happy reading!!! 
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BLOCK INTRODUCTION  

 

There are a few key questions that you need to ask before embarking on any security 

endeavor. What are you trying to protect? Why are you trying to protect it? How will you 

protect it? Information is an important asset. The more information you have at your 

command, the better you can adapt to the world around you. In business, information is often 

one of the most important assets a company possesses. Information differentiates companies 

and provides leverage that helps one company become more successful than another. 

This block consists of 4 units and the sections of each unit are given below: 

Unit-13 : The Evolution of Firewalls, Must-Have Firewall Features, Core Firewall Function, 

Additional Firewall Capabilities, Firewall Strengths and Weaknesses, Firewall Weaknesses. 

Unit-114 :  Risk Management and Information Security, The Risk Management Process,  

Two Approaches to Risk Assessment: Quantitative and Qualitative 

Unit-15 : Plan a Risk Response Implement the Risk Response Plan, Business Continuity 

Management, Business Impact Analysis, Backing Up Data and Applications, Incident 

Handling, Recovery from a Disaster 

Unit-16 : Information Security Project Management, The Need for Project Management, The 

Bull’s-Eye Model 
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13.10 Keywords 

13.11 Questions for self study 

13.12 References 

13.0 Objectives 

After studying this unit you will be able to: 

 Know Evolution of Firewalls 

 Analyze Firewall Features 

 Describe Core Firewall Function 

 Account on Additional Firewall Capabilities 

 Signify Firewall Strengths and Weaknesses 

 Know Firewall Weaknesses 

13.1: Introduction 

Firewalls have been one of the most popular and important tools used to secure networks 

since the early days of interconnected computers. The basic function of a firewall is to screen 
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network traffic for the purposes of preventing unauthorized access between computer 

networks.  

What generates that traffic? Applications. Running internally and externally on servers and 

workstations (and sometimes on other network devices or appliances), applications are the 

purpose of all network traffic. Thus, what we’re really talking about when we’re discussing 

firewalls is application communication management on layers one through seven of the OSI 

stack. Applications are what firewalls are really all about. Don’t think of the firewall as just a 

network appliance—think of it as one of the tools used for managing the behavior of 

applications 

Firewalls are the first line of defense between the internal network and untrusted networks 

like the Internet. You should think about firewalls in terms of what you really need to protect, 

so you will achieve the right level of protection for your environment.  

First introduced conceptually in the late 1980s in a whitepaper from Digital Equipment 

Corporation, ―firewalls‖ provided a then new and important function to the rapidly growing 

networks of the day. Before dedicated hardware was commercially available, router-based 

access control lists were used to provide basic protection and segregation for networks. 

However, they proved to be inadequate as emerging malware and hacking techniques rapidly 

developed. Consequently, firewalls evolved over time so their functionality moved up the 

OSI stack from layer three to layer seven. 

13.2 The Evolution of Firewalls 

First-generation firewalls were simply permit/deny engines for layer three traffic, working 

much like a purposed access control list appliance. Originally, first-generation firewalls were 

primarily used as header-based packet filters, capable of understanding source and destination 

information up to OSI layer four (ports). However, they could not perform any ―intelligent‖ 

operations on the traffic other than ―allow or deny it from this predefined source IP address to 

this predefined destination IP address on these predefined TCP and UDP ports.‖ 

Second-generation firewalls were able to keep track of active network sessions, putting their 

functionality effectively at layer four. These were referred to as stateful firewalls or, less 

commonly, circuit gateways. When an IP address (for example, a desktop computer) 

connected to another IP address (say, a web server) on a specific TCP or UDP port, the 

firewall would enter these identifying characteristics into a table in its memory. This allowed 
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the firewall to keep track of network sessions, which could give it the capability to block 

man-in-the-middle (MITM) attacks from other IP addresses. In some sophisticated firewalls, 

a high-availability (HA) pair could swap session tables so that if one firewall failed, a 

network session could resume through the other firewall. 

The third generation of firewalls ventured into the application layer—layer seven. These 

―application firewalls‖ were able to decode data inside network traffic streams for certain 

well-defined, preconfigured applications such as HTTP (the language of the web), DNS (the 

protocol for IP address lookups), and older, person-to-computer protocols such as FTP and 

Telnet. Generally, they were unable to decrypt traffic, so they were unable to check protocols 

like HTTPS and SSH. They were designed with the World Wide Web in mind, which made 

them well suited to detecting and blocking web site attacks that were generating a great deal 

of concern at the time, like cross-site scripting and SQL injection. 

Consider these in comparison to today’s current generation of firewalls (commonly termed 

the fourth generation), which have the intelligence and capability to look inside packet 

payloads and understand how applications function. As silicon has increased in speed, 

advanced router-based firewalls exist today that can provide IP inspection as a software 

component of a multipurpose router, although they do not provide the speed or sophistication 

of today’s industrial-strength firewalling solutions. In addition, unified threat management 

(UTM) devices have combined sophisticated, application-layer firewalling capability with 

antivirus, intrusion detection and prevention, network content filtering, and other security 

functions. These are true layer seven devices 

Fourth-generation firewalls can run application-layer gateways, which are specifically 

designed to understand how a particular application should function and how its traffic 

should be constructed and patterned (traffic that conforms predictably to an application’s 

well-defined communication protocol is referred to as ―well formed‖). There are 

fifthgeneration firewalls, which are internal to hosts and protect the operating system kernel, 

and some sixth-generation firewalls have been described (meta firewalls), but most network 

appliances you will find today fall into the generally accepted fourth-generation firewall 

definition. Some manufacturers call their devices ―next-generation firewalls‖ or ―zone-based 

firewalls,‖ and these essentially function under the same guiding principles of the 

fourthgeneration designs. In this chapter, we primarily focus on fourth-generation firewalls 

and the key functionality that they enable. 
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13.3 Must-Have Firewall Features 

Today’s firewalls are expected to do much more than simply block traffic based on the 

outward appearance of the traffic (such as the TCP or UDP port). As applications have 

become increasingly complex and adaptive, the firewall has become more sophisticated in an 

attempt to control those applications. You should expect at least the following capabilities 

from your firewall. 

Application Awareness  

The firewall must be able to process and interpret traffic at least from OSI layers three 

through seven. At layer three, it should be able to filter by IP address; at layer four by port; at 

layer five by network sessions; at layer six by data type, and, most significantly, at layer 

seven to properly manage the communications between applications. 

Accurate Application Fingerprinting  

The firewall should be able to correctly identify applications, not just based on their outward 

appearance, but by the internal contents of their network communications as well. Correct 

application identification is necessary to ensure that all applications are properly covered by 

the firewall policy configuration. 

Granular Application Control  

In addition to allowing or denying the communication among applications, the firewall 

also needs to be able to identify and characterize the features of applications so they can be 

managed appropriately. File transfer, desktop sharing, voice and video, and in-application 

games are examples of potentially unwanted features that the firewall should be able 

to control 

Bandwidth Management (QoS)  

The Quality of Service (QoS) of preferred applications, which might include Voice over 

IP (VoIP) for example, can be managed through the firewall based on real-time network 

bandwidth availability. If a sporting event is broadcast live via streaming video on a popular 

web site, your firewall should be able to proactively limit or block access so all those people 

who want to watch it don’t bring down your network. The firewall should integrate with other 

network devices to ensure the highest possible availability for the most critical services. 
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13.4 Core Firewall Function 

Due to their placement within the network infrastructure, firewalls are ideally situated for 

performing certain functions in addition to controlling application communication. These 

include Network Address Translation (NAT), which is the process of converting one IP 

address to another, and logging of traffic. 

Network Address Translation (NAT)  

The primary version of TCP/IP used on the Internet is version 4 (IPv4). Version 4 of TCP/IP 

was created with an address space of 32 bits divided into four octets, mathematically 

providing approximately four billion addresses. Strangely enough, this is not sufficient. A 

newer version of IP, called IPv6, has been developed to overcome this address-space 

limitation, but it is not yet in widespread deployment. 

In order to conserve IPv4 addresses, RFC 1918 specifies blocks of addresses that will never 

be used on the Internet. These network ranges are referred to as ―private‖ networks and are 

identified in Table 13-1. This allows organizations to use these blocks for their own corporate 

networks without worrying about conflicting with an Internet network. However, when these 

networks are connected to the Internet, they must translate their private IP network addresses 

into public IP addresses (NAT) in order to be routable. By doing this, a large number of hosts 

behind a firewall can take turns or share a few public addresses when accessing the Internet. 

Table 13-1 Private Addresses Specified in RFC 1918 

 

NAT is usually implemented in a firewall separately from the policy or rule set. It is useful to 

remember that just because a NAT has been defined to translate addresses between one host 

and another, it does not mean those hosts will be able to communicate. This is controlled by 

the policy defined in the firewall rule set. 

When hosts have both public and private IP addresses, the IP information contained within a 

packet header will change depending on where the packet is viewed. For the purposes of this 
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discussion, the addresses when viewed on the trusted side of the firewall will be referred to as 

local addresses. Once the packet crosses the firewall and is translated, the addresses will be 

called the host’s global addresses. These terms, as depicted in Figure 13-1, will be used in the 

following sections to describe the various types and nuances of NAT. In this figure and the 

other figures in this chapter, the abbreviations ―DA‖ and ―SA‖ refer to ―destination address‖ 

and ―source address‖ respectively. 

 

Figure 13-1 Network Address Translation 

Static NAT  

A static NAT configuration always results in the same address translation. The host is defined 

with one local address and a corresponding global address in a 1:1 relationship, and they 

don’t change. The static NAT translation rewrites the source and destination IP addresses as 

required for each packet as it travels through the firewall. No other part of the packet is 

affected. This is typically used for internal servers that need to be reachable from the Internet 

reliably on an IP address that doesn’t change. See Figure 13-2. 

 

Figure 13-2 NAT replacing global terms with actual IP addresses 

Because of this simplistic approach, most protocols will be able to traverse a static NAT 

without problems. The most common use of static NAT is to provide Internet access to a 
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trusted host inside the firewall perimeter, or inbound access to a specific host, such as a web 

server that needs to be accessible via a public IP address. 

Dynamic NAT  

Dynamic NAT is used to map a group of inside local addresses to one or more global 

addresses. The global address set is usually smaller than the number of inside local addresses, 

and the conservation of addresses intended by RFC 1918 is accomplished by overlapping this 

address space. Dynamic NAT is usually implemented by simply creating static NATs when 

an inside host sends a packet through the firewall. The NAT is then maintained in the firewall 

tables until some event causes it to be terminated. This event is often a timer that expires after 

a predefined amount of inactivity from the inside host, thus removing the NAT entry. This 

address can then be reused by a different host. 

Port Address Translation  

With Port Address Translation (PAT), the entire inside local address space can be mapped to 

a single global address. This is done by modifying the communication port addresses in 

addition to the source and destination IP addresses. Thus, the firewall can use a single IP 

address for multiple communications by tracking which ports are associated with which 

sessions. In the example depicted in Figure 13-3, the sending host initiates a web connection 

on source port 1045. When the packet traverses the firewall, in addition to replacing the 

source IP address, the firewall translates the source port to port 5500 and creates an entry in a 

mapping table for use in translating future packets. When the firewall receives a packet back 

for destination port 5500, it will know how to translate the response properly. Using this 

system, thousands of sessions can be PATed behind a single IP address simultaneously. 

 

Figure 13-3 An example of Port Address Translation 
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Auditing and Logging  

Firewalls are excellent auditors. Given plenty of disk space or remote logging capabilities, 

they can record any traffic that passes through them. Attack attempts will leave evidence in 

logs, and if administrators are watching systems diligently, attacks can be detected before 

they are successful. Therefore, it is important that system activity be logged and monitored. 

Firewalls should record system events that are both successful and unsuccessful. Verbose 

logging and timely reviews of those logs can alert administrators to suspicious activity before 

a serious security breach occurs. Since this can generate a huge volume of log traffic, the logs 

are best sent to a Security Information and Event Management (SIEM) system that can filter, 

analyze, and perform heuristic behavior detection to help the network and security 

administrators. 

13.5 Additional Firewall Capabilities  

Modern firewalls can do more than manage application communications and behaviors; they 

can also assist in other areas of network quality and performance. Features vary by 

manufacturer and brand, but you will probably find that you can solve other problems in your 

environment with the same firewall you use to secure network traffic. 

Application and Website Malware  

Execution Blocking In the old days (just a few years ago), viruses required a user to click on 

some disguised link or button to execute. If the end users were sophisticated enough to 

recognize the virus writers’ tricks, these viruses wouldn’t get very far. Modern malware can 

execute and spread itself without the intervention of end users. Through automatic, browser-

based execution of code (via ActiveX or Java, for example), simply opening a web page can 

activate a virus. Adobe PDF files can also transmit malware, due to their extensive 

underlying application framework. Firewalls with advanced anti-malware capability should 

be able to detect these ―invisible‖ malware vectors and stop them in their tracks. They should 

also be able to block the communication ―back home‖ to a command and control (CnC) 

server once malware successfully implants itself on a victim system and tries to reach back to 

its controller for instructions. 
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Antivirus  

Firewalls that are sophisticated enough to detect malware can (and should) block it on the 

network. Worms that try to propagate and spread themselves automatically on the network, 

and malware that tries to ―phone home,‖ can be stopped by the firewall, confining their reach. 

Malware control solutions should be layered, and the firewall can form an important 

component of a network-based malware blocking capability to complement your 

organization’s endpoint antivirus software. 

Intrusion Detection and Intrusion Prevention  

Firewalls can provide Intrusion detection systems (IDSs) and intrusion prevention systems 

(IPSs) capabilities at the network perimeter, which can be a useful addition or substitution for 

standard purpose-built intrusion detection and prevention systems, especially in a layered 

strategy. 

Web Content (URL) Filtering and Caching  

The firewall is optimally positioned on the network to filter access to web sites (between an 

organization’s internal networks and the Internet). You can choose to implement a separate 

URL filtering system or service, or you can get a firewall that has the capability built-in. 

Today’s firewalls are demonstrating web content filtering capabilities that rival those of 

purpose-built systems, so you may be able to save money by doing the filtering on the 

firewall—especially if it doesn’t cost extra. 

E-Mail (Spam) Filtering  

As with web content filtering, modern firewalls can subtract the spam from your e-mail 

messages before they get delivered to your mail server. You can sign up for an external 

service or buy a purpose-built spam filter instead, but with a firewall that includes this 

capability, you have another option. 

Enhance Network Performance  

Firewalls need to be able to run at ―wire speed‖—fast enough to avoid bottlenecking 

application traffic. They should be able to perform all the functions that have been enabled 

without impacting performance. In addition, firewalls should be able to allocate network 

bandwidth to the most critical applications to ensure QoS, without sacrificing filtering 
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functionality. As firewall features continue to become more sophisticated, the underlying 

hardware needs to keep up. If your network has a low tolerance for performance impact, 

you’ll want to consider firewall platforms that are built for speed. 

Firewall  

Design Firewalls may be software based or, more commonly, purpose-built appliances. 

Sometimes the firewalling functions are actually provided by a collection of several different 

devices. The specific features of the firewall platform and the design of the network where 

the firewall lives are key components of securing a network. To be effective, firewalls must 

be placed in the right locations on the network, and configured effectively. Best practices 

include: 

• All communications must pass through the firewall. The effectiveness of the firewall 

is greatly reduced if an alternative network routing path is available; unauthorized 

traffic can be sent through a different network path, bypassing the control of the 

firewall. Think of the firewall in terms of a lock on your front door. It can be the best 

lock in the world, but if the back door is unlocked, intruders don’t have to break the 

lock on the front door—they can go around it. The door lock is relied upon to prevent 

unauthorized access through the door, and a firewall is similarly relied upon to 

prevent access to your network.  

• The firewall permits only traffic that is authorized. If the firewall cannot be relied 

upon to differentiate between authorized and unauthorized traffic, or if it is configured 

to permit dangerous or unneeded communications, its usefulness is also diminished.  

• In a failure or overload situation, a firewall must always fail into a ―deny‖ or closed 

state, under the principle that it is better to interrupt communications than to leave 

systems unprotected.  

• The firewall must be designed and configured to withstand attacks upon itself. 

Because the firewall is relied upon to stop attacks, and nothing else is deployed to 

protect the firewall itself against such attacks, it must be hardened and capable of 

withstanding attacks directly upon itself. 

13.6 Firewall Strengths and Weaknesses  

A firewall is just one component of an overall security architecture. Its strengths and 

weaknesses should be taken into consideration when designing network security. 
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• Firewalls are excellent at enforcing security policies. They should be configured to 

restrict communications to what management has determined and agreed with the 

business to be acceptable.  

• Firewalls are used to restrict access to specific services.  

• Firewalls are transparent on the network—no software is needed on end-user 

workstations.  

• Firewalls can provide auditing. Given plenty of disk space or remote logging 

capabilities, they can log interesting traffic that passes through them.  

• Firewalls can alert appropriate people of specified events 

13.7 Firewall Weaknesses  

You must also consider the following firewall weaknesses when designing network security:  

• Firewalls are only as effective as the rules they are configured to enforce. An overly 

permissive rule set will diminish the effectiveness of the firewall.  

• Firewalls cannot stop social engineering attacks or an authorized user intentionally 

using their access for malicious purposes.  

• Firewalls cannot enforce security policies that are absent or undefined.  

• Firewalls cannot stop attacks if the traffic does not pass through them. 

Firewall Placement  

A firewall is usually located at the network perimeter, directly between the network and any 

external connections. However, additional firewall systems can be located inside the network 

perimeter to provide more specific protection to particular hosts with higher security 

requirements. 

13.8 Check your progress 

1. Write the function of a firewall. 

2. What is Network Address Translation? 

3. Write the use of Dynamic NAT. 

4. What is Port Address Translation? 

5. Firewalls can provide ________ and _________capabilities at the network perimeter, 
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Answer to check your progress 

1. The basic function of a firewall is to screen network traffic for the purposes of 

preventing unauthorized access between computer networks. 

2. Network Address Translation (NAT), which is the process of converting one IP 

address to another, and logging of traffic. 

3. Dynamic NAT is used to map a group of inside local addresses to one or more global 

addresses. 

4. With Port Address Translation (PAT), the entire inside local address space can be 

mapped to a single global address. 

5. Intrusion detection systems (IDSs) and intrusion prevention systems (IPSs) 

13.9 Summary 

This unit provided an in-depth overview of firewalls, their relevance to applications and OSI 

layer seven, and their roles in protecting the network. Good security practices dictate that 

firewalls should be deployed between any two networks of differing security requirements; 

this includes perimeter connections, as well as connections between sensitive internal 

networks 

13.10 Keywords 

 Firewall: A Firewall is a network security device that monitors and filters incoming 

and outgoing network traffic based on an organization's previously established 

security policies. At its most basic, a firewall is essentially the barrier that sits 

between a private internal network and the public Internet. 

 Network Address Translation (NAT) : conserves IP addresses by enabling private IP 

networks using unregistered IP addresses to go online. Before NAT forwards packets 

between the networks it connects, it translates the private internal network addresses 

into legal, globally unique addresses. 

 Static NAT:  is particularly useful when a device needs to be accessible from outside 

the network. This approach isn't used very often because it doesn't save on registering 

IP addresses and this type of translation results in an IP address that is not shared for 

other purposes. 

 Dynamic NAT : is a many-to-one mapping of a private IP address or subnets inside 

the SD-WAN network to a public IP address or subnet outside the SD-WAN network. 
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The traffic from different zones and subnets over trusted (inside) IP addresses in the 

LAN segment is sent over a single public (outside) IP address. 

 Port Address Translation (PAT) : is an extension of Network Address Translation 

(NAT) that permits multiple devices on a LAN to be mapped to a single public IP 

address to conserve IP addresses. 

13.11 Questions for self study 

1. Write a note on evolution of Firewalls. 

2. Explain the capabilities of a firewall. 

3. What is Network Address Translation (NAT) ? Discuss its types. 

4. Distinguish static NAT and dynamic NAT. 

5. Write the significance of Port Address Translation. 

6. Elaborate on Firewall Strengths and Weaknesses.  
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14.0 Objectives 

After studying this unit, you will be able to : 

 Analyze the process of risk management. 

 Account on risk assessment  

 Find differences are between the quantitative and qualitative approaches to risk 

assessment  

 Strategy for managing risk  

14.1 Introduction 

Organizations must constantly cope with change. Shareholders exert new pressures. 

Governing bodies pass new legislation and set new standards. Organizations must maintain 

supply chains connecting their suppliers and their customers. Staying competitive means 

developing strategies to meet business goals. Responding to these changes might require that 

the organization shift personnel, alter the IT organization, and rearrange logistics. Any of 

these changes increases risk. The structure of your organization reflects its culture. Likewise, 

the culture affects your organization’s commitment to protecting information and the people 

and infrastructure that support it.  
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The way your organization manages risk reflects the value the organization puts on its assets. 

If the risk isn’t considered serious, your organization isn’t likely to invest much effort in 

addressing it. The amount of resources your organization is willing to expend to protect 

sensitive data affects the risk. Perhaps your organization understands that a specific risk is 

important, but it simply doesn’t have enough budget to address the risk. Or perhaps your 

organization has a disposable culture, seeking only short-term gains. It may choose to cease 

operation under adversity. If so, it will likely take only the bare minimum steps to meet 

required standards. If, however, your organization is committed to long-term success, it will 

invest in cost-effective plans to reduce risk. Either strategy might be a good fit for a particular 

organization. The only mistake is not matching risk management spending to the company’s 

culture. For example, a disposable organization should not invest in a sustainable plan, and 

vice versa. 

14.2 Risk Management and Information Security 

Risk management is a central concern of information security. Every action an organization 

takes—or fails to take—involves some degree of risk. Attention to risk management can 

mean the difference between a successful business and a failing business. That doesn’t mean 

you eliminate every risk. Instead, organizations should seek a balance between the utility and 

cost of various risk management options. Different organizations have different risk 

tolerances. For example, an established hospital seeks to limit risk to the highest degree 

possible. On the other hand, a new startup business with only a handful of employees may be 

more willing to take on risks that may result in attractive financial returns. 

As a security professional, you will work with others to identify risks and to apply risk 

management solutions. You must remember two key risk management principles: 

• Don’t spend more to protect an asset than it is worth. This can be more difficult than it 

first appears. You must understand the true impact of each risk. Security breaches can 

degrade customer confidence. A successful attack may result in immediate costs but 

also cause customers to go to a competitor. The true cost can be far higher than 

immediate cleanup costs.  

• A countermeasure without a corresponding risk is a solution seeking a problem; it is 

difficult to justify the cost. 
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You play an important role in the risk, response, and recovery aspects of information 

security. You must help identify risks. Some of them are serious and could put your company 

out of business. For example, a data breach could hurt your company’s reputation and result 

in lost sales and may even end up costing a lot of money due to fines or settlements. You also 

must help create and/or maintain a plan that makes sure your company continues to operate in 

the face of disruption. This type of a plan is a Business Continuity Plan (BCP). It is an 

important concept you will learn about in this unit. Disruptions do happen, so you must 

expect they will happen to your organization. Planning for disruption is part of your role as a 

security professional. You must help develop and maintain a disaster recovery plan (DRP) to 

help address situations that damage or destroy necessary parts of your infrastructure. As a 

security professional, your goal is to make sure your systems quickly become available to 

users after an outage and that you recover any lost or damaged data. However, you also play 

a role in making sure you handle the recovery process correctly. 

Risk Terminology  

Managing risk is the process of identifying risks and deciding what to do about them. The 

first step in managing risk is identifying and assessing risk. But what is risk? And how are 

risks assessed? Before you learn about managing risks, it is important to understand a few 

terms. The following terms describe risk assessment types, or ways to define and discuss 

risks: 

• Threat—A threat is something (generally bad) that might happen. A threat could be a 

tornado hitting your data center or an attacker stealing your database of customer data.  

• Vulnerability—A vulnerability is any exposure that could allow a threat to be 

realized. Some vulnerabilities are weaknesses, and some are just side effects of other 

actions (such as allowing employees to use their smartphones to connect to the 

corporate network.)  

• Risk—Risk is the likelihood that a particular threat will be realized against a specific 

vulnerability. Most risks leads to possible damage or negative results that could 

damage your organization. Not all risks are inherently bad; some risks can lead to 

positive results. The extent of damage (or even positive effect) from a threat 

determines the level of risk.  
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• Impact—Impact refers to the amount of harm a threat exploiting a vulnerability can 

cause. For example, if a virus infects a system, the virus could affect all the data on 

the system. 

When a threat is realized, an organization experiences either an event or an incident. An 

event is a measurable occurrence that has an impact on the business. Some events have little 

effect; others might escalate into incidents. An incident is any event that either violates or 

threatens to violate your security policy. For example, employee warehouse theft is an 

incident. Incidents are events that justify a countermeasure. 

Many people use these terms interchangeably, although there are subtle differences. They all 

reduce risk by reducing either a vulnerability or the impact of a threat. Controls include both 

safeguards and countermeasures. Suffice it to say here that controls are actions taken to limit 

or constrain behavior. Safeguards address gaps or weaknesses in the controls that could 

otherwise lead to a realized threat. Countermeasures counter or address a specific threat. A 

fire sprinkler system is an example of a countermeasure. 

Elements of Risk  

Assets, vulnerabilities, and threats are all elements of risk. These are component parts rather 

than a formula. Assets increase or decline in value. Your proactive procedures should 

discover and address vulnerabilities. New threats emerge to add to existing ones. As these 

factors change over time, risk changes as well. You should periodically perform risk 

reassessments to identify new or changed risks. 

Purpose of Risk Management  

The purpose of risk management is to identify possible problems before something bad 

happens. Early identification is important because it gives you the opportunity to manage 

those risks instead of just reacting to them. It is important to identify risks:  

• Before they lead to an incident  

• In time to enable you to plan and begin risk-handling activities (controls and 

countermeasures)  

• On a continuous basis across the life of the product, system, or project 

You can never reduce risk to zero. After identifying the risk culture of an organization, you 

need to evaluate risks and then handle the ones that could have a major effect on the 
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organization first. You must be able to justify the costs of risk-handling methods. In many 

cases, small risk reductions have significantly high costs. Part of your job is to identify the 

tolerable risk level and apply controls to reduce risks to that level. You must focus some risk 

management efforts on identifying new risks so you can manage them before a negative event 

occurs. Part of this process will include continually reevaluating risks to make sure you have 

put the right countermeasures in place. 

14.3 The Risk Management Process 

FIGURE 14-1 shows the risk management process. Risk management is a process that never 

really ends. It is important to periodically move through the complete cycle to be ready for 

current threats. The process defines how you will carry out the steps of managing risk for 

your organization. For example, the approach could state that risk analysis will be conducted 

at specified intervals. The tools for conducting this analysis can include the documents that 

define, categorize, and rank risks. This approach is consistent with the Project Management 

Institute’s (PMI) Project Management Body of Knowledge (PMBOK). Though the PMI 

approach isn’t the only way to do things, it does provide a prescriptive approach to project 

management in general, including risk management.  

The steps in the risk management process are as follows: 

• Identify risks—The first step to managing risk is identifying risks. What could go 

wrong? Answers can include fire, flood, earthquake, lightning strike, loss of 

electricity or other utility, labor strikes, and transportation unavailability. You must 

develop scenarios for each threat to assess the threats. 

• Assess risks—Some risks pose a greater possibility of loss than others. Furthermore, 

not all risks apply to all businesses in all locations. For example, businesses in 

Montana or Moscow don’t need to worry about hurricanes. Of the risks that are 

possible, impact will be more or less severe depending on the scenario and location. 

Assessing risk is about determining which risks are the most serious ones.  

• Plan risk response—Starting with the highest priority risks, explore potential 

responses to each one. With direction from your organization’s upper management, 

determine the responses to each risk that provide the best value.  

• Implement risk responses—Take action to implement the chosen responses to each 

risk from the previous step.  
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• Monitor and control risk responses—Monitor and measure each risk response to 

ensure that it is performing as expected. This step can include passive monitoring and 

logging as well as active testing to see how a control behaves. 

 

FIGURE 14-1 Risk management process. 

Identify Risks  

The first step in the risk management process is to identify risks. Organizations use many 

different methods to identify risks. Each method uses a different approach to solve the same 

problem— identifying as many risks as possible. In each, the basic strategy is to use input 

from multiple sources to build a comprehensive list of risks. Some of the more popular risk 

identification methods include these: 

• Brainstorming—This technique involves getting unstructured input from members in 

a group meeting. The facilitator should encourage all members to offer suggestions 

without fear of criticism or ridicule.  

• Surveys—Organizations that use this technique send lists of prepared questions to 

participants for input. A variety of people from different areas of the organization 

should be chosen to get the best input. The Delphi method is a specific type of survey 

in which responses are anonymized, shuffled, and sent back out to participants for 

comment. Keeping input anonymous fosters more open dialogue.  

• Interviews—Interviews, held in either group settings or one on one, can be an 

effective approach to gather details on risks from the interviewee’s perspective.  
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• Working groups—This technique focuses on soliciting feedback from a group of 

individuals selected from a specific work area. The feedback working groups provide 

generally helps identify risks in specific areas.  

• Checklists—Many organizations develop checklists of risks for either their own use 

or for general distribution. Checklists developed for similar organizations or purposes 

can be helpful to ensure that you cover the breadth of risks.  

• Historical information—Unless an organization is brand new, it will have some 

historical information at its disposal. This information may be a previously 

encountered risk identification process, or it may be documentation of things that 

went wrong in the past. Either way, historical information can be valuable to identify 

current risks. 

Most organizations use multiple methods to identify risks. Use the methods that work best for 

your organizational culture. The most important factor is to engage as many people from 

different functional areas as possible. The best outcome is to identify far more reasonable 

risks than your organization can handle. Although that sounds like you’re asking for trouble, 

it is much better than completely missing important risks. Try using as many risk 

identification methods as possible to find the best mix of methods for your organization. 

The result of the risk identification process is a list of identified risks. The PMI calls this list 

the risk register. The risk register can contain many different types of information but should 

contain at least the following: 

• A description of the risk  

• The expected impact if the associated event occurs  

• The probability of the event occurring  

• Steps to mitigate the risk 

• Steps to take should the event occur  

• Rank of the risk 

Emerging Threats  

Part of your risk identification activities should address new and emerging threats. These 

types of threats can come from many different areas and from both internal and external 

sources. Some examples of emerging threats include the following: 
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• New technology  

• Changes in the culture of the organization or environment  

• Unauthorized use of technology (e.g., wireless technologies, rogue modems, 

smartphones, tablets, unlicensed software)  

• Changes in regulations and laws  

• Changes in business practices (e.g., outsourcing, globalization) 

A proactive security professional watches for new threats that might trigger the need for a 

new risk review. Two of the most common areas of emerging threats are cloud and 

virtualization. As organizations move toward outsourcing data and processing to cloud 

service providers, they encounter new threats. Some threats apply to cloud service providers; 

others are generally related to internal or external users of virtualization. These threats can 

include the following: 

• Violation of virtualization barriers  

• Lack of access controls for outsource resources  

• Reliability of cloud or virtualization services  

• Cloud service provider (CSP) lock-in  

• Insecure application program interfaces (APIs) 

• Malicious insiders  

• Account hijacking 

Although any of these threats may occur in all environments, the risk in a cloud or virtualized 

environments is of greater concern due to the common practice of delegating responsibilities 

of these environments to external parties. Always consider new and novel threats when 

considering cloud or virtualized services. 

Static Environments  

Another class of threats bearing closer examination relates to static environments. Static 

environments are types of systems that don’t change very much or at all after deployment. 

While ―normal,‖ or dynamic, systems do change often, static systems tend to remain much 

like they were when first installed. Some examples of static systems include: 

• Supervisory Control and Data Acquisition (SCADA)—SCADA systems are common 

in industrial settings. SCADA systems control and monitor physical devices, such as 

manufacturing; power generation; oil, water, and gas distribution; and facility 
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environmental controls. These systems are often built by the manufacturer with static 

versions of an operating system and other software to produce a fixed software stack. 

SCADA systems are not easy to patch when security vulnerabilities are discovered in 

one of its embedded software layers.  

• Embedded systems—These are generally small computers that are contained in a 

larger device. The computer components are often enclosed in a chassis that houses 

the rest of the device. Such devices can include other hardware and mechanical parts. 

For example, a robotic vacuum device contains an embedded system that controls its 

movement. The embedded computer is not easily accessible and is difficult to update 

with security patches.  

• Mobile devices (Android, iOS, Windows)—Mobile operating system patches and 

upgrades are available and easy to apply, but not all users update their devices. Bad 

prior upgrade experiences may prevent users from applying needed patches. This can 

lead to threats to unpatched mobile endpoints. In addition, many mobile devices are 

beyond the control of the organizations to which they connect.  

• Mainframes—These large computers exist primarily in large organization data 

centers. They handle large-scale data processing and are expensive to maintain. 

Downtime is expensive and discouraged. For that reason, there isn’t much opportunity 

to apply security patches until a downtime window approaches. Mainframes may 

operate as vulnerable to emerging threats for some time.  

• Gaming consoles—These are really just computers that are optimized to handle 

graphics applications efficiently. Today’s gaming consoles are commonly connected 

to the Internet and are routinely exposed to new threats. Manufacturers do provide 

security patches, but not all users are diligent about keeping their systems updated. 

Most users just want to plug in their consoles and play.  

• Vehicle systems—This final category of static systems is a type of embedded system. 

Increasing numbers of vehicles contain computing systems that monitor conditions, 

provide connectivity to the Internet, provide real-time routing, and even control the 

vehicle’s operation (for example, automatic parking and self-driving cars). 

Intervention systems to enhance safety are included in more and more new vehicles. 

For example, antilock braking and anticollision systems are available on many 

models. These systems tend to be very difficult to upgrade or patch due to the effort 

required to take the vehicle to a service agent who can perform maintenance. If 
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manufacturers make the update process too easy, attackers could easily inject 

malicious code.  

• Part of your risk identification process should include these static systems. These 

systems encounter threats just like other systems. Addressing threats to these types of 

systems may be more difficult. But a secure system depends on the security of all its 

components. 

Assess Risks  

A good risk assessment explains the company’s risk environment to managers in terms they 

understand. It explains what risks could stop a company from operating. Sometimes IT 

professionals get so emotional about protecting their IT structure, they forget that their 

systems are there to support the organization’s primary objectives. During the risk assessment 

process, remain focused on ―What does this mean to the company?‖ and ―What is the value 

of this to the company?‖ rather than ―What does this mean for my systems and 

infrastructure?‖  

Although you have many choices to respond to risks, a key reason for risk assessment is to 

provide the data necessary to identify the best response choices. That depends on such things 

as cost, effectiveness, impact on productivity, and user acceptance. 

14.4 Two Approaches to Risk Assessment: Quantitative and Qualitative  

Approach risk assessment are in two ways: 

• Qualitative risk assessment—Qualitative risk assessment ranks risks based on their 

probability of occurrence and impact on business operations. Impact is the degree of 

effect a realized threat would pose. Impact is often expressed from low (insignificant) 

to high (catastrophic) values. Qualitative risk assessments can be fairly subjective, but 

they do help determine the most critical risks. This type of assessment requires 

diverse input from people who work in different departments and encourages the use 

of relative terms. For example, a qualitative assessment asks which risks are worse 

than others. This allows the business units and technical experts to understand the 

ripple effects of an event on other departments or operations.  

• Quantitative risk assessment—This type of risk assessment attempts to describe risk 

in financial terms and put a dollar value on each risk. It is more objective than a 

qualitative analysis. One drawback to this approach is that many risks have values that 
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are difficult to measure. These include reputation and the availability of 

countermeasures. Exact numbers can be difficult to determine, especially the cost of 

the impact of future events. On the other hand, quantitative risk assessments are easier 

to automate than qualitative assessments. 

Quantitative analysis puts a dollar figure on risk. Qualitative analysis defines risks based on 

the severity of their impact and/or probability. FIGURE 14-2 compares quantitative and 

qualitative risk analysis. Neither approach is perfect in itself. A solid risk assessment will 

often combine both techniques. 

 

FIGURE 14-2 Quantitative versus qualitative risk analysis. 

In most situations, you can combine the two methodologies. Qualitative risk analysis gives 

you a better understanding of the overall impact a disruption will have as the effects ripple 

through an organization. It often leads to better communication between departments in terms 

of how they must work together to reduce damage. However, it lacks some of the solid 

financial data of a quantitative risk analysis. You often need this cost information to justify 

the cost of countermeasures. Therefore, you need to consider both techniques. 

Calculating Quantified Risk.  

To calculate quantified risk, you must figure out how much an asset is worth and the 

probability that you will encounter a loss. This is the event’s loss expectancy. Calculating it is 

a multistep process: 

1. Calculate the asset value (AV)—An asset is anything of value to an organization. 

Assets can be tangible (buildings) or intangible (reputation). A first step in risk 

assessment is to determine all the organization’s assets and their value—that is, the 

importance of each asset to the organization’s ability to meet its mission. Asset value 

should consider the replacement value of equipment or systems. It should also include 

factors such as lost productivity and loss of reputation or customer confidence.  
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2. Calculate the exposure factor (EF)—This represents the percentage of the asset value 

that will be lost if an incident were to occur. For example, not every car accident is a 

total loss. Insurance companies have actuaries who calculate the likely percentage loss 

for every claim. They know the cost of repairs for every make and model and can 

predict the exposure factor per claim. Their prediction won’t be right for any single 

claim (except by chance), but it will be right when grouped by the hundreds or 

thousands.  

3. Calculate the single loss expectancy (SLE)—You can calculate the value of a single 

loss using the two preceding factors. If an actuary calculates that the EF of a 

latemodel SUV is 20 percent, then every time he receives a claim, all he needs to do is 

look up the asset value, multiply by the EF, and he’ll have a very good prediction of 

the payout. This allows the actuary to calculate insurance premiums accurately and 

reduce the risk of the insurance company losing money.  

4. Determine how often a loss is likely to occur every year—This is the annualized rate 

of occurrence (ARO), also called the risk likelihood. Some AROs are greater than 

one. For example, a snowstorm in Buffalo or Berlin will happen many times per year. 

Others are likely to happen far less often. For example, a warehouse fire might happen 

once every 20 years. It is often difficult to estimate how often an incident will happen. 

Sometimes internal or external factors can affect that assessment. Historical data do 

not always predict the future. An incident such as one stemming from an internal 

threat is far more likely during times of employee unrest or contract negotiations than 

at other times.  

5. Determine annualized loss expectancy (ALE)—The ALE is the SLE (the loss when an 

incident happens) times the ARO. The ALE helps an organization identify the overall 

impact of a risk. For infrequent events, the ALE will be much less than the SLE. 

Qualitative Risk Analysis.  

You can judge every risk on two scales:  

• Probability or likelihood—Some things—for example, the malfunction of a badge 

reader on the employee entrance—will seldom happen. Other things, such as 

employees calling in sick, will almost certainly happen.  



26 
 

• Impact—Some things—for example, a workstation that fails to boot up—will have a 

minor impact on productivity. Other things, such as a production system breaking 

down, will have a major impact. 

You should evaluate events with respect to both scales and then place them on the chart 

shown in FIGURE 14-3.  

 

FIGURE 14-3 Qualitative risk analysis 

Notice the quadrant labeled ―Focus area for risk management.‖ These are risks with both a 

high probability and a high impact. You should evaluate these risks first. You can reduce the 

probability of the risk or its impact if you apply countermeasures to these risks first. You 

should not confine your risk management activities solely to the upper-right quadrant, but this 

is where your risk response efforts should focus. Risk mitigation, transference, acceptance, or 

avoidance—covered in the next section—reduce the risks in the upper-right quadrant. As a 

reminder, the goal isn’t to eliminate risk but instead to reduce risk to an acceptable level. 

14.5 Check your progress 

1. What is Business Continuity Plan (BCP)? 

2. How to manage risk? 

3. Mention elements of risk. 
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4. Assets can be __________ or ______________. 

5. Define Brainstorming. 

Answers to check your progress 

1. A business continuity plan (BCP) is a document that consists of the critical 

information an organization needs to continue operating during an unplanned event. 

2. Managing risk is the process of identifying risks and deciding what to do about them 

3. Assets, vulnerabilities, and threats are all elements of risk. 

4. tangible (buildings) or intangible (reputation). 

5. This technique involves getting unstructured input from members in a group meeting. 

14.6 Summary 

In this unit, you learned about the reasons and processes of risk management. You learned 

how a business continuity plan (BCP) helps you make sure a disruption doesn’t put your 

organization out of business. You learned about risk assessment, including the difference 

between a quantitative risk assessment and a qualitative risk assessment. You learned the 

most common responses to risk and how they help you develop a risk reduction strategy. You 

learned about countermeasures and how to evaluate them. 

14.7 Keywords 

• Business continuity plan (BCP ): A business continuity plan (BCP) is a document 

that consists of the critical information an organization needs to continue operating 

during an unplanned event. 

• Qualitative risk analysis:  involves identifying threats (or opportunities), how likely 

they are to happen, and the potential impacts if they do. 

• Rate of occurrence (ARO): is the number of times per year that an incident is likely 

to occur. Knowing the adversaries' intent, capability, and motivation will help 

determine the ARO. Annualized Rate of Occurrence is number of incidents per year. 

• Cloud service provider (CSP): A cloud service provider is a third-party company 

offering a cloud-based platform, infrastructure, application, or storage services. Much 

like a homeowner would pay for a utility such as electricity or gas, companies 

typically have to pay only for the amount of cloud services they use, as business 

demands require. 
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• Cyber hijacking, or computer hijacking: is a type of network security attack in which 

the attacker takes control of computer systems, software programs and/or network 

communications. 

14.8 Questions for self study 

1. Explain the purpose of risk management. 

2. Discuss the steps involved in risk management process. 

3. Give a brief account on Emerging Threats. 

4. Describe quantitative and qualitative risk assessment approaches. 

5. What is Qualitative Risk Analysis? Explain. 

14.8 References 

Text Book:  

1. Whitman, Michael E., and Herbert J. Mattord. Principles of information security. 

Cengage learning, 2017 

References 

1. Kim, David, and Michael G. Solomon. Fundamentals of information systems security. 

Jones & Bartlett Publishers, 2018. 

2. Samuel Greengard, The Internet of Things 2015. 

 

 

 

 

 

 

 

 

 

 

 



29 
 

Unit 15:  Planning and Implementing Risk Response 

Structure 

15.0 Objectives 

15.1 Introduction 

15.2 Plan a Risk Response 

15.3 Implement the Risk Response Plan 

15.4 Business Continuity Management 

15.5 Business Impact Analysis 

15.6 Backing Up Data and Applications 

15.7 Incident Handling 

15.8 Recovery from a Disaster 

15.9 Check your progress 

15.10 Summary 

15.11 Keywords 

15.12 Questions for self study 

15.13 References 

15.0 Objectives 

After studying this unit, you will be able to: 

 Identify the risks to the organization.  

 Prevent damage as much as possible by using controls. 

 Have plans and procedures ready to react to incidents that you cannot prevent. 

You can express these principles and controls in terms of people, processes, 

technology, and data 

15.1 Introduction 

A risk response plan is a document that explains the strategies that would be taken to mitigate 

negative project risks. It’s part of the larger risk management plan that is subsequently part of 

any project management plan. Before you respond to risk, you have to identify it. Risk 



30 
 

identification is done in the project planning phase. While the definition of risk is uncertainty, 

that doesn’t mean that every potential risk to your project is going to come out of left field 

and surprise you. Good risk response starts with good risk identification.  

15.2 Plan a Risk Response 

The next two steps in the risk management process are to develop a plan to handle risks and 

then implement that plan. As you develop risk management strategies, you should understand 

the most common responses. You can reduce, transfer, accept, and avoid each negative risk:  

• Reduce (reduction/mitigation)—This approach uses various controls to mitigate or 

reduce identified risks. These controls might be administrative, technical, or physical. 

For example, adding antivirus software reduces the risk of computer infection.  

• Transfer (transference/assignment)—This approach allows the organization to transfer 

the risk to another entity. Insurance is a common way to reduce risk. An organization 

―sells‖ the risk to an insurance company in return for a premium. Other times, you can 

transfer risk to insulate an organization from excessive liability. A hotel, for example, 

engages a separate car-parking corporation to manage its parking lot. Losses are the 

primarily responsibility of the car-parking corporation, not the hotel. An incident in 

the parking lot is less likely to put the hotel in jeopardy of a lawsuit. 

• Accept (acceptance)—This allows an organization to accept risk. The organization 

knows the risk exists and has decided that the cost of reducing it is higher than the 

loss would be. This can include self-insuring or using a deductible. The level of risk 

an organization is willing to accept depends on the risk appetite of senior 

management. For example, a physician buys malpractice insurance and accepts the 

residual risk of loss equal to the deductible. He can decide to pay an even higher 

premium to reduce his deductible. But he might decide that the higher premium would 

not be worth the cost, because he expects to rarely make a claim. 

• Avoid (avoidance)—Risk avoidance is just that: deciding not to take a risk. A 

company can discontinue or decide not to enter a line of business if the risk level is 

too high. With avoidance, management decides that the potential loss to the company 

exceeds the potential value gained by continuing the risky activity. For example, a 

company may decide not to open a branch in a country mired in political turmoil. 
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15.3 Implement the Risk Response Plan 

Security controls are the safeguards or countermeasures that an organization uses to avoid, 

counteract, or minimize loss or system unavailability. As defined by the Institute of Internal 

Auditors:  

The control environment sets the tone of an organization, influencing the control 

consciousness of its people. It is the foundation for all other components of internal 

control, providing discipline and structure. Control environment factors include the 

integrity, ethical values, and competence of the entity’s people; management’s 

philosophy and operating style; and the way management assigns authority and 

organizes and develops its people. 

Some controls manage the activity phase of security—the things people do. These are 

administrative controls. Administrative controls develop and ensure compliance with policy 

and procedures. They tend to be things that employees might do, things employees are 

supposed to do, or things employees are not supposed to do. A control carried out or managed 

by a computer system is a technical control. 

Activity phase controls can be either administrative or technical. They correspond to the life 

cycle of a security program as follows:  

• Detective controls—These controls identify that a threat has landed in your system. 

An intrusion detection system (IDS) is an example of a detective control. An IDS can 

detect attacks on systems such as port scans that try to gain information about a 

system. The IDS then logs the activity.  

• Preventive controls—These stop threats from coming in contact with a vulnerability. 

An example of a preventive control is an intrusion prevention system (IPS). An IPS is 

an IDS that you configure to actively block an attack. Instead of simply logging the 

activity, it can change the configuration so that the malicious activity is blocked. 

• Corrective controls—These reduce the effects of a threat. When you reload an 

operating system after it is infected with malware, you are using a corrective control. 

Forensics and incident response are other examples of corrective controls.  

• Deterrent controls—These are controls that deter an action that could result in a 

violation. There is a fine line between deterrent controls and preventative controls. 

Deterrent controls merely attempt to suggest that a subject not take some action, 
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whereas preventative controls do not allow the action to occur. Deterrent controls are 

valuable when a knowledgeable user needs the ability to perform some action that 

involves risk. A deterrent control would allow the action after a warning, whereas a 

preventative control would not allow the action. In short, the decision to choose 

between a preventative and deterrent control is often a balance between utility and 

security.  

• Compensating controls—These controls are designed to address a threat in place of a 

preferred control that is too expensive or difficult to implement. 

Selecting Countermeasures:  

Safeguards and countermeasures are controls that exercise restraint on or management of 

some activity. For example, a safe for storage of valuables is a control. A human guard who 

watches the safe is a safeguard. Insurance against loss of the valuables, if stolen, is a 

countermeasure. The countermeasure counters or addresses the loss from a specific incident. 

There is an unlimited number of possible countermeasures. A countermeasure must have a 

clearly defined purpose. It must address a risk and reduce a vulnerability. A countermeasure 

(or control) without an exposure (risk) is a solution seeking a problem. Some specific 

purposes of countermeasures include the following: 

• Fix known exploitable software flaws  

• Develop and enforce operational procedures and access controls (data and system)  

• Provide encryption capability  

• Improve physical security  

• Disconnect unreliable networks 

Everyone needs to be aware of his or her security responsibilities. Security will be a full-time 

job for some people. Others will have only infrequent responsibilities, such as locking the 

door on the way out. Some specific security responsibilities that you may hold include the 

following: 

• Delete redundant/guest accounts  

• Train system administrators (specific training)  

• Train everybody (general training)  

• Install virus-scanning software  

• Install IDS/IPS and network-scanning tools 
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Pricing/Costing a Countermeasure:  

You must consider many factors in evaluating countermeasures:  

• Product cost—The price of the product will include its base price, the price of 

additional features, and costs associated with the service-level agreement or annual 

maintenance.  

• Implementation cost—This refers to costs associated with changes to the 

infrastructure, construction, design, and training. An example is the cost of 

reinforcing a floor to install new equipment.  

• Compatibility cost—The countermeasure must fit within (be compatible with) the 

overall structure. For example, a Windows-only organization would have to carefully 

consider the additional costs associated with training and interoperability when 

installing a Linux-based countermeasure.  

• Environmental cost—If, for example, a countermeasure uses a lot of energy, you 

would need to consider whether your electric system would be able to provide that 

energy and to offset the excess heat it will generate.  

• Testing costs—Testing does take time and money, but it is essential. Note, however, 

that testing also causes disruptions. You must consider all these as costs.  

• Productivity impact—Many controls affect productivity. They might generate more 

calls to the help desk, slower response times for users, and so on. 

Monitor and Control Risk Response  

The most important part of putting any control or countermeasure in place is making sure it 

meets its objectives. The last step in the risk management process is to monitor and control 

deployed countermeasures. A countermeasure is of no value if it does not actually provide its 

intended benefit.  

When evaluating a countermeasure, first ask, ―What problem is this countermeasure designed 

to solve?‖ (Your risk management plan should make this clear.) Then ask, ―Does this 

countermeasure solve this problem?‖ Here are some other points to consider: 

• Countermeasures might pose a new risk to the organization—For example, 

implementing a countermeasure might create a false sense of security. Or the 

countermeasure itself might become a new point of failure on a critical system. Make 



34 
 

sure you continuously monitor the countermeasure. Check it for compliance and good 

design, and perform regular maintenance.  

• You must perform certification and accreditation of countermeasure programs— No 

system, control, or application should go into production without first going through a 

change control process. This also applies to changes to existing production systems. 

You must review all controls and countermeasures before performing an installation 

or making changes. Otherwise, administrators might misconfigure the system or make 

other errors.  

• You must follow best practices and exercise due diligence—A good risk management 

program tells auditors that the company is taking a prudent and diligent approach to 

security risks. Due diligence is exercised by frequently evaluating whether 

countermeasures are performing as expected. 

15.4 Business Continuity Management 

The way an organization responds to a disruption might well determine its survival. Poor 

planning greatly increases risk. With poor planning, an organization will not be able to 

respond appropriately and may be unable to return to normal operations. Planning for 

disruptions is part of business continuity management (BCM), which includes both of the 

following:  

• Business continuity plan (BCP)—This plan contains the actions needed to keep 

critical business processes running after a disruption. Disruptions can be minor, such 

as a power outage, or major, such as weather damage that makes an organization’s 

building unusable.  

• Disaster recovery plan (DRP)—This plan details the steps to recover from a 

disruption and restore the infrastructure necessary for normal business operations. 

BCM includes not only BCP and DRP but also crisis management, incident response 

management, and risk management.  

A disruption is a sudden unplanned event. It upsets an organization’s ability to provide 

critical business functions and causes great damage or loss. Examples of major disruptions 

include the following: 
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• Extreme weather—Superstorm Sandy in 2012 is one example.  

• Criminal activity—This might include the theft of credit card numbers or other 

customer data.  

• Civil unrest/terrorist acts—One example is the wave of violent protests in Missouri in 

2015.  

• Operational—An example is the electrical blackout in northern India in 2012, which 

affected nearly 9 percent of the world’s population.  

• Application failure—Two examples are Amazon’s E2 cloud services crash in 2011 

and Microsoft’s cloud services crash in 2015. Businesses that depended on these 

cloud services had to find other ways to perform business operations until service was 

restored. 

Terminology  

As a security professional, you must understand the following terms: 

• Business impact analysis (BIA)—This is an analysis of the business to determine 

what kinds of events will have an impact on what systems. You should not limit the 

focus of the BIA to the information systems department and infrastructure; a business 

with a supplychain disruption (warehouse fire, trucking strike, etc.) could easily suffer 

a major impact that has nothing to do with technology at all. Some scenarios will 

affect some departments, some will affect others, and a critical few will affect the 

entire business. You will learn more about BIA later in this chapter.  

• Critical business function (CBF)—Once the BIA has identified the business systems 

that an incident will affect, you must rank the systems from most to least critical. That 

ranking determines whether the business can survive—and for how long—in the 

absence of a critical function.  

• Maximum tolerable downtime (MTD)—MTD is the most time a business can survive 

without a particular critical system. A major disruption is any event that makes a CBF 

unavailable for longer than its MTD. Each of the disaster-planning and mitigation 

solutions must be able to recover CBFs within their MTDs. Systems and functions 

with the shortest MTDs are often the most critical. The next section covers this topic 

in more detail.  

• Recovery time objective (RTO)—RTO is the timeframe for restoring a CBF. RTO 

must be shorter than or equal to the MTD.  
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• Recovery point objective (RPO)—Incidents can cause loss of data. You must 

calculate the amount of tolerable data loss for each business function. Recovery 

procedures must be able to meet the minimums defined here. If the business can 

afford to lose up to one day’s data, then nightly backups might be an acceptable 

solution. However, if the business must prevent all data loss, a redundant server or 

storage solution will be required.  

• Emergency operations center (EOC)—The EOC is the place where the recovery team 

will meet and work during a disruption. Many businesses have more than one 

emergency operations center. One might be nearby—for use in the event of a building 

fire, for example. Another might be a significant distance away—for example, for use 

in the event of an earthquake or regional power outage. 

Assessing Maximum Tolerable Downtime  

You determine maximum tolerable downtime (MTD) by business requirements. This is 

closely associated with the RTOs of several integrated functions. For example, consider a 

website hosted by an organization for purposes of e-commerce. The web servers depend on 

network services, ISP availability, and electricity. Each of these will have its own incident-

dependent RTO, but it will be associated with the MTD. 

15.5 Business Impact Analysis  

A BIA determines the extent of the impact that a particular incident would have on business 

operations over time. The BIA drives the choice of the recovery strategy and the CBFs. As a 

security professional, your job is to ask two questions:  

• What can affect the business?  

• How will it affect the business? 

A successful BIA maps the context, the critical business functions, and the processes on 

which they rely. You should consider all impacts, including those that are hard to address or 

are less obvious. Different incidents require different recovery strategies. A fire in the 

accounting department might call for outsourcing and temporary quarters. A flood in the 

basement might activate a service bureau plan. An earthquake or hurricane might cause a 

permanent move to a new facility.  

You conduct a business impact analysis for three key reasons:  
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• To set the value of each business unit or resource as it relates to how the entire 

organization operates  

• To identify the critical needs to develop a business recovery plan  

• To set the order or priority for restoring the organization’s functions after a disruption 

Speed of Impact  

Some incidents might become more significant over time. The slow deterioration of a critical 

processing facility might generate a disaster. Continuous installation of new devices in a 

computer room might overtax the electrical supply capacity and eventually cause a blackout 

or a fire.  

Some systems are more important during certain times of the year. A company that supplies 

heating oil is busier in the winter. Even the smallest outage in the winter can jeopardize that 

company’s service agreements. That same company might easily withstand far more severe 

incidents (longer MTDs) in the summer, when load is minimal. 

Critical Dependencies  

The BIA must identify what your organization needs to support a company’s critical 

operations:  

• Information processing  

• Personnel 

• Communications  

• Equipment  

• Facilities  

• Other organizational functions  

• Vendors  

• Suppliers 

Assessing the Impact of Downtime  

The BIA will identify critical data and systems. Note that the importance of systems and the 

importance of data are not always the same. A system might be more critical than the data it 

contains, and vice versa. What is truly important is those systems and data on which the 

business relies.  
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Issues you should consider during the BIA fall under the following categories: 

• People—How will you notify them of the incident and its impact? How will you 

evacuate, transport, and care for employees (including, for example, paying them)? 

Who will step in if key personnel are incapacitated or unavailable? (This is called 

succession planning.)  

• Systems—What portions of your computing and telecommunications infrastructure 

must you duplicate immediately? How long do you have—a minute, an hour, a day?  

• Data—What data are critical to running your business? How will you recover critical 

data that are lost?  

• Property—What items are essential to your business? Things like tools, supplies, and 

special forms all must be recoverable or easily replaced.  

Assessing the impact of downtime is a planning step in the BIA. You are helping to 

determine what must be done and in what order to accomplish the goals described in these 

four categories. Figuring out how to do this is the main thrust of BCM. 

Plan Review  

You must update and regularly maintain the BCP and the inventory and configuration lists for 

the systems and applications. Some firms do this annually. Others choose different periods. In 

addition to the scheduled reviews, any major changes to the company should trigger a review. 

Besides the obvious benefit of having an up-to-date plan, testing and planning revisions are 

excellent ways to train new employees. Taking new employees through a hands-on process 

teaches them your procedures and more about your environment. 

Testing the Plan  

You should not accept any BCP or DRP without thorough testing. This helps ensure that the 

plan will work and that you will meet the CBF, MTD, RPO, and RTO objectives. Each stage 

of the test must consider the continued need for security and the technical resources required 

both to perform the test and to handle an actual disaster 

Checklist Test  

A checklist test is a simple review of the plan by managers and the business continuity team 

to make sure that contact numbers are current and that the plan reflects the company’s 

priorities and structure. This kind of check is a desk check. Each team member checks his or 
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her portion of the plan while sitting at his or her desk. As well as checking their contact lists, 

team members review whether changes in their departments affect the plan. They also look at 

expected changes in their departments to see if they will trigger a need to update the plan. 

Structured Walk-Through Test  

A structured walk-through test is a tabletop exercise. During this test, a team of 

representatives from each department should do the following:  

• Present their portion of the plan to the other teams.  

• Review the goals of the plan for completeness and correctness.  

• Affirm the scope of the plan as well as any assumptions made.  

• Look for overlaps and gaps.  

• Review the structure of the organization as well as the reporting/communications 

structure.  

• Evaluate the testing, maintenance, and training requirements.  

• Conduct a number of scenario-based exercises to evaluate the plan’s effectiveness.  

• Meet to step through the plan together in a structured manner. 

Simulation Test  

A simulation test is more than a paper exercise. It requires more planning than a walkthrough. 

All the members of the staff involved in the operations/procedures participate in the test. The 

test identifies the following:  

• Staff reaction and response times  

• Inefficiencies or previously unidentified vulnerabilities 

Parallel Test  

Most organizations conduct parallel tests at the alternate site. A parallel test is the same as a 

full-interruption test (covered in the next section) except that processing does not stop at the 

primary site. Here are a few key points with respect to parallel tests:  

• A parallel test is an operational test, so it will not include representatives from HR, 

PR, purchasing, facilities, etc.  

• Because a parallel test means activating the alternate site, it will cost a significant 

amount of money. The test must have senior management approval.  
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• Compare the results of the test with the processing at the original site.  

• A gap analysis exposes any weaknesses or underperformance that requires attention.  

• Usually auditors are involved at every step to monitor the success and to make sure 

the parallel-run data are not mixed into the normal operational data. 

Full-Interruption Test  

The most common way to conduct this type of test is at the alternate site. This type of test is 

so disruptive that few organizations conduct it. During the test, you must shut down the 

original system for the duration. You can use only those processes that exist at the alternate 

site to continue the business operations. 

15.6 Backing Up Data and Applications 

Recovery is possible only if the company has access to backups of its data and applications. 

Plans must include dealing with backup storage media, location, and access. Tape backup is 

the traditional choice for backup and still the most common. However, restoration from tape 

is slow, and many systems have RTOs that are shorter than the tape-restore time. These kinds 

of sites often use disk-based solutions such as a storage area network (SAN), network 

attached server (NAS), or even an offsite network-based storage such as remote journaling. In 

remote journaling, the system writes a log of online transactions to an offsite location. The 

log updates a copy of the database. Should the primary site go down, the offsite copy would 

be current.  

Backups provide extra copies of needed resources, such as data, documentation, and 

equipment. You can activate a backup site if a primary site goes down. Similarly, you can 

restore a backup tape, possibly at an alternate site. Then processing can resume. 

Types of Backups  

Backups and restores are slow. Businesses have three alternatives for processing them:  

• Full backup. As its name implies, this backup copies everything to a backup media. It 

is usually tape, but is sometimes CD, DVD, or disk. 

• Differential backup—With this type of backup, you start by making a full backup, 

perhaps on Sunday, when network traffic is lightest. On Monday through Saturday, 
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you back up changes made since Sunday’s full backup on a daily basis. As the week 

progresses, each night’s backup (the differential) takes a little longer.  

• Incremental backup—Again, you start with a full backup when network traffic is 

light. Then, each night, you back up only that day’s changes. As the week progresses, 

the nightly (incremental) backup takes about the same amount of time. 

15.7 Incident Handling 

As a reminder, an incident is an event that results in an actual or threatened violation of 

security policy. When an incident occurs, an organization needs to respond. The incident-

handling process includes the following steps:  

• Preparation  

• Identification  

• Notification 

• Response   

• Recovery and followup  

• Documentation  

The first step in an incident response program is to plan how to best respond to a variety of 

incidents and to build the incident response team (IRT). The IRT will have the training and 

documentation to respond to incidents as they occur. Members of the IRT should be 

comfortable enough with one another to communicate freely and handle each incident in a 

professional manner. The quality of the planning phase determines how well the IRT can 

handle incidents. 

Identification  

The first step in actually handling an incident is to determine whether an incident has in fact 

taken place. Not all events are incidents. You must find out if the incident is serious or 

whether it is a common, benign occurrence. This is triage—prioritizing the incident. You may 

receive initial notification of an incident from an alarm, a complaint from a user, an alert 

from a security vendor, or a log analysis. Make sure you have the procedures in place to react 

to any type of incident. 
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Notification  

You or another IRT member often will be one of the first people aware of an incident and 

must know how to react. As a first responder, it is important that you handle the incident 

properly from the beginning. The goal is to contain the incident and, if possible, to improve 

the situation. Take care not to make the situation worse. You must find out whether the event 

is a false positive. Be careful to make sure several false positives do not cause you to become 

desensitized to real events. A series of seemingly individual events taken independently 

might not justify a response. However, when taken collectively, they might be important. 

Response  

Once you identify an incident, the next phase is to limit the damage. An important aspect of 

this step is containment. Many incidents grow and expand rapidly, possibly affecting other 

systems, departments, and even business partners. The incident response plan must outline 

the steps that must be taken to stop the spread of the incident without causing unnecessary 

outage. For example, if a virus infects a system, a simple way to contain the threat is to 

unplug the system from the network.  

It is essential to have a plan. The odds are slim of correctly guessing the best course of action 

in the middle of an incident. Remember, people who have the benefit of time and hindsight 

will evaluate your response after the incident. A preapproved response plan will lead to a 

better, more effective response while also providing you with blame reduction.  

It is essential to identify the source and type of incident so that you can enact proper recovery 

procedures. Fixing symptoms doesn’t solve problems. The responders must find out the 

extent of the damage and possibly recommend the initiation of the disaster recovery plan if 

the damage is too severe. A key component of incident management is preventing future 

incidents. The logs and documentation gathered during the incident must be protected and 

available for future analysis. 

Recovery  

After you have contained the incident and eliminated or blocked its source, it is time to 

recover. Before turning the system over to its normal use, you must deal with the exploited 

vulnerability so that it doesn’t happen again right away. You might need to rebuild systems 



43 
 

using uninfected application and data backups. You might also have to clean malicious 

content from the system to prevent reinfection. 

Follow-up  

Learning from the incident will let management establish new procedures and controls to 

prevent or react to an incident more effectively in the future. It is important to conduct a 

lessons-learned review of each incident to capture valuable information the IRT can use for 

future incidents. 

Documentation and Reporting  

Don’t ignore the importance of documenting every step in the incident response process. The 

documentation you create can be very valuable to the quality of future incidents. You can 

improve your incident response plan any time you document what actions worked well and 

those that did not. As you accumulate incident response documentation, you build a valuable 

resource. You can use this resource to make changes to your incident response plan and your 

normal security policies and procedures. For example, documenting multiple incidents related 

to unauthorized personnel in the data center may indicate a need for better controls. Use the 

information you gain from documenting incident response. It can make your organization 

more secure. 

15.8 Recovery from a Disaster 

The disaster recovery plan (DRP) does three things:  

• It establishes an emergency operations center (EOC) as an alternate location from 

which the BCP/DRP will be coordinated and implemented.  

• It names an EOC manager.  

• It determines when that manager should declare an incident a disaster. 

A DRP enables you to make critical decisions ahead of time. That way, you can manage and 

review decisions without the urgency of an actual disaster. If you do not create these plans in 

advance, you and your managers will have to make best-guess decisions under huge pressure. 

DRPs are long-term, time-consuming, expensive projects.  

The DRP for a large company can cost tens of millions of dollars. It is essential that senior 

management not only support but also insist upon an effective, well-tested DRP.  
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The process starts with a business analysis. It identifies critical functions and their maximum 

tolerable downtimes. Then it identifies strategies for dealing with a wide variety of scenarios 

that might trigger the plan. As a security professional, you most likely will participate as a 

member of the disaster-planning and disaster-recovery teams. 

Activating the Disaster Recovery Plan  

As a security professional, you will play a key role in reestablishing business operations in a 

crisis by rebuilding the networks and systems that the business requires. The recovery process 

involves two main phases. The first phase is to restore business operations. In many cases, the 

recovery might be at an alternate site. You may be required to build a network rapidly from 

available backup data, backup equipment, and any equipment that might be available from 

vendors.  

The second phase is to return operations to their original state before the disaster. To return to 

normal operations, you must rebuild the primary site. The transition back to the normal site 

and the closure of the alternate site should be part of the ―Return to Home Site‖ portion of the 

BCP/DRP.  

Activate salvage and repair teams. They will do their work before people and data can return 

to the primary site. Security professionals are often on the repair team to rebuild the damaged 

parts of the network infrastructure. They will match—or increase—previous security levels. 

If you need new equipment, use this opportunity to improve security. 

Operating in a Reduced/Modified Environment  

During a crisis, many of the normal conditions, such as controls, support, and processes, 

might not be available. You must adapt quickly to ensure the secure operation of systems, 

including backups and reconciliation of errors. Here are a few points to keep in mind:  

• You may want to suspend normal processes, such as separation of duties or spending 

limits. You should compensate with additional controls or by additional auditing. The 

DRP should give added privileges or spending authority to certain people or for 

certain tasks.  

• If a number of systems are down, users might need more technical support or 

guidance on how to use alternate systems or access. The BIAs should have identified 

minimum recovery resources as part of the recovery needs.  
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• During a disaster and recovery, it might be good to combine services that were on 

different hardware platforms onto common servers. This might speed up recovery. 

However, you must manage this process carefully to make sure that the movement 

and recovery goes smoothly.  

• While running at the alternate site, you must continue to make backups of data and 

systems. This might prevent new disasters if the recovery site fails. 

Restoring Damaged Systems  

You must plan for rebuilding damaged systems. You need to know where to get 

configuration charts, inventory lists, and backup applications and data. You must have access 

control lists to make sure that the system allows only legitimate users on it. Keep the 

following points in mind:  

• Once the rebuilding starts, the administrator must make sure to update the operating 

systems and applications with the most current patches. Backups or installation disks 

often contain older versions that are not current.  

• After you rebuild the system, you must restore the data to the RPO. This includes 

reconciling books and records. You must make sure the operating systems and 

applications are current and secure.  

• Some organizations overlook access control permissions in recovery plans. You must 

activate the access control rules, directories, and remote access systems to permit 

users to get on the new systems. When you are making the plan, be sure that any 

vendor software will run on alternate processors. Some vendors license their products 

to operate only on a certain CPU. 

Disaster Recovery Issues 

 Here is a short list of disaster recovery issues that are often overlooked in the maintenance 

and execution of a DRP.  

• Generators—Ensure all fuel is fresh and contracts are in place to guarantee a supply 

of fuel in a crisis. Generators must receive routine maintenance and should be run 

periodically to make sure they are ready to operate and capable of carrying the 

expected system load.  

• Safety of damaged site—You must protect the primary (damaged) site from further 

damage or looting.  



46 
 

• Reentry—You must examine the damaged site using people who are qualified to 

determine whether it is safe for humans to reenter.  

• Transportation of equipment and backups—The plan must provide safe transportation 

of people, equipment, and backup data to and from the alternate site.  

• Communications and networks—Regular telephone service often fails in a crisis. You 

might need an alternate method of communication, especially among key team 

members 

Recovery Alternatives  

A business continuity coordinator considers each alternative’s ability to support critical 

business functions, its operational readiness compared with RTO, and the associated cost. He 

or she examines specifications for workspace, security requirements, IT, and 

telecommunications. 

Three choices usually are considered if a business (or some part of it) has to be moved for 

recovery: 

• A dedicated site operated by the business, such as a secondary processing center  

• A commercially leased facility, such as a hot site or mobile facility  

• An agreement with an internal or external facility 

External commercial providers offer services to many organizations. That means if there is a 

disaster, it could affect many customers of a commercial provider. What priority will you 

have if this happens? Know your options (along with prices) for things such as test time, 

declaration, fees, and minimum/maximum recovery days. Make sure that the specifications 

for workspace, security requirements, IT, and telecommunications are suitable for your 

critical business functions. Ensure that suitable accommodations are available for staff, 

including facilities for resting and showering, as well as catering.  

No matter what choice your business makes, the IT department’s job is to make sure all 

necessary equipment is available at the alternate site. This includes the critical files, 

documentation, and other items identified in the recovery categories. Other items can include 

additional patch cables, USB drives, or other common items IT personnel may use on a daily 

basis 
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Interim or Alternate Processing Strategies  

Regardless where you choose to continue operations, you’ll need a location to support your 

IT infrastructure. There are several options available, depending on cost and the time it takes 

to become operational. Here are the most common recovery location options:  

• An alternate processing center or mirrored site is always ready and under the 

organization’s control. It is the most expensive option because it requires fully 

redundant or duplicate operations and synchronized data. The organization operates it 

continuously. Its additional costs might be justified by business needs (such as having 

a duplicate support staff) other than recovery planning. However, making cost 

allocations is complex.  

• A hot site is one that can take over operations quickly. It has all the equipment and 

data already staged at the location, though you may need to refresh or update the data. 

There are two kinds of hot sites. One is company owned and dedicated. The other is a 

commercial hot site. The hot site’s advantage is that it can provide alternative 

computing facilities quickly, allowing rapid recovery. An internally owned hot site 

will be more expensive than some other alternatives, but no one else will compete for 

it during a regional disaster.  

• A warm site has some common IT, communications, power, and HVAC, but you will 

have to purchase and deliver IT equipment such as servers and communications. You 

will have to retrieve and load data as well. Many organizations own warm sites and 

often use them for offsite data storage.  

• A cold site is an empty data center with HVAC and power. It is the least expensive 

option. It requires a lot of time to get up and running because you must purchase, 

deliver, and configure all equipment and telecommunications. Some organizations 

begin recovery in a hot site and transfer over to a warm site or cold site if the 

interruption lasts a long time. 
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TABLE 15-2 Comparing common recovery site options 

 

Processing Agreements 

One way to solve recovery problems is to find organizations with similar IT configurations 

and backup technologies. This could be another company, a contingent carrier, or a service 

bureau. You then forge an agreement with the other organization to provide support if your 

company encounters a disaster. IT, security, and legal departments should carefully review 

draft agreements.  

Reciprocal or Mutual Aid Your company might enter into a reciprocal agreement, also known 

as mutual aid or a consortium agreement, with a company that has similar technology. In a 

consortium agreement, a number of companies agree to support each other. You must 

carefully consider this approach. For example, can each organization continue its primary 

business while supporting another? Can the equipment and infrastructure support both 

organizations? You must do tests to confirm that all systems can handle the extra load and 

that they are compatible. You also must consider the sensitivity of the data and any 

regulations that apply to it. The partners’ administrators or users might be able to access it. 

Both parties must warn each other if they upgrade or retire technology that could make their 

systems incompatible. 

Reciprocal Centers  

Reciprocal centers often involve businesses that do the same type of work but are not direct 

competitors. These might include cross-town hospitals or a paperback book publisher paired 

with a hardcover publisher. Familiarity and commonality have advantages. They may share 

special codes, industry jargon, and special forms needed in the industry. For example, 

hospitals use the term ―DRG code.‖ It refers to a number that corresponds, in a common 

database, to a diagnosis, procedure, or disease. 
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Contingency  

An organization might contract for contingency carriers or contingent suppliers if its primary 

supply method fails. You need to consider maintenance fees and activation time. You also 

need to check whether the carriers, especially communications carriers, share the same cable 

or routing paths. It is prudent to ask them. 

Service Bureau  

A service bureau is a service provider that has extra capacity. An example is a call center to 

handle incoming calls. Your organization can contract for emergency use of it. This can raise 

the same concerns as those with a reciprocal agreement arrangement. The vendor might 

increase its business and consume its extra capacity, or the vendor might modify its hardware 

or configurations. 

Using the Cloud  

Cloud computing has become very popular in recent years. It is expected that more 

organizations will incorporate the cloud into at least some of their IT environment. Since 

cloud computing is based on virtualization, it is easy to copy entire server images from place 

to place. This technique makes maintaining disaster recovery sites much more affordable. 

Nearly any organization can maintain a cloud-based disaster recovery site for a fraction of the 

cost of a physical site.  

All of the options you learned about in this chapter are available in the cloud. Cloud-based 

disaster recovery sites can exist as cold, warm, or hot sites. An even less expensive option is 

to just back up critical files to cloud-based storage. Of course, you must consider the time 

required to recover if the primary site fails. 

The common virtualization snapshot feature is useful in disaster recovery. You can create a 

virtual machine (VM) image with all desired patches applied. A snapshot of the desired VM 

makes a great starting point for a recovery image. Virtualization makes it possible to launch 

as many virtual alternate sites as necessary to support your operations until you can restore 

your primary data center. Cloud computing opens more recovery options by potentially 

lowering the cost of setting up and maintaining alternate environments. As you should do 

whenever you consider any change to your IT environment, evaluate how using the cloud 

affects security. You will still have to test all your security controls, even when using 
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virtualization, but this new technology provides many benefits to responding to interruptions 

or incidents. You don’t just have to use virtualization for disaster recovery. You can spin up 

VM images as isolated servers, or sandboxes, if you need to conduct testing that shouldn’t 

affect operations. The options are plentiful. However, as always, you must ensure that you are 

meeting or exceeding your security policy, regardless of where you choose to store your data 

or conduct your processing. 

15.9 Check your progress 

1. Acronym for BCM. 

2. Distinguish BCP and DRP. 

3. What is disruption? 

4. What is Business impact analysis (BIA)? 

5. What is Maximum tolerable downtime (MTD)? 

Answers to check your progress 

1. Business Continuity Management (BCM) 

2. Business continuity plan (BCP)—This plan contains the actions needed to keep 

critical business processes running after a disruption. Disruptions can be minor, such 

as a power outage, or major, such as weather damage that makes an organization’s 

building unusable. Disaster recovery plan (DRP)—This plan details the steps to 

recover from a disruption and restore the infrastructure necessary for normal business 

operations. 

3. A disruption is a sudden unplanned event. 

4. Business impact analysis (BIA)—This is an analysis of the business to determine 

what kinds of events will have an impact on what systems. 

5. Maximum tolerable downtime (MTD)—MTD is the most time a business can survive 

without a particular critical system. 

15.10 Summary 

You learned the three types of activity controls and how they correspond to the security life 

cycle. You learned how response determines your organization’s ability to deal with 

disruptions and disasters. You learned the three types of backups and what backup models 

you can use to recover from a disruption. Additionally, you learned the steps you must take 

for incident response and the role incident response plays in the risk, response, and recovery 
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processes. Finally, you learned the main steps to disaster recovery and the roles you play 

throughout the disaster recovery plan. 

15.11 Keywords 

 Storage area network:  A SAN (storage area network) is a network of storage devices 

that can be accessed by multiple servers or computers, providing a shared pool of 

storage space. Each computer on the network can access storage on the SAN as 

though they were local disks connected directly to the computer. 

 Business impact analysis: A business impact analysis (BIA) predicts the consequences 

of disruption of a business function and process and gathers information needed to 

develop recovery strategies. Potential loss scenarios should be identified during a risk 

assessment. 

 Structured walkthrough : A structured walkthrough is an organized procedure for a 

group of peers to review and discuss the technical aspects of software development 

work products. The major objectives of a structured walkthrough are to find errors 

and to improve the quality of the product. 

 Backups : Backup is the process of creating a copy of the data on your system that 

you use for recovery in case your original data is lost or corrupted. 

 Disaster recovery plan (DRP : A disaster recovery plan (DRP) is a documented, 

structured approach that describes how an organization can quickly resume work after 

an unplanned incident. 

15.12 Questions for self study 

1. What is a counter measure? Mention specific purpose of counter measure. 

2. Explain different factors in evaluating countermeasures. 

3. Write a note on Business Continuity Management.  

4. What is Business Impact Analysis? Explain. 

5. Write a note on  Structured Walk-Through Test, Simulation Test, Parallel test, Full-

Interruption Test. 

6. Discuss different types of Backups. 

7. Describe the steps followed in incident-handling process.  

8. Discuss disaster recovery plan (DRP). 

9. Explain issues  related to disaster recovery. 
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Unit 16:  Implementing Information Security 

Structure 

16.0 Objectives 
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16.2 Information Security Project Management 

16.3 The Need for Project Management 

16.4 The Bull’s-Eye Model 

16.5 Check your progress 

16.6 Summary 

16.7 Keywords 
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16.9 References 

 

16.0 Objectives 

After studying this unit, you will be able to: 

 Explain how an organization’s information security blueprint becomes a project plan  

 Discuss the many organizational considerations that a project plan must address  

 Explain the significance of the project manager’s role in the success of an information 

security project  

 Describe the need for professional project management for complex projects  

 Discuss technical strategies and models for implementing a project plan  

16.1 Introduction 

First and foremost, an information security project manager must realize that 

implementing an information security project takes time, effort, and a great deal of 

communication and coordination. This unit discuss how to successfully execute the 

information security blueprint. In general, the implementation phase is accomplished by 

changing the configuration and operation of the organization’s information systems to make 

them more secure.  
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It includes changes to the following:  

• Procedures (for example, through policy)  

• People (for example, through training)  

• Hardware (for example, through firewalls)  

• Software (for example, through encryption)  

• Data (for example, through classification)  

As you may recall from earlier units, effective planning for information security 

involves collecting information about an organization’s objectives, its technical architecture, 

and its information security environment. These elements are used to form the information 

security blueprint, which is the foundation for protecting the confidentiality, integrity, and 

availability of the organization’s information. The realization of these objectives will require 

an organization to define and execute a project. Successful projects require the application of 

a management specialty known as project management.  

During the implementation phase, the organization translates its blueprint for 

information security into a project plan. The project plan instructs the people who are 

executing the implementation phase. These instructions focus on the security control changes 

needed to improve the security of the hardware, software, procedures, data, and people that 

make up the organization’s information systems. The project plan as a whole must describe 

how to acquire and implement the needed security controls and create a setting in which 

those controls achieve the desired outcomes. 

16.2 Information Security Project Management 

The following sections discuss the issues a project plan must address, including project 

leadership; managerial, technical, and budgetary considerations; and organizational resistance 

to the change. 

The major steps in executing the project plan are as follows:  

• Planning the project  

• Supervising tasks and action steps 

• Wrapping up  

The project plan can be developed in any number of ways. Each organization has to 

determine its own project management methodology for IT and information security projects. 

Whenever possible, information security projects should follow the organization’s project 

management practices. Many organizations now make use of a project office—a centralized 
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resource to maximize the benefits of a standardized approach to project management. One 

such benefit is the leveraging of common project management practices across the 

organization to enable reallocation of resources without confusion or delays. 

Developing the Project Plan 

Planning for the implementation phase requires the creation of a detailed project plan, which 

is often assigned either to a project manager or the project champion. This person manages 

the project and delegates parts of it to other decision makers. Often the project manager is 

from the IT community of interest because most other employees lack the requisite 

information security background, management authority, and technical knowledge. 

The project plan can be created using a simple planning tool such as the work breakdown 

structure (WBS). An example is shown in Table 16-1. To use the WBS approach, you first 

break down the project plan into its major tasks. The major project tasks are placed into the 

WBS, along with the following attributes for each: 

 

• Work to be accomplished (activities and deliverables)  

• The people or skill sets assigned to perform the task 

• Start and end dates for the task, when known  

• Amount of effort required for completion, in hours or work days  

• Estimated capital expenses for the task  

• Estimated noncapital expenses for the task  

• Identification of dependencies between and among tasks 
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Table 16-1 Example Project Plan Work Breakdown Structure 

 

Each major task in the WBS is then further divided into either smaller tasks (subtasks) or 

specific action steps. For the sake of simplicity, the sample project plan outlined in the table 

and described later in this unit divides each major task into action steps. In an actual project 

plan, major tasks are often much more complex and must be divided into subtasks before 

action steps can be identified and assigned to a specific person or skill set. Given the variety 

of possible projects, there are few formal guidelines for determining the appropriate level of 

detail—that is, the level at which a task or subtask should become an action step. However, 

one hard-and-fast rule can help you make this determination: a task or subtask becomes an 

action step when it can be completed by one person or skill set and has a single deliverable. 
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The WBS can be prepared with a simple spread sheet program. The use of more complex 

project management software often leads to projectitis, in which the project manager spends 

more time working with the project management software than accomplishing meaningful 

project work.  

16.3 The Need for Project Management 

Project management requires a unique set of skills and a thorough understanding of a broad 

body of specialized knowledge. In the opening vignette, Realistically, most information 

security projects require a trained project manager—a CISO or a skilled IT manager who is 

trained in project management techniques. Even experienced project managers are advised to 

seek expert assistance when engaging in a formal bidding process to select advanced or 

integrated technologies or outsourced services. 

 

Supervised Implementation  

Although it is not an optimal solution, some organizations designate a champion from the 

general management community of interest to supervise the implementation of an 

information security project plan. In this case, groups of tasks are delegated to individuals or 

teams from the IT and information security communities of interest. An alternative is to 

designate a senior IT manager or the CIO of the organization to lead the implementation. In 

this case, the detailed work is delegated to cross-functional teams. 

The best solution is to designate a suitable person from the information security community 

of interest. In the final analysis, each organization must find the project leadership that best 

suits its specific needs and the personalities and politics of the organizational culture. 

 

Executing the Plan  

Once a project is under way, it is managed using a process known as gap analysis (also 

known as a negative feedback loop or cybernetic loop), which ensures that progress is 

measured periodically. When significant deviation occurs, corrective action is taken to bring 

the deviating task back into compliance with the project plan; otherwise, the project is revised 

in light of new information. See Figure 16-1 for an overview of this process. 
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Figure 16-1 Gap analysis 

Corrective action is taken in two basic situations: either the estimate is flawed or performance 

has lagged. When an estimate is flawed, as when the number of effort hours required is 

underestimated, the plan should be corrected and downstream tasks updated to reflect the 

change. When performance has lagged—for example, due to high turnover of skilled 

employees—corrective action may take the form of adding resources, making longer 

schedules, or reducing the quality or quantity of the deliverable. Corrective action decisions 

are usually expressed in terms of trade-offs. Often a project manager can adjust one of the 

three following planning parameters for the task being corrected: 

• Effort and money allocated  

• Elapsed time or scheduling impact  

• Quality or quantity of the deliverable 

When too much effort and money are being spent, you may decide to take more time to 

complete the project tasks or to lower the deliverable quality or quantity. If the task is taking 

too long to complete, you should probably add more resources in staff time or money or 

decrease the deliverable quality or quantity. If the quality of the deliverable is inadequate, 

you must usually add more resources in staff time or money or take longer to complete the 

task. Of course, there are complex dynamics among these variables, and these simplistic 

solutions do not serve in all cases, but this simple trade-off model can help the project 

manager to analyze available options. 
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Project Wrap-up  

Project wrap-up is usually handled as a procedural task and assigned to a mid-level IT or 

information security manager. These managers collect documentation, finalize status reports, 

and deliver a final report and a presentation at a wrap-up meeting. The goal of the wrap-up is 

to resolve any pending issues, critique the overall project effort, and draw conclusions about 

how to improve the process for the future. 

16.4 The Bull’s-Eye Model 

A proven method for prioritizing a program of complex change is the bull’s-eye model. This 

methodology, which goes by many different names and has been used by many 

organizations, requires that issues be addressed from the general to the specific and that the 

focus be on systematic solutions instead of individual problems. The increased capabilities—

that is, increased expenditures—are used to improve the information security program in a 

systematic and measured way.  

As presented here and illustrated in Figure 16-2, the approach relies on a process of project 

plan evaluation in four layers:  

1. Policies: This is the outer, or first, ring in the bull’s-eye diagram. The foundation of 

all effective information security programs is sound information security policy and 

information technology policy. Because policy establishes the ground rules for the use 

of all systems and describes what is appropriate and inappropriate, it enables all other 

information security components to function correctly. When deciding how to 

implement complex changes and choose from conflicting options, you can use policy 

to clarify what the organization is trying to accomplish with its efforts. 

2. Networks: In the past, most information security efforts focused on this layer, so until 

recently information security was often considered synonymous with network 

security. In today’s computing environment, implementing information security is 

more complex because networking infrastructure often comes into contact with threats 

from the public network. If an organization is new to the Internet and examines its 

policy environment to define how the new company networks should be defended, it 

will soon find that designing and implementing an effective DMZ is the primary way 

to secure those networks. Secondary efforts in this layer include providing the 

necessary authentication and authorization when allowing users to connect over 

public networks to the organization’s systems. 
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3. Systems: Many organizations find that the problems of configuring and operating 

information systems in a secure fashion become more difficult as the number and 

complexity of these systems grow. This layer includes computers used as servers, 

desktop computers, and systems used for process control and manufacturing systems. 

4. Applications: The layer that receives attention last deals with the application software 

systems used by the organization to accomplish its work. This includes packaged 

applications, such as office automation and e-mail programs, as well as high-end 

enterprise resource planning (ERP) packages than span the organization. Custom 

application software developed by the organization for its own needs is also included. 

 

 

Figure 16-2 The bull’s-eye model 

 

Technology Governance and Change Control 

Technology governance guides how frequently technical systems are updated and how 

technical updates are approved and funded. Technology governance also facilitates 

communication about technical advances and issues across the organization. 

Medium-sized and large organizations deal with the impact of technical change on their 

operations through a change control process. By managing the process of change, the 

organization can do the following: 

• Improve communication about change across the organization. 

• Enhance coordination between groups within the organization as change is scheduled 

and completed. 

• Reduce unintended consequences by having a process to resolve conflict and 

disruption that change can introduce. 
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• Improve quality of service as potential failures are eliminated and groups work 

together. 

• Assure management that all groups are complying with the organization’s policies for 

technology governance, procurement, accounting, and information security. 

Effective change control is an essential part of the IT operation in all but the smallest 

organizations. The information security group can also use the change control process to 

ensure that the organization follows essential process steps that assure confidentiality, 

integrity, and availability when systems are upgraded across the organization. 

16.5 Check your progress 

1. What is a project plan? 

2. Acronym for WBS. 

3. List major steps in executing the project plan. 

4. The project plan can be created using a simple planning tool such as ________ 

Answer to check your progress 

1. The project plan as a whole must describe how to acquire and implement the needed 

security controls and create a setting in which those controls achieve the desired 

outcomes. 

2. work breakdown structure (WBS). 

3. The major steps in executing the project plan are as follows:  

 Planning the project  

 Supervising tasks and action steps 

 Wrapping up  

4. work breakdown structure (WBS). 

16.6 Summary 

Constraints and considerations should be addressed when developing the project plan, 

including financial, procurement, priority, time and scheduling, staffing, scope, 

organizational feasibility, training and indoctrination, change control, and technology 

governance considerations. Organizations usually designate a professional project manager to 

lead a security information project. Alternatively, some organizations designate a champion 

from a senior level of general management or a senior IT manager, such as the CIO. Once a 

project is under way, it can be managed to completion using a process known as a negative 
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feedback loop or cybernetic loop. This process involves measuring variances from the project 

plan and then taking corrective action when needed. As the components of the new security 

system are planned, provisions must be made for the changeover from the previous method of 

performing a task to the new method(s). The bull’s-eye model is a proven method for 

prioritizing a program of complex change. Using this method, the project manager can 

address issues from the general to the specific and focus on systematic solutions instead of 

individual problems. When the expense and time required to develop an effective information 

security program is beyond the reach of an organization, it should outsource the program to 

competent professional services. Technology governance is a complex process that an 

organization uses to manage the impacts and costs of technology implementation, innovation, 

and obsolescence. 

16.7 Keywords 

 project management The process of identifying and controlling the resources applied 

to a project as well as measuring progress and adjusting the process as progress is 

made toward the goal.  

 project plan The documented instructions for participants and stakeholders of a 

project that provide details on goals, objectives, tasks, scheduling, and resource 

management 

 deliverable A completed document or program module that can either serve as the 

beginning point for a later task or become an element in the finished project.  

 milestone A specific point in the project plan when a task that has a noticeable impact 

on the plan’s progress is complete.  

 predecessors Tasks or action steps that come before the specific task at hand.  

 projectitis A situation in project planning in which the project manager spends more 

time documenting project tasks, collecting performance measurements, recording 

project task information, and updating project completion forecasts in the project 

management software than accomplishing meaningful project work.  

 request for proposal (RFP) A document specifying the requirements of a project, 

provided to solicit bids from internal or external contractors. 

 resources Components required for the completion of a project, which could include 

skills, personnel, time, money, and material.  

 successors Tasks or action steps that come after the specific task at hand.  
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 work breakdown structure (WBS) A list of the tasks to be accomplished in the project, 

the skill sets or individual employees needed to perform the tasks, the start and end 

dates for tasks, the estimated resources required, and the dependencies among tasks. 

 project scope A description of a project’s features, capabilities, functions, and quality 

level, used as the basis of a project plan. 

16.8 Questions for self study 

1. Describe the major steps in executing the project plan. 

2. Explain the need for Project Management. 

3. Describe Bull’s-Eye Model 
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